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”Thus, the task is, not so much to see what no one has
yet seen; but to think what nobody has yet thought,
about that which everybody sees.”

Erwin Schrödinger

”The real voyage of discovery consists not in seeking
new lands but seeing with new eyes.”

Marcel Proust



Computational Synthetic Biology for
Molecular Communications

D. P. Martins

Abstract

Bacteria-based synthetic biology systems have been proposed in the past twenty years
as solutions for biotechnology and the design of novel therapeutics. In parallel to the field
of synthetic biology, a new field has emerged where engineers can characterize and design
communications systems through the exchange of molecules. This field is known as molecular
communications, and has taken the paradigm from conventional communication networks
and applied it to biological systems. This paradigm shift has numerous challenges, and in
particular due to the characteristics of the molecular signal propagation behaviour that is very
different from electromagnetic signals. Since the birth of this new field, numerous research
works have concentrated on characterizing the communication channels and developing
theoretical models to lay the groundwork for novel applications. Both Synthetic Biology and
Molecular Communications fields have evolved since then, and the current challenges reside
in the ability to combine these two fields together to create novel applications. The aim of
integrating these two fields is to enable implementation of complex synthetic circuits that are
able to autonomously operate in the long-term with high accuracy levels and reliability.

In this PhD thesis, synthetic biology and molecular communications systems are inte-
grated through computational methods for a number of applications that utilizes bacteria as
the main cell lines to be programmed. This novel combination can provide novel biotech-
nology solutions such as biofilm prevention, bio-sensor synthetic gates, as well as synthetic
logic circuits. This synergistic integration was proven in this PhD thesis, and can provide a
new direction for the molecular communications community.
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CHAPTER 1

INTRODUCTION

1.1 SYNTHETIC BIOLOGY

The formal method for the design of artificial systems based on engineering of biological cells

is known as Synthetic Biology. Currently, several synthetic designs and applications have

been proposed to perform a variety of functions, such as novel theranostics (therapeutics plus

diagnostics), and synthetic computing systems [1–4]. For example, a bacterial population

used for a targeted drug delivery system can be controlled using a killing switch activated by

their signalling process [3]. Their ultimate goal is to solve complex biotechnological problems

that are not solvable using the tool sets provided by single disciplines. The interdisciplinary

nature of this field is the fundamental approach taken to develop novel solutions.

Similar to the development of engineering systems, both bottom-up and top down ap-

proaches can be applied to the design of synthetic systems. However, scientists often prefer

designing complex systems by first building their small components, which reduces the over-

all complexity of the entire systems. Electronic and communications systems are examples

of complex systems built using a bottom-up approach. Nonetheless, this does not invalidate

the top-down designs such as the works in [5–7]. For instance, computational tools that

1
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aid the design of synthetic systems requires an overall understanding about the system’s

operation by the researchers [6]. Großkopf et al. reviewed the top-down designs of synthetic

microbial communities built to understand the population’s ecological interactions [5]. Using

the top-down approach, researchers were also able to minimise the genome required for the

design of a viable bacteria cell1.

There are several implementations of synthetic systems based on prokaryotic cells. This

is due to the extensive knowledge known about prokaryotic cells, allied with its simplicity

compared to eukaryotic cells. Designs from simple logic gates to novel therapeutics can

be developed using bacteria-based synthetic systems. For example, engineered Escherichia

coli populations were interconnected to build different two-input Boolean logic gates [4].

In a more complex example, a combination of oral drugs and a substance produce by

engineered Lactobacilus lactis bacteria can restore blood sugar levels [8]. Researchers have

also developed synthetic systems based on the interactions of two different bacterial strains.

For example, Escherichia coli cells were engineered to detect and produce specific antibiotics

to target pathogenic Pseudomonas aeruginosa cells [9].

Methods and techniques often applied to engineering processes are considered in the

design of synthetic biology systems. It is important, for example, to consider modular

components when building a synthetic circuit to enhance its flexibility, which is similar to

the approach taken to design electronic circuits [10]. Furthermore, synthetic systems should

be controllable and have a certain degree of reliability to prevent unwanted effects that harm

the cell, and their outputs should be predictable so models can be constructed and designed

for applications.

Despite the similarities discussed above, designing biological systems poses several

challenges that are not common to the typical engineering fields. Mutation, uncertainty

originated from gene expression noise, and ever changing extracellular environments are

issues only faced by synthetic systems, each of which affects the predictability as well as

1A cell is considered viable if they are able to grow and replicate [7]

2
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Transmitter
Nanomachine

Receiver
Nanomachine

Encoding Transmission Propagation DecodingReception

Molecular Channel

Fig. 1.1 Illustration of an end-to-end molecular communications system. The transmitter
nanomachine encodes the information into a molecular signal, which may be through the
concentration of molecules, and transmits it through a molecular channel. The receiver
nanomachine will then retrieve the information from the received molecular signal.

reliability. Simplifying assumptions are often considered in order to create basic synthetic

systems that are modular, therefore, reducing the number of uncertainties and enabling

engineers to focus on aspects required for the design of these systems. An important aspect to

take into account for the interoperability of these modules is their communications capability,

as some of the current synthetic circuits are based on the exchange of molecules. This adds

one more layer of complexity for the design of synthetic systems. Chapter 3 presents further

details about the state-of-the-art and challenges in developing these systems.

1.2 MOLECULAR COMMUNICATIONS

A molecular communications system is an abstraction of the processes involved in the

production, emission, transportation and reception of molecules by natural or artificial

entities [11]. In this model, transmitter and reception nanomachines are the structures

responsible for the production, emission and reception of a molecular signal (see Figure

1.1). The communications channel that interconnect these nanomachines is based on diffused

propagation of molecules. In this case, the molecular mass can passively or actively move

3



INTRODUCTION

from the nano transmitter to the nano receiver depending on the existence of an external

force that induces their movement. [11, 12].

The study of natural cellular signalling processes is one of the research objectives in

the field of molecular communications. Neurons, bacteria, and molecular motors have all

been investigated in the design of molecular communications systems. The characteristics

of each cellular system defines the molecular communications systems architecture. For

instance, for a calcium signalling system, the molecular signal is the calcium ions that are

transported between cells [13]. A very different example is the design of bacterial based

systems, where bacteria can be the signal carrier, and can also be designed as the nano

transmitter and receiver depending on the application [14].

This PhD work is focused on the design of bacteria-based molecular communications

systems. In this case, the signal is the molecules produced, emitted, transported and received

by the bacteria. In this communication paradigm, bacteria can be modelled as the nano trans-

mitter and receiver or even the molecular signal carrier, depending on the communication

architecture. Furthermore, these molecules are transported through free diffusion communi-

cations channel. Using these definitions, different bacteria-based molecular communications

systems have been characterised and simulated over the past ten years [14–41]. Bacteria-

based molecular communications systems enable a biocompatible exchange of molecules

between the nanomachines [42], and have been proposed for a variety of applications, such

as nanosensors and nanonetworks [21, 23, 26, 27, 32–34, 38]. A further description of

bacteria-based molecular communications systems is presented in Chapter 4.

Even though there are high quantity of works describing and characterising the different

molecular communications architectures, only a limited number of them lead to practical

applications [43]. There is a gap between the molecular communications theory and its imple-

mentation towards real problems. Molecular communications systems have the potential to

be pivotal in the development of novel theranostics technologies based on the communication

4
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Bacterial wall Biofilm (starve)

Free-moving
bacteria (survive)

Nutrient
Quorum Sensing
Molecules

Synthetic ecosystemSynthetic quorum sensing

Population 1

Population 2 Population 3

Biological computation

Molecular
Generator

Acting

Sensing

Biosensors

Fig. 1.2 Illustration of the bacteria-based molecular communications systems that are in-
vestigated in this research work.(a) Bacteria were engineered to produce quorum sensing
molecules. (b) A predator-prey scenario can be built by exploiting the detection of quorum
sensing molecules. In this case, bacteria were engineered to form a wall to consume the
nutrients available around a biofilm. (c) Bacterial populations can be engineered to perform
logic operations using different signalling molecules. By interconnecting these populations,
synthetic circuits can be built, where each population will represent a logic gate. (d) Bacteria
can sense specific molecules diffused into the environment and act to suppress them, or even
produce biomarkers to notify their presence.

of nanomachines [43]. Therefore, it is important to narrow the gap between theory and

practice by bringing synthetic biology and molecular communications together.

1.3 ENGINEERING COMMUNICATIONS SYSTEMS INTO

CELLS

A variety of artificial communications systems can be built using the natural bacterial

signalling processes. Currently, there are several research avenues for the study of these

engineered communications systems: synthetic quorum sensing systems, biological compu-

tation, synthetic ecosystems, bioprocessing, tissue engineering, synthetic pattern formation,
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and biosensors [44]. In order to create these synthetic communications systems, researchers

rewire bacterial quorum sensing systems to target the expression of genes specific to each

desired application [44]. This rewiring often includes the design of custom plasmids that are

injected into the bacterial cells that will change their functionalities. A similar result can be

achieved by using specific inducers to activate the target genes. However, this approach is

not always feasible due to the induction of higher molecular concentration requirements [44].

Bacteria can produce collective behaviours through quorum sensing (please refer to

Chapter 2 for further details). Therefore, to investigate and exploit these behaviours for

more complex applications, researchers engineer bacteria to produce specific molecules (e.g.,

autoinducers and chemoattractants). This is the minimum requirement for the development

of an artificial communications system using bacteria, and this process is illustrated in Figure

1.2a [2–4, 8, 9, 45–50]. By exploiting the production and detection of signalling molecules,

researchers were able to create synthetic bacterial communities to investigate ecosystems

interactions like commensalism, predation and cooperation [5]. Figure 1.2b illustrates a

scenario developed by Martins et al., where bacteria were engineered to identify the presence

of a biofilm2 and form a wall to surround it and consume the nutrients. The goal is to induce

the biofilm disassembling process that can result from nutrient starvation [51].

The production of signalling molecules in response to the molecular concentrations in

the environment can be applied to the design of bacteria-based systems capable of perform

logic operations (see Figure 1.2c). These synthetic logic gates can be interconnected through

diffusion channels to create circuits to produce a specific biomarker or molecules required for

medical treatment [4, 45, 52–55]. Bacteria-based biosensor systems can be further enhanced

to actuate the molecular source after sensing specific signalling molecules [38]. This process

is illustrated in Figure 1.2d. This PhD thesis is focused on these four applications, and the

following chapters provides further details for each of these applications.

2bacterial population surrounded by a polysaccharide matrix
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1.4 RESEARCH SCOPE AND OBJECTIVES OF THE THESIS

The engineering of synthetic circuits in bacteria still poses numerous challenges. Currently,

there are no complex bacteria-based therapeutics which can be used solely and don’t rely

on combinations with other drugs. Furthermore, these synthetic circuits cannot respond

dynamically to pathogens and to environmental changes [2]. The lack of large synthetic

circuits that can integrate safety switches to prevent the system from running unpredictably are

also a major challenges for this type of application [2]. This PhD research work involves the

analysis of biological behaviours and the modelling of molecular communications systems

using bacteria. Moreover, it is focused on the interconnection of synthetic biology and

molecular communications techniques to address the following challenges:

1. Establish a novel method for analysing the synthetic systems capable of communicating

at the nanoscale

2. Model biological processes using conventional communications systems techniques

3. Shed light on cellular characteristics that are fundamental to the development of novel

bacteria-based molecular communications systems

The close collaboration with a number of wet lab experimentalists, who have provided

data required for the validation of the proposed computational models, will support the

investigation and design of bacteria-based molecular communications system that addresses

the aforementioned challenges. These collaborators include Prof. Arinthip Thamchaipenet

from Department of Genetics, Kasetsart University, Thailand and Dr Lee Coffey from

the Pharmaceutical and Molecular Biotechnology Research Centre, Waterford Institute of

Technology, Ireland.
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1.4.1 OBJECTIVES

The aim of this PhD research work is to investigate and model the molecular communications

processes that support the operation of bacteria-based synthetic systems. This research is

entirely dedicated to the modelling and analysis of bacteria-based molecular communications

systems that will enhance the reliability and predictability of bacteria-based synthetic systems.

Its ultimate goal is to lay the groundwork for the future development of novel theranostics

systems. Therefore, the following specific objectives are defined to address the current

limitations and challenges of this form of molecular communications system.

1. Computational modelling of biotechnological applications based on common bac-

terial behaviours: Computational models are a fundamental step used for the investi-

gation of communications between bacteria, and to determine how this can be impacted

when there are several species. They are less expensive compared to wet lab experi-

ments 3 and can help in the identification of important characteristics that may not be

possible to detect using the current technology (focus on challenges 1 and 2).

2. Enhancing the synthetic systems’ reliability through bacteria-based molecular

communications: The current investigation on the reliability of synthetic systems

is based on improving the genetic designs of the engineered cells. In particular for

systems that apply signalling molecules to interconnect bacterial populations, the

reliability analysis has not been properly investigated. The communications processes

can introduce a series of uncertainties that can affect the overall reliability of the system.

Therefore, it is important to evaluate the impact of the molecular communications

systems on the reliable operation of the bacteria-based synthetic systems (focus on

challenges 1, 2 and 3).
3When compared to wet lab experiments
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3. Using bacteria-based molecular communications systems as novel theranostics

tools: New treatments and diagnostics are being investigated to improve the current

medical practices in order to counter the emergence of antibiotic-resistant microbes,

as well as other diseases. Bacteria-based synthetic systems supported by molecular

communications can play a role for this new emerging application, as they can provide

biocompatible solutions for these problems (focus on challenges 1 and 3).

1.5 RESEARCH QUESTIONS

In the previous sections, a number of the challenges posed towards the development of

practical bacteria-based communications systems were introduced (e.g., the impact from

the dynamic environmental changes.) This research work aims to contribute towards the

development of solutions for these aforementioned challenges. This is formally described

through the following hypothesis:

Engineered bacteria-based molecular communications systems can guide and support

synthetic engineering to enable the development of new biocompatible solutions for

future theranostics tools.

These theranostics tools will have the bacteria-based molecular communications for

sensing their enviroment and actuating on it, which in this thesis, is also studied in terms of

possible closed-loop systems when bacteria is able to perform decision making, i.e. com-

putation through synthetic logic circuits. Firstly, we will propose the use of bacteria-based

molecular communications systems to investigate how to disassemble and prevent biofilms.

Then we will expand towards designing bacteria-based computing devices, and finally, in-

vestigate the reliability of synthetic logic gates developed from bacteria-based molecular

communications systems. This hypothesis has led to a number of research questions which

were designed to fulfil all the required aspects for building synthetic communications systems.
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First Research Question (RQ1) - How can the communication functionalities of

engineered bacteria through their genetics circuits be used for enhanced biological

processes control?

Synthetic biologists have been able to engineer bacteria to target several different

biotechnological applications (e.g., logic computing of molecular signals) [3, 4, 56].

However, controlling biological functions is a lasting issue, which can lead to biocom-

patibility problems when designing bacteria-based molecular communication systems

due to the lack of understanding and characterizing bacteria population interactions.

The scientific literature on these systems concentrates on the modelling and perfor-

mance analysis of communications processes of limited small-scale scenarios where

control is a minor issue. Besides, more work is needed to drive molecular communica-

tion systems based on synthetic bacteria with enhanced communication capabilities for

biological control and address its applicability in the biotechnology field. Therefore,

one of the research tasks in this PhD thesis is to expand on modelling synthetic systems

using molecular communications, in particular focusing on the communication perfor-

mance when the engineered bacteria interact with the other populations. The goal is

to model communication where different bacterial behaviours emerge from complex

social interactions. Therefore, to assess these systems’ performance, conventional

communications metrics like noise, delay, signal power and path loss, are considered to

give an appropriate quantification analysis of the bacteria population communication.

This can be used for bacteria behaviour control, for example using quorum-sensing

signals to coordinate bacteria by manipulating their movement, as well as using, again

quorum-sensing signals, but now to interfere in the bacteria population communication

to prevent biofilm formation (focus on objectives 1 and 3).

Second Research Question (RQ2) - How can the social interactions between bacte-

ria influence the performance of their molecular communications systems?

10
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Bacteria are known to have very complex social structures, and they maintain these

through complex molecular communication processes that do not only exist within

their species but also between multiple different bacteria species. These social interac-

tions and structures maintain bacteria community working under a certain hierarchy

that is spatially distributed, where their position on the population reflects on the

communication process with one another that is directly linked to the population

chances of survival in an environment. For this research task, this PhD thesis will

analyse social interactions among the bacterial cells, that represents the behaviours

found in individual cells, which are much simpler. This is needed to measure how

the interactions will impact on the noise, delay, signal power and path loss of the

synthetic bacteria-based molecular communications system. This analyses will expand

upon the RQ1 findings to modify and change some of the communication processes

related to inducing positive or negative ecological relationships amongst the bacterial

populations. This can allow the development of new approaches to curbing diseases

(e.g. chronic infections and biofouling) that can arise from bacterial survival strategies,

such as biofilms. To do this, concepts from conventional communications systems,

such as sensing, actuating, jamming and interference, introduced by this work, can be

adopted to counter these bacterial survival strategies (focus on objectives 1 and 3).

Third Research Question (RQ3) - How to design novel bacteria-on-a-chip devices

using their embedded synthetic molecular communication functionalities for the devel-

opment of future theranostics tools?

Bacteria-on-a-chip devices emerge as the combination of living cells and electronics

to develop a new range of sensors and actuators that exploits existing or engineered

biological systems under a controlled micro-environment to allow novel operations

in harsh or difficult environments. The most outstanding example is the ingestible

bacteria-on-a-chip proposed by Mimee et al [57] that integrates living engineered
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bacteria and low-power transceiver circuitry to wirelessly detect biological signals

in the human gut and monitor its health. Another example is the bacteria population

in a microfluidic device, which was used to develop a molecular diagnostics kit by

analysing the concentration samples of the bacteria Escherichia coli’s XL1-blue and

K12 strains propagation by Puchberger-Enengl et al [58].

This PhD thesis expands this concept and devise new type of systems under the bacteria-

on-a-chip umbrella, the Bacterial Molecular Communications on a Chip and Bacterial

Molecular Computing on a Chip devices. A throughout analysis of these two types of

devices from the conceptual design, to modelling and their performance validation is a

required step towards the development of future biotechnological applications, such as

theranostics tools (focus on objectives 2 and 3).

Fourth Research Question (RQ4) - How can bacteria communication be engineered

to build reliable bacteria-based synthetic logic circuits?

Currently, synthetic biologists are able to engineer circuits into bacteria to perform

tasks, like simple logic computing. However, numerous challenges have slowed down

the development and application of more complex genetic circuits. The modelling of

the communications processes (internal and external to the bacteria) is an important step

towards the solution of those aforementioned challenges (see Section 1.4). Therefore,

in this research we will model and analyse the molecular communications of engineered

bacterial populations that are used to create synthetic logic circuits that are reliable

despite being affected by unwanted effects, such as noise from the environment and

delays from unsynchronised signals (focus on objectives 2 and 3).
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1.6 DOCUMENT ORGANIZATION

The rest of the thesis is organized as follows. Chapter 2 introduces the biological background

that lay the foundation for modelling of bacteria-based molecular communications systems.

Chapter 4 introduces, defines and characterises these systems, from a communications

perspective. Therefore, this chapter is focused on relationships of biological systems and

conventional communications systems, as well as metrics that can be applied for characteri-

sation. Chapter 5 presents a summary of the research contribution, which is further detailed

by the research papers generated from this thesis work and are found in Chapters 6 to 10.

Following this, a discussion about the research papers findings is presented in Chapter 12.

Finally, conclusion and future works are presented in Chapter 13.
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CHAPTER 2

THE BIOLOGY OF BACTERIA AND

THEIR COMMUNICATIONS PROCESSES

In this chapter the molecular biology fundamentals required to conduct this research is

presented. The chapter will go through the basic fundamental knowledge of bacteria, which

was the primary organism used in this research, the mechanism of communication, and

corresponding computational rate equation models.

2.1 BACTERIA FUNDAMENTALS

Bacteria is a prokaryotic single-cellular organism and it is one of the oldest living things on

Earth, where the first species appeared approximately four million years ago [59]. Prokary-

otic cells do not have organelles that are functional components responsible for executing

functions within the cell, including nutrients uptake and energy production. The organism

also have two types of DNA molecules, which includes plasmids that are floating freely in

the cytoplasm, as well as chromosomal DNA [59]. Furthermore, the DNA plamids can be

shared between the cells upon physical contact (this process is further described in Section
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2.1.2). These are the characteristics that differentiate prokaryotic from eukaryotic cells (e.g.,

mammalian cells).

Despite being a unicellular organism, bacteria perform complex tasks through the use of

molecular signalling processes. These signalling mechanisms were not well-studied until the

1960s [60]. At that time, the researchers proposed the existence of external factors produced

by bacteria which ensures their adaptation to environmental changes. Further investigation

in later years improved this primitive characterisation and enabled the understanding of the

collective behaviours controlled by these external factors [60]. One example is the process

called Quorum Sensing and it is related to several important behaviours of bacteria. Section

2.1.3 provides an overall description of the quorum sensing system and Section 2.2.1 presents

an example of a bacterial function that is controlled by this system.

2.1.1 BACTERIA MOTILITY

Bacteria can move in the environment using different mechanisms, including swarming and

swimming [61]. As individual cells, bacteria can swim in a fluidic medium or follow a

chemical gradient towards the emitting source. When grouped and living over a surface

(semi-solid or solid), bacteria moves through the process of swarming. For this motility

process, a specific structure called the pili is required to maintain the cells population which

assists them to propel across the surface as a group [61].

When swimming, bacteria use their tails (also known as flagella), to propel themselves

through the fluid environment. The flagella rotates both clockwise and counter-clockwise for

the same period each, which results in a cycle of runs and tumbles [61, 62]. This movement

is modelled as a random walk, where the average period for each cycle is modelled using an

Exponential distribution based on the swim speed and the run duration, and the tumbling

frequency is modelled as a Poisson distribution [62]. After tumbling, the bacteria returns

to their straight movement and will do this by selecting a random direction that could be
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Fig. 2.1 Illustration of the plasmid transfer process through conjugation.

different from their previous run. This movement have been extensively studied and applied

to the development of bacteria-based molecular communications simulation tools presented

in this thesis (see Section 4.1).

2.1.2 PLASMID TRANSFER

A plasmid is a small circular double-stranded naked DNA molecule that can autonomously

clone themselves. These genetic molecules are required for the bacterial survival and adaption

against certain threats (e.g., antibiotics), and also enables their functions to be modified. At

the same time, it also provides greater genetic variations for bacteria. An external gene, when

integrated in the plasmid, is most likely to be retained in the cell for longer periods of time

[63]. Plasmids can be exchanged between bacteria through a process known as conjugation.

Through this mechanism, a bacterium can transfer their genes to another bacterium once they

are in contact with each other (see Figure 2.1).

Bacterial conjugation has been considered for numerous biotechnological applications.

As an example, Amos et al. proposed the use of E. coli to build synthetic genetic circuits [64].

They engineered a set of plasmids, where each one is a component of a circuit. As the bacteria
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conjugates, the engineered plasmids are integrated into the plasmid of the recipient cell to

form the circuit [64]. In another example, Hajimorad and Gralnick engineered plasmids

to improve the interface between a bacteria species Shewanella oneidensis and a microbial

sensor [65]. They were able to engineer the dynamic control of electron transfer from the

bacteria to the sensor. By transferring these engineered plasmids, the bacterial population

maintains the efficiency of the proposed system.

2.1.3 QUORUM SENSING AND MOLECULAR BINDING

Quorum sensing is a common bacterial process, whereby small molecules are used to produce

collective behaviours. This process is regulated by certain genetic expression and is directly

related to the cell-population density. Many bacterial physiological activities result from

the quorum sensing communication, and they contribute to certain mechanisms such as

the production of virulence factors and biofilms formation [66]. Different molecules are

used in quorum sensing signals due to their specificity to different bacterial species. For

example, Gram-positive bacteria uses processed oligo-peptides and Gram-negative bacteria

uses autoinducers as quorum sensing molecules [67]. Furthermore, the Gram-negative

quorum sensing systems are simpler than the mechanism used by the Gram-positive bacteria.

The simplification comes from the direct regulation of gene expression in the Gram-negative

bacteria, while the latter requires membrane sensor kinase proteins to bind to the quorum

sensing molecules before they activate the related genes [68].

The focus of this PhD research is on the Gram-negative bacterial quorum sensing systems.

The first discovery of this signalling system was through the study of a symbiotic relationship

between the light organ of the Hawaiian squid Euprymna scolopes and a marine bacteria

strain (Vibrio fischeri) [69]. Due to the high nutrient concentration in this organ, the V. fischeri

bacteria can grow their population size, inducing the production of bioluminescent genes that

helps the squid to become “invisible” to their predators. These genes are activated through

17



THE BIOLOGY OF BACTERIA AND THEIR COMMUNICATIONS PROCESSES

Quorum sensing
molecules

Receptor

Bacterium

DNA

Activator

Operon Effector

mRNA
Transcription Translation

Fig. 2.2 Illustration of the binding process of quorum sensing molecules applied on the
activation of specialised output signals.

a cluster of genes (also known as operons) luxICDABE, which gets activated by the trans-

membrane protein LuxR. A second protein LuxI is responsible for producing the autoinducer

required for this process [69]. Figure 2.2 shows a general representation of this specific

quorum sensing process that generates the molecular signals. Inside each bacterium cell, the

operon promotes an array of genes (effector) to transcribe messenger RNAs (mRNAs), which

translates the genetic commands into molecular signals, e.g. V. fischeri bioluminescence

[69–71].

2.1.4 BIOFILMS

Bacteria and other microbes have a number of survival strategies in the natural environment

[72]. Biofilm formation is a result from one of these strategies that is used for protecting

bacteria from physical attacks, helping them to evolve and resist to antibiotic treatments [73].

To form a biofilm, bacteria needs to sense a surface and trigger their signalling pathways

to produce proteins that enhance their adhesion to this particular surface [74]. Next, these

bacteria will start to divide themselves to increase their population size and start to produce

Extracellular Polymeric Substances (EPS) that will surround them, creating a protective

medium. Lastly, bacteria will communicate to create specialised roles to maintain the biofilm

[75].
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In the recent years, biofilms are found to be related to the emergence of chronic infections

and antibiotic resistant microbes [76]. Beyond the health-related issues, the environment can

be impacted by biofilms, leading to biofouling, food and water contamination [77]. Therefore,

numerous efforts to disassemble and prevent biofilms have been proposed through the use

of drugs (antibiotics) and synthetically engineered systems [78–80]. In this PhD research,

biofilms will also be investigated, as they are a common bacteria behaviour and can cause a

great impact on the human health.

2.2 MATHEMATICAL MODELLING OF BIOLOGICAL

PROCESSES

Biological systems are usually modelled using a set of mathematical equations that represents

the chemical interactions among the substances of interest [81]. These models are defined as

Rate Reaction Equations (RRE) [82]. The equations provide an approximate representation

of a biological system by describing the speed of change in concentration of the output

molecules with respect to the concentration of the chemicals used as the input. Consider the

following example: a substance [R1] reacts with a substance [R2] to produce the compound

[R1R2]. Then, this chemical substance ([R1R2]) can be associated with another substance

([P0]) to activate a promoter [P1] that controls the production of a protein [X]. This description

can be represented by the following chemical reactions [81]:

[R1]+[R2]
k1−−⇀↽−−
k2

[R1R2], (2.1)

[R1R2]+[P0]
k3−−⇀↽−−
k4

[P1], (2.2)
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[P1]
k5−−→ [X]+[P1], (2.3)

[R1]
k6−−⇀↽−−
k7

∅, (2.4)

[R2]
k6−−⇀↽−−
k8

∅, (2.5)

[X]
k6−−→∅, (2.6)

[R1R2]
k6−−→∅, (2.7)

[P1]
k6−−→∅, (2.8)

where k1, k3, k5, k7 and k8 are the production rates; k2, k4 and k6 are the dissociation rates

of this system. The rate of these chemical reactions will be directly proportional to the

product of the resulting molecular concentrations (which corresponds to the law of mass

action). Therefore, the reactions (2.1)-(2.8) can be modelled using the following mathematical

equations [81]:

d[R1]

dt
= k2[R1R2]+ k7− k1[R1][R2]− k6[R1] (2.9)

d[R2]

dt
= k2[R1R2]+ k8− k1[R1][R2]− k6[R2] (2.10)

d[R1R2]

dt
=−k2[R1R2]+ k1[R1][R2]− k6[R1R2]− k3[P0][R1R2]+ k4[P1] (2.11)
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Fig. 2.3 Illustration of synthetic system responses to different molecular inputs.

d[X]

dt
= k5[P1]− k6[X] (2.12)

d[P0]

dt
=−k3[P0][R1R2]+ k4[P1]+ k6[P1] (2.13)

d[P1]

dt
= k3[P0][R1R2]− k4[P1]− k6[P1]. (2.14)

The rate reaction equations (2.9)–(2.14) describe the dynamics of the system specified

by (2.1)–(2.8). This mathematical model may end up being too complex to analyse, due to

the number of variables and non-linearities. Therefore, simplifications supported by wet lab

experimental data are often considered to model these chemical reactions [81]. For example,

certain substances can be considered as time-invariant, in other words, their concentration

rates are equal to zero. Another possible simplification is to consider different reaction

speeds at smaller timescales for the system. In this case, certain reactions would react almost

instantly resulting in concentration rates equal to zero [81]. Based on these assumptions, the

obtained molecular output concentration can be represented as the graph shown in Figure 2.3.
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As shown in the Figure 2.3, the system response can range from a step to a linear function,

which will dictate both its basal level as well as the dynamic range. The basal level will

be the minimum amount of the output substance and the dynamic range is the difference

between the maximum and minimum molecular concentrations. The system response can

also dictate the ranges of the “ON” and “OFF” states which are the molecular concentration

levels that can be measure readily or not easily attained, respectively.

In this research work, the RRE are considered for modelling different bacterial traits

such as population growth and quorum sensing production. Moreover, the RRE are also

considered to develop synthetic logic operations using bacteria. In the following sections,

more elaborate details for these models are presented.

2.2.1 BACTERIAL POPULATION GROWTH AND QUORUM SENSING PRO-

DUCTION

Once placed in a location with suitable conditions for their survival, bacteria divide them-

selves to produce offsprings [59]. This process occur in most bacterial species through the

process of binary fission, whereby one large cell is divided into two smaller cells. However,

they can also grow their numbers by budding, which creates appendages that will become

newer cells, or produce several smaller cells at the same time [59]. If sub-optimal environ-

mental conditions are detected, the bacteria shuts off all their process that are not essential,

and this includes replication. Therefore, mathematical models that describe the functions of a

bacterial population growth also considers the optimal environmental condition. An example

of bacterial population growth model is described by the following RREs [83]:

d[Sbac]

dt
=−Ubac

(
µbac

[Sbac]

[Sbac]+Kbac

)
[Nbac] (2.15)
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d[Nbac]

dt
=

(
µbac

[Sbac]

[Sbac]+Kbac
−mbac

)
[Nbac] (2.16)

where [Sbac] is the availability of nutrients to be consumed by the bacteria; [Nbac] is the

bacterial density; µbac is the maximum growth rate; Kbac is the half-saturation constant for

free-moving bacteria; mbac is the maintenance rate of bacterial cells and Ubac is an utility

parameter.

Another bacteria process that are often modelled using RREs are the quorum sensing

system and Extracellular Polymeric Substances (EPS) production in biofilms. Whenever

bacteria finds a suitable location to live and are attached to a surface, they can form a bio-

logical structure known as biofilm, which will protect their population from external attacks

and enable them to survive longer in varying environmental conditions. Therefore, the EPS

production is a fundamental aspect for bacterial survivability and this process is dependent

on the quorum sensing system. As described in Section 2.1.3, using quorum sensing system,

bacteria can produce and control their collective behaviours. Considering a AHL-LuxR sys-

tem, the production of quorum sensing molecules and EPS can be mathematically described

as follows [84]:

d[A]

dt
= cA +

kA[C]
KA +[C]

− k9[A]− k10[R][A]+ k11[RA] (2.17)

d[R]
dt

= cR +
kR[C]

KR +[C]
− k12[A]− k10[R][A]+ k11[RA] (2.18)

d[RA]

dt
= k10[R][A]− k11[RA]−2k13[RA]2 +2k14[C] (2.19)

d[C]
dt

= k13[RA]2 + k14[C] (2.20)

23



THE BIOLOGY OF BACTERIA AND THEIR COMMUNICATIONS PROCESSES

d[Am,e(t̂)]
dt

= (pout [Am(t̂)]− pin[Am(t̂)])−D[Am(t̂)], (2.21)

where [A], [R], [RA], [C], [Am,e(t̂)] are the AHL, LuxR, LuxR – AHL complex, dimerized

complex and external autoinducer concentrations, respectively; k0,k1,k2,k3,k4,k5 are the

translation rates; cA and cR are the transcription basal levels for AHL and LuxR, respectively;

kA and kR are the transcription rates; KA and KR are the degradation rates; D is the diffusion

coefficient in water; pin and pout are the intracellular and extracellular transportation rates.

The EPS produced by the quorum sensing process described by (2.17)-(2.21) is modelled as

[29]

d[EPS]
dt

= kEPS
[C]

[C]+KC
, (2.22)

where [EPS] is the EPS concentration, kEPS is the maximum EPS production rate, and KC is

the dimerized complex degradation rate.

The bacterial population growth model presented in (2.15)-(2.16) can be modified to

model a biofilm growth when producing quorum sensing molecules and EPS. Therefore [29,

83],

d[Sbio]

dt
=−U2

(
µ2

[Sbio]

KS2 +[Sbio]

)
[N2]−UAHL

d[A]

dt
−ULuxR

d[R]
dt
−UEPS

d[EPS]
dt

, (2.23)

d[N2]

dt
=

(
µ2

[Sbio]

[Sbio]+KS2
−m2

)
[N2], (2.24)

where [Sbio] is the nutrient consumption by the biofilm, µ2 are the maximum specific growth

rate for the bacteria inside the biofilm; KS2 is the half-saturation constant for the biofilm;
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Fig. 2.4 Representation of the relationship between the bacterial population growth and
quorum sensing production.

m2 is the maintenance rate; kEPS is the maximum EPS production rate; U2, UAHL, ULuxR,

UEPS are the utility parameters; and [N2] is the biofilm population density. The relationship

between the bacterial population size and the amount of quorum sensing that is produced by

these cells is represented in Figure 2.4.

Both population growth and quorum sensing dynamics are important aspects to be studied

for the development of bacteria-based systems, as they can directly affect the molecular com-

munications performance of the systems. The bacteria population growth analysis can show

the impact of ecological relationships and influence on the molecular concentration output

by engineered bacteria. The study of the quorum sensing dynamics is fundamental for the

description of any bacteria-based molecular communications system as their concentrations

are the information that is exchanged in these systems.
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2.2.2 ENGINEERING BACTERIA-BASED SYNTHETIC LOGIC GATES

Synthetic biology is a field that is focused on the development of synthetic systems using

biological cells and abstracting their genetic functions that are similar to lumped-element

model of electronics engineering [1]. Synthetic biologists have been proposing the use of

bacterial and mammalian cells to perform logical operations, similar to Boolean digital

devices. These artificial biological systems had been developed to create simple single

synthetic logic gates to complex circuits, targeting several biotechnological applications.

As an example, Hu et al. were able to engineer an AND gate in Shewanella oneidensis for

microbial fuel cells [85]. In a more extensive analysis, Siuti et al. developed a simpler strategy

to build 16 two-input logic gates in Escherichia coli cells [86]. This approach enables the

synthetic biologists to propose a digital-to-analog converter. Each one of these applications

have their own mathematical model that describes its function. Synthetic logic gates can also

be described using RREs. For example, a synthetic OR gate can be characterised as a Hill

logic function and represented as follows [87]

d[OR]
dt

=
[E]nE

KnE
E +[E]nE +

[F]nF

KnF
F +[F]nF − γOR[OR]+NOR(t), (2.25)

where KE and KF define the rates of association constants by which [E] and [F] binds to the

OR gate receptors, γOR is the decay constant for [OR], nE , nF are the Hill coefficients and

NOR(t) is the noise resulting from the chemical reactions for this synthetic logic gate. This

noise term is modeled as an Additive White Gaussian Noise (AWGN) and represents the

internal fluctuations resulting from the production of the molecular output signals. Similarly,

the synthetic AND gate can be represented as [87]

d[AND]

dt
=

[G]nG

KnG
G +[G]nG

· [H]nH

KnH
H +[H]nH − γAND[AND]+NAND(t). (2.26)
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Fig. 2.5 Illustration of a bacteria-based toggle switch.

where KG and KH define the rates by which [G] and [H] binds to the AND gate receptors,

γAND is the decay constant for [AND], nG, nH are the Hill coefficients and NAND(t) is the

noise resulting from the chemical reactions for this synthetic logic gate (also modelled as a

AWGN noise).

More complex devices have also been built using synthetic logic gates. For example, a

toggle switch was created (see Figure 2.5) using engineered bacteria and modelled it using

the following RREs [46]

d[I]
dt

=
β

1+Kα
J
− γt [I], (2.27)

d[J]
dt

=
β

1+Kα
I
− γt [J], (2.28)

where [I] and [J] represents the molecular signal concentrations that triggers and suppresses

the operation of the synthetic logic gate, respectively; α and β are the repression constant,

and the maximum production rates for both molecular signals [I] and [J]; sI and sJ are

the toggle switches’ induction signals, KI = [I]/(1+(sI/K)nt ) and KJ = [J]/(1+(sJ/K)nt )

define the rates by which the molecular signals bind to the synthetic gate receptors, K is a

constant that defines the equilibrium of the chemical reactions involved in the production

of a molecular signal, γt is the decay constant for both molecular signals, and nt is the
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cooperativeness degree of the molecular signal with the synthetic gate receptor (this is also

known as the Hill coefficient).

2.3 DISCUSSION

Through several years of research, biologists have laid the groundworks required to advance

the development of biotechnological applications, such as new types of therapeutics. Hence,

simple and complex synthetic biology systems have been proposed and modelled in the

past twenty years [2–4, 45–49, 56, 65, 86]. As discussed in this chapter, mathematical

models have been used to describe important aspects of biological processes and functions,

and in particular how they can contribute towards collective behaviour in bacteria. More

comprehensive models created from the combination of synthetic biology and other related

fields (e.g., molecular communications) will allow researchers to expand their understanding

of biological systems and develop novel applications.

Mathematical biology models are accurate representations of real systems. As presented

in (2.17)-(2.24), a set of ordinary differential equations is used to represent a quorum sensing

signalling system. To model a bacteria-based system designed to diffuse quorum sensing

molecules through a fluid medium to a molecular receiver, for example, will require the

combination of these models as well as other models that will represent the full end-to-end

communications system. Multi-disciplinary approaches for the design and implementation

of complex biotechnological systems has been considered, but some challenges still need

to be addressed. For example, biological parts (smaller genetic functional units) are often

custom designed for each application, and not all synthetic circuits are designed considering

the orthogonality required to avoid unwanted impact on other cellular functions [47, 53, 88,

89]. Moreover, the current systems are investigated through their capacity to produce the

required molecular output and not for their communications process, which can impact on

the systems’ reliability performance.
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Preliminary studies combining both molecular communications and synthetic biology

models have led to the theoretical design of molecular transmitters and receivers using

bacteria [14, 26, 27, 33, 52, 90, 91]. However, research still need to be further pursued to

fully investigate how communications channels can be integrated to interconnect the bacteria-

based transmitters and receivers and develop end-to-end molecular communications systems.

In this PhD thesis, the synthetic circuits will be applied to the design of biotechnological

applications and evaluated through their communications capabilities. In the following

chapters, more details and examples of systems combining synthetic biology with molecular

communications are discussed.
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CHAPTER 3

MOLECULAR COMMUNICATIONS AND

SYNTHETIC BIOLOGY

In Chapter 2, the importance of quorum sensing system for the control of bacterial behaviours

was discussed. Recent years has seen numerous research conducted in engineering of bacteria

to produce quorum sensing molecules that can lead to biotechnological applications [4, 45–

50]. This is achieved by engineering genetic circuits in bacteria through gene editing in order

to activate a collective response of the bacterial population [2]. Researchers are taking this

one step further, where they have been investigating the use of quorum sensing mechanism

for designing communications systems [82, 92]. In this chapter, an in-depth description of

the quorum sensing based molecular communications systems are presented.

3.1 TRANSDUCER DESIGN

Transducers are considered important devices in conventional communications systems as

they can convert one type of signal into another form (e.g., mechanical into electrical signals)

[93, 94]. Usually, transducers are placed inside the transmitters before modulation modules,

and right after the demodulator in the receivers. In biological systems, transducers are found
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Physical stimulus

Rest

(a)

(b)

Ion

Fig. 3.1 Illustration of the bacteria ion gated channel. (a) This diagram shows no external or
internal stimuli is applied on the cellular membrane, and therefore, the ion gated channel is
at rest. (b) This diagram shows a physical stimulus is applied to the outer membrane, which
trigger the channel to open, allowing ions to pass through the membrane (Adapted from
[97]).

in the membranes of cells and can convert physical stimuli into either electrical or chemical

signals, or both [95–97].

The cellular membrane have gated protein channels that regulate the exchange of

molecules with the environment [95]. These channels are passive structures that are closed

for majority of the time. If an external stimuli is applied onto the surface of the membrane,

it will activate the opening of these gated protein channels (see Figure 3.1). These protein

channels can be activated by heat, mechanical forces, molecules, voltage and transduce

these stimuli into molecular concentrations or electrical signals [95, 96]. As an example of

engineered membrane systems, Researchers engineered a Bacillus subtilis biofilm to study

its internal electrical communication and found that bacteria can actively open the gate of

potassium channel to amplify the molecular signal and counter the attenuation caused by the

channel propagation [96].
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Fig. 3.2 Illustration of the bacteria-based genetic oscillator and of the periodic signal produced
by it (figures are adapted from [104])

.

Bacteria uses these transduction channels (mechanical stimulus into chemical signals)

to trigger their internal signalling pathways to produce proteins that increase their adhesion

to surfaces and other cells [98–100]. This process has been studied for the development

of surfaces that cannot be colonised by bacteria as their adhesion protein production is

prevented upon contact to these particular surfaces [78, 99]. Moreover, the adhesion between

bacteria and others cells have also been engineered to study this process and to propose

biotechnological applications, such as in vivo colonisation of cancerous cells [101–103]. Bio-

logical transducers are, as shown by the applications introduced in this section, an important

subsystem to investigate for the design of bacteria-based molecular communications systems.

3.2 OSCILLATOR DESIGN

Oscillators are devices that produce periodic signals and are applied to the generation of clock

signals for digital systems and carriers for information signal modulators [105]. In nature,

several systems and behaviours are controlled by periodic dynamics, such as the circadian

rythmn and the synchronisation of bacterial behaviour inside a population [104, 106]. For

example, a bacterial gene network was engineered to generate synchronised oscillations

inside a microfluidic device [104]. In their experiment, the oscillations start after the bacterial

population reaches a critical cellular density. The bacterial quorum sensing system outputs
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a high molecular signal level (represented by a green fluorescent protein), and at the same

time increase the production of the AiiA protein, which degrades quorum sensing molecules.

This process is represented in Figure 3.2, where the molecular concentration rises once the

population reaches critical density and the decline occurs when the AiiA protein degrades

most of the quorum sensing molecules [104, 107]. In this case, the oscillation amplitude

was modified by increasing the fluid flow inside the microfluidic device and modelled this

bacteria-based genetic oscillator as follows [104]:

∂ [A]

∂ t
=CA[1− (d/d0)

4]P(α,τ)− γA[A]

1+ f ([A]+ [I])
, (3.1)

∂ [I]
∂ t

=CI[1− (d/d0)
4]P(α,τ)− γI[I]

1+ f ([A]+ [I])
, (3.2)

∂ [Hi]

∂ t
=

b[I]
1+ k[I]

− γH [A][Hi]

1+g[A]
+D([He]− [Hi]), (3.3)

∂ [He]

∂ t
=

d
1−d

D([He]− [Hi])−µ[He]+D1
∂ 2[He]

∂x2 , (3.4)

P(α,τ) =
δ +αH2

τ

1+ k1H2
τ

, (3.5)

where [A], [I], [Hi] and [He] are the molecular concentrations of AiiA, LuxI protein that

activates green fluorescence, internal and external autoinducers, respectively; d is the cell

density; d0 is the initial cell density; τ is the considered delay for the chemical reactions; γA,

γI and γH are the degradation rates for AiiA, LuxI and both internal and external autoinducers,

respectively; D is the diffusion coefficient of the quorum sensing molecules through the cell

membrane; D1 is the diffusion constant; µ is the external quorum sensing molecules decay

rate; δ is the leakiness of the promoter luxI required to produce LuxI; Hτ(t) = [Hi](t− τ) is
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the concentration of the internal autoinducers produced in the previous time step; P(α,τ)

describes the delayed production of AiiA and LuxI; CA, CI , f , b, k, k1, α and g are constants.

There are other examples of engineered biological oscillators. Elowitz and Leibler

proposed the first genetic oscillator in 2000. They engineered three transcriptional repressor

systems in Escherichia coli to build a genetic oscillator and termed it as the repressilator

[108]. The repressilator is represented by the following model [108]:

dmi

dt
=−m1 +

a
1+ pn

j
+a0, (3.6)

d p j

dt
=−β (p j−mi) (3.7)

where mi are the mRNA concentrations for the corresponding three repressor-proteins (i

represents the proteins lacI, tetR, cI), p j is the repressor-protein concentrations ( j represents

cI, lacI, tetR), a0 is the protein copy number per cell that are produced from a specific

promoter type based on a continuous growth for the bacterial population; β is the ratio

between the protein and mRNA decay rates, and n is the Hill coefficient. In order to achieve

shorter period pulses (minimum of thirteen minutes), a bacteria-based (Escherichia coli)

tunable genetic oscillator was engineered using different proteins compared to the model

proposed by [104] (Arabinose and IPTG, instead of AiiA and LuxI) [104, 109]. The proposed

design was extremely robust, allowing to obtain oscillations for all IPTG levels (each one of

these levels produced a different oscillation period) when using 0.7% arabinose at 37◦C.

3.3 AMPLIFIER DESIGN

Amplifiers are electronic circuits that increase the power of a signal by a given factor. It is

widely used in electronic and communications systems, where they are used to counter the

effects of fading channels [110]. Similar to electronic devices, synthetic biology versions
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Fig. 3.3 Illustration of the the first synthetic operational amplifier. (a) Representation of the
three stage synthetic operational amplifier with its respective molecular inputs and outputs.
(b) The classical representation of an operational amplifier but using the quorum sensing
molecules as inputs and outputs of the device, with an amplifying factor of 1/(a1/a2) (figures
are adapted from [111])

.

of amplifiers have also been proposed. A negative feedback-based three-stage synthetic

operational amplifier was designed by engineering a bacterial quorum sensing system [111].

In the first stage, the bacteria uses Arabinose and N-acyl homoserine lactones (AHL) to

produce two CRISPR-sgRNA complexes. These outputs are then pushed through an amplifier

which outputs AiiA and LuxI. In the last stage, the amplifier converts the difference between

AiiA and LuxI to produce AHL, which is fed back to the first stage of this system (see

Figure 3.3). Operational amplifiers can provide fine control of the output signal, which

makes them suitable for the design of synthetic systems that require precise production of

molecules. For example, diabetes is a systemic disease caused by the impairment in the

blood glucose homeostasis, which is analogue to the synthetic system proposed by [111].

Therefore, this synthetic operational amplifier could be useful for controlling the production

of insulin required for the balancing of the blood glucose levels.

Positive feedback-based synthetic amplifiers have also been researched and developed.

A modular genetic amplifier in Escherichia coli bacteria was engineered to be coupled to

any synthetic sensing system, where the molecular output signal activate the transcription

of genes [112]. The proposed amplifier do not depend on exogenous inducers to operate as
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it has a constitutively active variant of LuxR and was able to increase the sensitivity of the

molecular input signals and amplify it accordingly [112].

Amplifiers are also considered for the design of comparators. These devices are often

used in electronic systems to design analog-to-digital circuits [113]. Recently, a synthetic

comparator that convert analog chemical signals into digital electrical/optical signals was de-

veloped by [114]. They engineered an electrogenic bacterial species, Shewanella oneidensis,

which compares the continuous quorum sensing molecules produced by Escherichia coli and

the output discrete digital electrical/optical signals [114].

3.4 FILTER DESIGN

Filters are devices that enable the selection of the wanted features of a signal [115]. This

process often results in the removal of time or frequency bands of a signal. In communications

systems, filters are widely used for the optimal detection of an unknown signal. When applied

to wireless transmitters, filters can limit the signal bandwidth to adapt it to the communication

channel requirements [116]. In biological systems, filters are often used to remove unwanted

substances from fluids [117]. However, filters have been also proposed for applications that

are similar to the ones considered for communications systems. They designed a bacteria-

based bandpass filter by combining positive and negative genetic selections [118]. Their

filter can be externally tuned by the addition of Amp or IPTG to affect the band selection

for the β -lactamase and Amp activities, respectively. The external tuning of the enzyme

band activity selection allows the bacterial population to grow into specific patterns, such as

geometric shapes and letters [118]. It also eases the system optimisation as it only requires

the addition of molecules into the system to modify its operation. A different approach was

proposed for the design of a synthetic bandpass filter. They utilised terminators1 as regulatory

parts for the proposed genetic circuit [119]. The proposed circuit can act as a high band and

1Terminators are the section of DNA where the proteins transcritpion processes are ended.
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Fig. 3.4 Illustration of the microbial control device proposed by [120]

a bandpass filter at the same time as the terminator can affect the two fluorescence proteins

used as reporters. In this case, a Red Fluorescence Protein (RFP) was chosen to be produced

before the terminator, resulting in a high band filter, and a Green Fluorescence Protein (GFP)

to be produced after the terminator, which will result in a bandpass filter [119]. Despite being

more robust compared to the system proposed by [118], this circuit is simpler due to the

exploitation of terminator nonlinear effects on the gene expression, compared to combining

both a high and low pass filters to create a bandpass filter.

3.5 TRANSMITTER DESIGN

Bacteria are engineered to produce molecules that modify their stimulus responses as de-

scribed in Chapter 2. These molecules are first encoded into biochemical (synthesis of other

molecules) or physical stimuli to activate the collective bacterial response. The encoding

process for a quorum sensing systems was investigated through a modular view of several

cellular density diversity schemes, which they classified as basic and composed encoding

systems [121]. This classification was based on their quorum sensing sensitivity profiles.

They also experimentally verified their model to identify the Vibrio harveyi encoding network

architecture [121]. In a different approach, a synthetic mammalian cell (HEK-293) was
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designed to produce autoinducer-2 (AI-2) to control the behaviour of bacterial pathogen

[122]. This microbial-control device has a complex signalling pathway that enables the

sensing of pathogen-derived formyl peptides present in the environment, and triggering the

production of AI-2 to prevent the virulence behaviour associated to quorum sensing signalling

in pathogenic Vibrio harveyi. Bacteria can share the environment where they are placed

with other microbial species or even other microorganisms. In this respect, the bacterial

consensus based on the interchange of molecules was studied through the engineering of two

Escherichia coli populations that diffuse signals to each other and express a specific gene

depending on the molecular concentration levels produced by the microbes [120].

The natural cellular signalling processes can be engineered for programming different

social interactions within a microbial consortia. For example, a synthetic predator-prey

ecosystem was proposed by [123]. They engineered two Escherichia coli populations, one as

the predator and the other as the prey, to create bi-directional communication and regulate

the population survivability by the expression of a killer protein in the prey, and an antidote

protein in the predator. This system was modeled as follows [123]:

dc1

dt
= kc1c1

(
1− c1 + c2

cmax

)
−dc1c1

K1

K1 +Aβ

e2

−Dc1 + ε ·ξ , (3.8)

dc2

dt
= kc2c2

(
1− c1 + c2

cmax

)
−dc2c2

Aβ

e1

K2 +Aβ

e1

−Dc2 + ε ·ξ , (3.9)

Ae1

dt
= kA1c1− (dAe1 +D)Ae1 + ε ·ξ , (3.10)

Ae2

dt
= kA2c2− (dAe2 +D)Ae2 + ε ·ξ , (3.11)
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Fig. 3.5 Illustration the media channels modelled for the free-diffusion of signalling
molecules.

where c1 and c2 are the predator and prey cell density, respectively; kc1 and kc2 are the

specific cell growth rate constant for the predator and prey populations, respectively; cmax

is the maximum cell growth; dc1 and dc2 are the cell death rates for the predator and prey

populations, respectively; K1 and K2 are the required signalling molecule concentration to

activate the promoter; D is the dilution rate; dAe1 and dAe2 are the decay rate constant of

the signalling molecules for the predator and prey populations, respectively; Ae1 and Ae2

are the signalling molecule concentration in the environment around the predator and prey

populations; ε is the noise amplitude; ξ is the Additive White Gaussian Noise (AWGN) with

zero mean and unit variance (representing the fluctuations found in the experimental setup);

and t is time. From a more complex perspective, [124] proposed six different two population

consortia with well-defined social interactions by using modular signalling pathways. The

bacteria signalling systems was engineered to transmit the required molecules and drive these

ecosystems to have unidirectional and bidirectional social interactions.

3.6 COMMUNICATIONS CHANNELS

Liquid and porous media have been studied for the transport of molecules in several biochem-

ical applications (see Figure 3.5), like the identification of biomarkers for periodontitis and

how a bacterial micro-compartment organelle selects transport molecules [125, 126]. The ex-

tensive literature from the molecular communication researchers in recent years concentrate
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on molecular diffusion studies that is used to support the design of diffusion-based synthetic

systems. For example, in the Chapter 2, a number of reaction equations have a diffusion

coefficient (usually represented as D) as a parameter for the evaluation of the molecular

concentration that is able to reach the receptors after being transmitted from a source point

using the Fick’s diffusion model [127, 128].

The Fick’s Law of diffusion is a mathematical model that describes the random movement

of particles in space and time due to a concentration gradient [127–129]. In a free-diffusion

system, the molecules transport themselves through the medium without any external force

acting on them. If a force is applied to move the molecules, their concentration values can

vary in space and time depending on the fluid flow or on the concentration gradient that is

forcing their propagation. The Fick’s Law of diffusion is defined as follows [129]

∂c(x, t)
∂ t

=−D(x, t)
∂ 2c(x, t)

∂x2 (3.12)

where c(x, t) is the spatio-temporal molecular concentration, and D is the diffusion coefficient.

In the case of homogenous media, the diffusion coefficient D become a constant value, and

this is a common approach for many synthetic biologists [109, 123, 124, 129–132].

3.7 RECEIVER DESIGN

Specific molecular receptors can be engineered to improve the detection of signals for

bacterial systems, and this could be used to develop receivers for molecular communication

systems. For instance, chemotaxis receptors have been engineered to improve bacterial

responses to chemoattractants, which are chemical molecules that are able to attract the

motile cells [133, 134]. In the event that molecules bind onto the receptors, this will activate

an internal pathway that enables the bacteria to adjust their movement so they can swim

towards the chemoattractant source point. The chemotaxis receptors can be engineered to be
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activated by quorum sensing molecules and drive a population of motile bacteria toward a

second population of non-motile bacteria that emitted the quorum sensing molecules [133].

In a different approach, [134] engineered the hybrid chemotaxis receptors in Escherichia

coli. They found that these hybrid receptors can be applied to characterise the molecular

specificity of the chemotaxis receptors. A more complex design was proposed by [135],

where they engineered bacterial strains to have specific responses to different environmental

signals. For example, the engineered bacteria could detect the deficiency in the amount of

oxygen around tissues, as this is a characteristic for tumour cells [135].

The specificities between the molecules that need to be sensed and the bacterial receptors

drove researchers to investigate other designs for sensor proteins. A structure-based compu-

tational method was developed to enable the construction of highly selective receptors and

engineer them into bacteria to regulate their gene expression based on the sensed molecules

[136]. A more specific receptor design was proposed by [137], where they designed a zinc

cation binding periplasmic 2 receptor that activates the Escherichia coli signal transduction

pathway required for the β -galactosidase reporter gene regulation [137]. The performance

of this computational design was measured by the molecular concentration of the reporter

gene. A similar design could be applied for the detection of other metal that can be found

on the bacteria extracellular space. Moreover, this could be extended for the construction

of programmable bacteria-based sensors for different chemical threats [137]. These studies

show the versatility of bacterial receptor engineering that can be used to design biotechnology

applications.

3.8 DISCUSSION

Using a specific set of rules, biological parts, mathematical and computational models (as

shown in the Chapter 2), synthetic biologists were capable of developing several devices that

2The periplasm is the region between the inner and outer cellular membranes.
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mimic their electronic counterparts, similar to the devices described in this chapter [95, 96,

104, 108, 109, 111, 112, 118–124, 133–137]. As described in this chapter, synthetic biologists

have been developing a number of elementary systems required for the full development of a

conventional communications system. Nevertheless, these systems have not being formally

applied to affect another bacterial population, and neither their communications performance

were investigated.

From the molecular communications perspective, the construction of nanoscale systems

capable of exchanging information in the form of molecules has been well supported by the

advancements in synthetic biology systems. Therefore, the synthetic systems described in

this chapter can be investigated in regards to their communications performance and further

extended on the development of bacteria-based molecular communications devices that affect

natural bacteria behaviours. For example, bacteria-based transmitters and receivers could be

used to build a molecular MIMO communications system that control the biological processes

related to bacterial virulence. Moreover, the synthetic engineering of the bacteria membrane

could lead to the design of bandpass filters that selectively detect molecular signals, or of

synthetic attenuators that remove certain molecular signals from the environment.

In this PhD research, different synthetic biology systems were applied to the design of

bacteria-based molecular communications systems that directly affect other cells and bacterial

natural behaviours. This approach aims to further extend the analysis of the synthetic systems

described in this chapter and focuses on the evaluation of their communications performance.
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CHAPTER 4

BACTERIA-BASED MOLECULAR

COMMUNICATIONS SYSTEMS

Molecular communications systems are based on the exchange of molecular information,

some of which can be engineered to carry encoded information. Depending on the application,

the design of molecular communication system can be developed from different types

of artificial and natural cells that are engineered to emit various types of molecules for

communication [138]. For example, natural communication between bacteria have been

used to develop diffusion-based molecular communications systems [14, 139]. Most of the

bacteria-based systems that have been proposed uses the plasmid transfer (“wired") or the

quorum sensing signalling (“wireless") mechanism to exchange molecular information [14,

139]. Therefore, in this section we have classified this into two broad modalities, which are

‘wired" and “wireless" systems. In this chapter, a brief description of the current simulation

tools used and an in-depth description of the two modalities of bacteria-based molecular

communications systems (and their applications) are provided.
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4.1 SIMULATION TOOLS

Bacteria-based molecular communications systems are often simulated using Agent-Based

Models (ABM) [140]. Through this computational simulator, the investigation of collective

dynamics can be simplified into the study of the individual bacterium’s behaviour. In this

case, bacteria are placed into small environments, where they can move, share and deliver

information to other organisms, which in this case can be engineered cells. BSim, BNSim,

NanoNS, NanoNS3, N3Sim and BiNS2 are examples of simulation tools that have been

proposed to investigate bacteria individual and collective dynamics [15–20]. From these

simulators, only the BSim and the BNSim are agent-based simulators [16, 18]. The others

are modified network simulators that represent the communications structures as network

nodes, and are applied to analyse nanonetworks [15, 17, 19, 20].

Focusing on a diffusion-based molecular communications system, in [15] a computational

framework was developed on top of a widely known network simulator (ns-2) to provide a

better understanding of nanonetworks. The authors made a comprehensive validation of the

NanoNS, but stopped short or developing concrete examples. The simulator for studying

wireless bacteria-based molecular communications systems through physical contacts aspect,

also known as conjugation, is not considered in the NanoNS design.

BSim was developed in 2012 by [16] to help analyse the relationship between the indi-

vidual cells and population level behavioural dynamics. Despite the authors only providing

scenarios for simulations of wireless bacteria-based communications systems, including

logic operations and genetic oscillator, the tool can also be applied to the investigation of

physical interaction amongst the bacteria. In [17] was proposed a nanonetwork simulator,

where the transmitter and receivers were abstracted as nanomachines that emit and receive

molecules. The tool, named BiNS2, was written in Java and it is agnostic to any application,

nanomachine types and motility models. The authors implemented a collision detection
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and management model for the diffusion of molecules in both two- and three-dimensional

environments and the simulation performance was validated through a case study of the

human immune system [17]. This simulation tool is currently on its seventeenth version and

is still maintained by the authors and is freely available for the community.

To consider the bacterial intracellular processes for the ABM simulations in [18] was

proposed a different tool, named BNSim. This simulation tool was written in C++ and uses

the Gillespie algorithm to simulate the bacterial intracellular processes using mechanisms

from populations dynamics [18]. Similar to the BSim, the BNSim is able to simulate bacterial

population interactions in a three dimensional space. However, this software is no longer

supported by the authors, where the last update was in 2015.

As a common design for molecular communications simulation tools, the abstraction of

nanoscale transmitters and receivers was also considered for the development of the N3Sim

[19]. This simulator has a number of differences compared to other tools discussed in this

chapter. The authors implemented a collision detection algorithm and a harvester mechanism

in the N3Sim [19]. Moreover, this tool is able to simulate two- and three-dimensional

environments, where the molecules are subjected to free and anomalous diffusion molecular

communications channels. In [19] no practical usage examples of the N3Sim were provided,

where the only evaluation is based on analytically validation.

In a similar approach to the simulator proposed by [15], a bacterial nanonetwork simulator

using the network simulator ns-3 was developed by [20] and named as nanoNS3. The authors

implemented bacterial receivers and channel loss models for microfluidic systems in the

network simulator. Moreover, modulation, source addressing, error and transfer rate analyses

protocols were implemented in this simulator [20]. An experimental end-to-end molecular

communication system was used to validate the signal reception in the nanoNS3, and the

implemented protocols were analytically validated [20].
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Fig. 4.1 Illustration of bacteria-based molecular communications system, where the plasmid
stores the information and the bacteria mobility carries the encoded information.

Recently, a new simulation framework based on the standard IEEE 1906.1-2015 (IEEE

Recommended Practice for Nanoscale and Molecular Communication Framework) was

proposed by [141]. The authors implemented a two-dimensional environment where bacteria,

acting as message carriers, exchanges plasmids among themselves through conjugation.

This simulation framework was applied for the investigation of an infection scenario, where

bacteria would swim within the bounded environment to infect other microbes through the

transmission of plasmids [141]. Therefore, their analysis focused on the parameters that

would affect this molecular communications system, including multiple infection sources,

rate of infections, bacteria swim speed and dimensions [141].

4.2 “WIRED” BACTERIA-BASED MOLECULAR

COMMUNICATIONS SYSTEMS

The first molecular communications system using bacteria was a single-hop nanonetwork

[21]. In this model, flagellated bacteria were used to carry information between nanoscale

devices (see Figure 4.1). The authors proposed encoding of information into the plasmid,

and carrying it as is propagated through a fluid channel [21]. Later in the same year, in

[14] a bacteria-based nanonetwork was designed considering the architecture proposed by
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[21]. They evaluated the channel capacity and the received signal delay for a number of

different scenarios. Other researchers then expanded the analytical models of the point-to-

point molecular communications system to study multi-hop bacterial nanonetworks [26, 27].

In this expanded model, flagellated bacteria transported information through its plasmid

between multiple nodes. When the bacteria arrives at the receiving node, the carrier microbe

transfers the plasmids to other cells and does this based on random interactions. This process

continues till the plasmid reaches the final node, where the information will be decoded

[26, 27]. However, to maintain reliability, a medium-range nanonetwork will require several

nodes to transmit information using this model.

The reliability analysis of this type of bacteria-based molecular communications system

was investigated by [22]. The authors proposed a two-dimensional lattice where the bacteria

would mobilize randomly between the transmitter and receiver to estimate the probability

of successful delivery of plasmids during a period of time [22]. The authors validated their

reliability analysis using the same simulation model from [37]. They found that for high

reliability, a larger bacterial population size is needed. Moreover, an inverse relationship

between the maximum delay and the reliability level was found [22].

The research works described so far considers a single transmitter that will emit the bac-

teria carrying the information in the form of plasmids to a nanoscale receiver. Expanding this

architecture to consider multiple transmitters and receivers, [35] investigated the scheduling

problem based on the presence of chemoattractants1 in the environment. They formulated

the total transmission time for this bacteria-based nanonetwork to analyse the impact of the

total delay on the successful delivery of plasmids to the nano receivers. A carrier allocation

problem can arise due to the use of multiple pairs of transmitters-receivers when considering

a finite number of emitted bacteria. This issue was investigated by developing a transmission

model similar to the one applied for ad hoc wireless networks and the transmission delay

was minimised by adjusting the number of carriers considered in the network [36].

1These molecules, if detected by a bacterium, drive the bacterial movement towards their source.
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A bacteria-based nanosensor network that incorporates bacterial properties and transports

engineered plasmids between two nanomachines (one transmitter and one receiver) was

proposed by [38]. They evaluated the probabilities of obtaining successful transformations

(bacterial process of acquiring foreign plasmids) and plasmid delivery with respect to the

time that the microbes were allowed to bind to the nano receiver. From the analysis, they

found that there is an improvement on the successful plasmid delivery when the bacteria is

allowed to be bound to the nano receiver for long durations [38]. It can be concluded from

this work that the density of bacteria carriers and nano receivers has a major role on the

system performance.

When bacteria exchange plasmids, only a fraction of this genetic material (message)

is shared amongst them. This can lead to misinterpretation of the message by the nano

receiver. To counter this effect, the messages were encoded using a forward and a reverse

data transmission coding schemes [37]. For the forward encoding, the message is encoded

into blocks from left to right in the plasmid. For the reverse encoding, the message is encoded

from right to left in the same plasmid. In the case the forward-encoded section of the message

is only delivered by one bacterium, a second bacterium can deliver the reverse-encoded

portion allowing the full retrieval of the original message [37]. Their encoding technique

resulted in improved performance in the successful decoding of the message, especially

when there is a large distance between the nanomachines. Progressing from this model, [39]

presented a comparative analysis of five different message encoding techniques for bacteria-

based nanonetworks. For four of these techniques, the emitted bacteria will conjugate, and

different message codings are used to improve the probability of successful delivery (on the

last technique the bacteria do not conjugate and the message was not encoded either). The

upper bound for this analysis was defined by the optimum encoding scheme2. The authors

included in the comparative analysis their forward and reverse coding technique, and found

that the four techniques considering the conjugation plus message encoding has a similar

2When the encoded message has the length similar to the original message
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performance to the optimum encoding technique. Furthermore, the shift encoding (when the

next message is shifted by one block in comparison with the previous block) was the best

among the compared techniques.

Recently, a framework was developed to study the characteristics of a bacteria-based

nanonetwork [23]. The authors considered single, and multiple, nanoscale transmitters and

receivers communicating through motile information-carrier bacteria, and implemented an

analytical model to evaluate the effects that could lower the nanonetwork’s performance,

which may be due to non-perfect conjugation [23]. Moreover, different scenarios were

proposed to characterise the trade-offs and requirements of this bacteria-based nanonetwork.

The authors found that the number of emitted bacteria improved the mean delivery time, and

this gain is independent of the considered compartment sizes where the bacteria were placed

[23].

Bacteria-based molecular communications using electrical signals have also been pro-

posed [24, 25]. Bacteria have vital operations that are dependent of internal electron transfer,

including the production of Adenosine Triphosphate (ATP), which is the energy used by

the cells. Using this natural process, a queuing model was proposed to abstract microbial

interactions [24]. In this model electrons are transferred from one bacterium to another as

would occur in a conventional electric cable. The authors validated their continuous-time

queuing model through simulations of open and closed space systems. They also performed

wet-lab experiments for the closed space system to validate their model [24]. A year later,

the same authors expanded the bacterial cable model to evaluate the channel capacity when

bacteria have knowledge about the channel state information (CSI) [25]. In this case, they

used a finite-state discrete-time Markov channel with Poisson inputs and outputs to describe

this bacteria-based molecular communications system. Based on their model, they found the

optimal binary Markov input distribution that balances the trade-off between the instanta-
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Fig. 4.2 Illustration of bacteria-based molecular communications system, where a group of
bacteria encodes and transmits the information as concentration of quorum sensing molecules
which will diffuse toward the neighbouring bacterial population.

neous mutual information rate, which is required for the channel capacity evaluation, and the

steady-state distribution of the cable states [25].

4.3 “WIRELESS” BACTERIA-BASED MOLECULAR

COMMUNICATIONS SYSTEMS

Despite bacteria being able to exchange information by transferring plasmids, they can also

perform free diffusion molecular communications (see Figure 4.2). For this system, the infor-

mation is the concentration of molecules diffused between the bacteria-based transceivers. A

biological transceiver using integrated logic gate system was proposed to encode information

that can transmit molecules with coded information [52]. This biotransceiver was composed

of four components, which includes a transmitter, receiver, sensor and processor, and it was

the first real design for a bacteria-based nanodevice [52]. The authors described each device’s

components using mathematical equations, including rate reaction equations for the signal

processing, which was used to develop the synthetic logic gates. However, they did not

validate their model but did investigate the biotransceiver operation numerically.
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The reception performance of molecular signals by engineered bacteria have also been in-

vestigated [91]. To improve the detection of bacterial responses to pulse amplitude modulated

(PAM) molecular signals an efficient sampling technique was proposed in [91]. The authors

designed theoretical and experimental analyses for their proposal, where the bacteria is

placed into a small chamber connected to a microfluidic channel. The PAM molecular signal

is transported through the channel by a laminar flow, where they measured the fluorescense

produced in response to this signal. The authors proposed four different sample strategies,

and this includes total response duration, peak value, ramp-up and ramp-down slopes, and

found that the ramp-up slope results in a lower probability of error compared to the other

metrics [91]. This strategy could be further studied for the development of a modulation

strategies for bacteria-based molecular communications system.

The dynamics that drive bacteria to interconnect and work collectively has been inves-

tigated using concepts from molecular communications [28, 29]. In [28], it was proposed

the use of physico-chemical signals to drive the bacteria to a defined location, e.g. for drug

delivery purposes. The authors found that the dynamics of attractions and repulsions imposed

by the signals affect both the processes of finding the required destination and the probability

of successful drug delivery. Expanding on this concept, the same authors studied the social

interactions inside heterogeneous populations when bacteria used quorum sensing to stimu-

late collective behaviour [29]. They investigated the cooperative and competitive behaviours

using a network-centric approach, and showed that their model have good correlation with

the traditional metrics applied to studying population interactions.

Commonly used network protocols have been proposed for wireless bacteria-based

molecular communications [30, 31]. For example, an error control method (automatic repeat

request - ARQ) was designed for the transmission of quorum sensing molecules [30, 31]. The

authors abstracted analogous electronic circuits to propose a similar way to engineer ARQ

protocols into a bacterial population [30]. They simulated and analysed the communications
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performance for three different ARQ protocols (go-back-N ARQ, selective-repeat ARQ, and

stop-N-wait ARQ) and found that ARQ protocols can be applied to improve the performance

of wireless bacteria-based nanonetworks despite producing different results compared to

conventional wireless networks [31]. Nonetheless, this work lays the groundwork for the

future implementations of other network protocols.

Researchers were able to design and characterise multihop wireless sensor nanonetworks

using bacteria [32–34]. First, it was proposed the use of bacterial populations as nodes of a

nanonetwork to investigate the communication process in this system [32]. They modelled

the acquisition and relaying of molecular data by the bacterial population, and analysed

the probability of error for this scenario [32]. The same authors expanded this work to

study the performance of a wireless bacteria-based sensor network [33]. They evaluated

the channel capacity, in terms of bit per channel use, by varying the maximum molecular

concentration at the receiver, the number of bacteria in a node, and noise level [33]. From

their analysis it is possible to observe that a communication process with low probability

of error is achievable when considering a large number of bacteria in a node [33]. This

result demonstrates the impact of individual molecular contributions for the performance of

the wireless bacteria-based sensor network. As an extension to this work, the same authors

studied different modulation schemes and provided a general discussion about the reliability

of a bacteria-based wireless sensor nanonetwork [34]. They proposed the use of M-ary and

quadrature amplitude modulation schemes for a network setup similar to their previous works.

In this case, they compared different M-ary schemes and found that the best information rate

was when they considered M = 32 [34]. The authors also found a linear relationship between

the information rate (expressed in bits per sample) and the maximum transmission power.

Despite the similarity between conventional and bacteria-based molecular communica-

tions systems, the achievable information rate is much worse for the latter (if we compare

52



BACTERIA-BASED MOLECULAR COMMUNICATIONS SYSTEMS

their absolute values3), due to the nature of molecular signalling [14, 40]. Therefore, limited

information can be transmitted using a bacteria-based molecular communication system.

Aiming to improve the information rate for these systems, an alternative encoding scheme

was proposed by using the period when no signals is being transmitted to encode infor-

mation4, and named it as time elapse communication (TEC) [40, 41]. The authors first

engineered bacteria to respond to a specific molecule emitted in a random ON-OFF pat-

tern, and measured the amount of light produced by them. Then they implemented two

TEC schemes for the molecular signals and again measured the output light. The authors

found that the TEC scheme produces improved data rate compared to the simple On-Off

Keying modulation. Furthermore, they compared the two TEC schemes, TEC-SIMPLE and

TEC-SMART (simple and multiple error correction techniques, respectively), and found a

better achievable data rate for the TEC-SMART scheme [40]. The authors then expanded

their work to include a general discussion about the limitations of the TEC schemes and the

channel capacity analysis [41].

4.4 DISCUSSION

In this chapter, several bacteria-based molecular communications systems and simulation

tools used to study them are presented. Majority of the works described are focused on

few aspects of an end-to-end communications system. A number of these works modelled

the communications channels to understand how it affects bacterial signal carriers [14,

21–25], while others developed frameworks to account the interconnections within and

between bacterial populations and investigated them based on metrics used in conventional

networks [26–34]. Lastly, a number of these works evaluated the performance of simple

bacteria-based molecular communications systems whose designs were not application-

3Bits per hour against bits per second, for the bacteria-based and conventional communications systems,
respectively.

4This is a well-known technique for conventional wireless networks [142, 143]
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driven [35–41]. These works focused on demonstrating the exchange of molecular signals in

bacterial nanonetworks. Furthermore, they presented bacteria as a molecular communications

transceiver (which is able to send and receive molecular signals), encoder and carrier of

molecular signals.

The well-known characterisation of the diffusive channel allied with all the investigation

presented in this chapter is an important step towards the design of a complete bacteria-based

molecular communications system. This PhD work also contributes to this topic by not only

adding more analyses and characterisations of bacteria-based communications systems, but

also proposing different biotechnology applications. These applied systems are designed to

fill the gaps presented in both Chapters 3 and 4, by interconnecting the fields of synthetic

biology and molecular communications. The proposed applications are based on the wireless

modality and focused on the collective interactions within and between bacterial populations.

In the following subsections, the systems introduced in this chapter are discussed with respect

to the bacteria-based molecular communications systems that are the basis of this PhD

research.

4.4.1 DISASSEMBLING AND PREVENTING BIOFILMS

As aforementioned, the works described in this chapter did not focused on using bacteria-

based molecular communications systems to tackle current biotechnological issues. For

example, none of those works has proposed the disassembling, nor the prevention of biofilm

formation. This structure has been related to severe chronic infections in humans (biofilms

characteristics are discussed in Chapter 2) and its formation and maintenance is linked to the

bacteria communications ability. Despite not targeting this application, the simulation tools

presented in Section 4.1 could be modified and extended to interconnect bacteria and biofilms

to analyse their relationship and propose solutions for biofilm formation, as an example.
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4.4.2 DESIGN OF BACTERIA-BASED MOLECULAR COMMUNICATIONS

DEVICES

Challenges need to be overcome before implementing a complete bacteria-based molecular

communications device. For example, more studies are required to provide a better char-

acterisation of the molecular signal production and reception, on more realistic scenarios.

The bacteria-based molecular communications systems presented in this chapter abstracted

the devices (e.g. transmitter and receiver) and focused on the analysis of the networking

aspects and communications performance [30, 31, 37–39]. However, these works showed

the feasibility of using bacteria to design molecular communications systems. Therefore,

a more focused investigation, based on the integration between bacteria-based molecular

communications systems and synthetic biology could enable the development of bacteria-

based molecular communications devices, such as specific molecular biosensors or even

transmitters that could interfere with another bacteria population.

4.4.3 BACTERIA-BASED SYNTHETIC LOGIC GATES

Some of the current works abstract the signal production and usage as simple mathematical

models and focus on the study of the communications channel [14, 33] and molecular

reception [90]. Others, use external devices and systems to generate modulated signals and

investigated the bacterial response [40, 41, 52, 91]. Therefore, the study of how the molecular

communications systems affects the bacteria behaviours is still an open challenge. A possible

approach to overcome this challenge is to develop and analyse bacteria-based synthetic logic

gates, which are one of the simplest synthetic biology systems. Logic gates often have one

output that is the result of the Boolean operation of two inputs. Thus, the analysis of logic

gate operation that integrates molecular communications system could provide the required

insights for the development of more complex bacteria-based systems.
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CHAPTER 5

THESIS RESEARCH SUMMARY

This chapter presents a complete list of research papers related to this thesis. The chapter will

begin presenting a summary for each research paper, whilst mapping them to their respective

research questions presented in Chapter 1. Next, these PhD thesis contributions are presented

that address one or more research questions each (see Table 5.1).

Table 5.1 Association between the research questions and publications.

Questions Publications
RQ1 NANOCOM, TNB_Bio
RQ2 NANOCOM, TNB_Bio
RQ3 TCBB, TNB_Logic, TCOM, TETC
RQ4 TNB_Logic, TETC

5.1 PUBLISHED PAPERS

NANOCOM (Chapter 6) - D. P. Martins, M. T. Barros, S. Balasubramaniam. Using

Competing Bacterial Communication to Disassemble Biofilms. In Proceedings of the

3rd ACM International Conference on Nanoscale Computing and Communication

(NANOCOM 2016). 2016, USA, New York.
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Nutrient

BiofilmBacterial wall

Quorum Sensing

Fig. 5.1 Free-moving bacteria forms a wall and induces a nutrient competition with the
biofilm. These bacteria attracts others to the wall using quorum sensing molecules and
increase the wall’s dimension [51].

Summary: Bacteria often group over surfaces as a survival strategy. In this form,

bacteria produce an enclosure known as the extracellular polymeric substances, that

surrounds them to protect against external physical attacks and controls the flow of

molecules into the individual cells. The bacterial population when living under this

structure is called biofilm and it has been related to chronic diseases and antibiotic

resistance. This work proposed a technique to disassemble biofilms based on the

starvation of the biofilm-forming bacteria. The quorum sensing communications

controls the nutrient competition between two bacterial populations, where one would

be engineered to surround the second population and deplete the nutrients required for

the long-term maintenance of the biofilm. The obtained results showed the performance

of the proposed technique, where the biofilm decays in 2 hours. Moreover, this work

indicated the feasibility of using molecular communications and synthetic biology to

design bacteria-based biotechnological applications.

This publication shows that the quorum sensing signals can effectively control the

bacterial behaviour, like movement, nutrient consumption, and also provide them

with the ability to form a wall around another bacterial population (see Figure 5.1).

It also investigates the attraction of free-moving bacteria towards a biofilm-forming
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Fig. 5.2 An illustration of the pulse-based jamming system devised to prevent biofilm
formation. The engineered jamming bacteria produces molecular signals that will interfere
with the multi-stage communication process of the biofilm-forming bacteria [144].

bacteria population to promote its disassembling. Besides, engineered quorum sens-

ing signalling is used to induce neighbouring bacteria to imitate the behaviour of a

transmitter bacterium towards a fast nutrient consumption inside a micro-environment.

This method leads to a new bacteria population that over time also leads to biofilm

formation. However, the analysis results were centred only on the biofilm breakdown

figures versus the engineered bacteria wall’s growth, which highlights the potential

usage of our proposed method in the control of biofilm formation as well as future

treatments of bacterial infection.

TNB_Bio (Chapter 7) - D. P. Martins, K. Leetanasaksakul, M. T. Barros, A. Thamchaipenet,

W. Donnelly, S. Balasubramaniam. Molecular Communications Pulse-Based Jamming

Model for Bacterial Biofilm Suppression, IEEE Transactions on Nanobioscience, v. 17,

no. 4, pp. 533–542, Oct. 2018.

Summary: The emergence of superbugs has led researchers to investigate novel tech-

niques and treatments for bacteria-related diseases that do not enhance their antibiotic

resistance. One of the targets for these approaches is to prevent bacteria to form

the polysaccharide structure that protects them from environmental changes, which

promote their resistance against antibiotics. This paper also targets this process, but

instead of using chemicals, it proposes the use of a biological interference system
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by an engineered bacterial population to affect the natural signalling required for the

biofilm formation. This bacteria-based molecular communications system was inspired

by a wet lab experiment, where a substance produced by Streptomyces sp. prevented

the Staphyloccocus aureus biofilm formation. The proteomic data from this same

experiment, performed by collaborators at Kasetsart University, Thailand, showed the

suppression of the proteins involved in the biofilm formation and inspired the design

of this pulse-based jamming system [145]. Furthermore, this publication analysed the

effects of the delay and signal power on the jamming efficiency of these proteins.

Based on the knowledge acquired during the computational design of the biocompatible

biofilm disassembling solution, this paper introduced the use of quorum sensing signals

to interfere with the biofilm formation process of a second bacterial population. In

this case, the biofilm-forming bacteria internal pathways were analysed to identify and

target the proteins responsible for their activation to become the targets of an interfering

signal produced by an engineered bacterial population (see Figure 5.2). This modelling

partially addresses the RQ1 as it introduces the design of the interference signal as

a pulse-based jamming bacteria-based system. The proposed solution disrupts the

channel capacity of the legitimate transmission and consequently, affects the internal

bacteria communications channels that control the biofilm formation process. In this

paper, a negative social interaction between two bacterial populations was induced,

and the analysis of the results from this relationship laid the groundwork required for

the design of a fully operational pulse-based jamming system.

TCBB (Chapter 8) - D. P. Martins, M. T. Barros, M. Pierobon, M. Kandhvelu, P. Liò, S. Bal-

asubramaniam, Computational Models for Trapping Ebola Virus Using Engineered

Bacteria, IEEE/ACM Transactions on Computational Biology and Bioinformatics,

v. 15, no. 6, pp. 2017–2027, Nov. 2018.
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Fig. 5.3 Illustration of the microfluidic virus attenuator device that cycle Ebola contaminated
blood the chamber containing engineered E. coli bacteria. (a) The microfluidic chamber
emulates a conventional attenuator by reducing the amplitude of the molecular signal (Ebola
distribution on the blood). (b) Bacteria binding the Ebola virus as they move inside the
microfluidic chamber [146].

Summary: The scientific advancements in the last century have reduced the number of

deadly virus outbreaks. Nonetheless, some of them are still concerning the scientific

community, such as the Ebola virus that produces a haemorrhagic fever and is highly

lethal, killing the patients in a few days after the infection. Ebola virus outbreaks have

been recurrently occurring in Africa in the past 10 years, and worldwide efforts have

been dedicated to finding a treatment for this disease. This work also aims for this

goal and proposes a bio-compatible technique to reduce the number of virus in human

blood. This technique is a dialysis-like medical procedure, where the patient’s blood

is cycled through a microfluidic chamber containing engineered bacteria responsible

for binding to the virus, and reducing the number of virus in the blood. For this

purpose,Escherichia coli had its surface engineered to trap the Ebola virus and this

process was used to create a bacteria-based microfluidic virus attenuator, where the

virus concentration in the blood is the molecular signal that has its amplitude reduced,

see Figure 5.3.
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The engineered bacteria was placed inside a microfluidic chamber to avoid direct

contact with the patient and to allow them to have enough contact time with the

patient’s blood to ensure strong adhesion. Several parameters (blood velocity, different

binding angle, patient’s body temperature, binding tensions and blood viscosity)

were investigated to ensure that the binding was strong enough to maintain the virus

attached to the bacteria surface even under adverse situations. Furthermore, simulation

scenarios were performed to investigate the virus pick-up dynamics and to evaluate the

achievable attenuation ratio. Also, a mathematical equation based on the number of

engineered bacteria placed inside of the microfluidic chamber was developed to predict

the amount of Ebola virus that can be removed from the patient’s blood. This results

in a customisable microfluidic virus attenuator device that can be used to support the

first stages of the Ebola fever disease treatment. The performance analysis showed that

emulated molecular communications system was able to achieve a high trapping rate

within 15 minutes. This work showed that the Ebola attenuator could retain a high

number of the virus from returning to the patients’ body, increasing their survival rate

and is crucial for helping their post-exposure treatment.

TNB_Logic (Chapter 9) - D. P. Martins, M. T. Barros, S. Balasubramaniam. Quality and

Capacity Analysis of Molecular Communications in Bacterial Synthetic Logic Circuits.

IEEE Transactions on Nanobioscience, July 2019.

Summary: Bacteria can be engineered to act as a signal processing electronic device and

manipulate molecular signals used in future human theranostics or agritech applications.

They can be modelled as an analogue device, but are often referred to as digital logic

gates. Nonetheless, due to the complexity of the biological processes, a complex

circuitry built using either prokaryotic or eukaryotic cells is challenging. Therefore,

flexible models that accurately describe these complex biological systems are needed.

In this paper, we attempt to develop this type of modelling by integrating a model of
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Fig. 5.4 Illustration of the proposed bacteria-based synthetic logic circuit. Each bacterial
population is assigned to a compartment, becoming isolated from each other. The molecules
produced at chambers A or B access chamber C by passing through a filter wall [147].

molecular communications and synthetic biology to describe a synthetic gate circuit

composed of three gates. Each gate is an engineered bacterial population that can

produce the response of a particular logic gate. These gates are interconnected through

diffusion channels. Once the molecular input signal is processed on the first two

synthetic logic gates it diffuses to the last gate.

Complex circuit design was proposed, where three bacterial populations were placed in

a compartmented capsule to compute four molecular environmental signals and produce

a single molecular output signal. This two-layer bacteria-based circuit also contained

two diffusion channel as the connection bus between the first and the second layers

of the circuit. Through the production of the molecular output signal concentration,

the quality and channel capacity of the proposed circuit was assessed. Moreover, two

external factors were considered in this paper’s analysis: molecular-input delay and

molecular concentration difference between the inputs of each logic gate of the circuit’s

first layer. The results showed that there is a trade-off between the circuit accuracy

and its channel capacity, that is dependent on the number of bits emitted by the circuit.
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Fig. 5.5 Representation of the wireless bacteria-based biosensor using lumped components
circuit, considering a time-independent bacterial population size variation [148].

Furthermore, the capsular bacteria-based synthetic logic circuit was more affected by

the molecular input delay than the molecular concentration input gate difference. The

RQ4 was partially addressed by the assessment of the circuit’s reliability using five

metrics, see 9, that determined how accurate and precise the systems was, under the

presence of unwanted effects such as noise and delay.

5.2 SUBMITTED PAPERS

TCOM (Chapter 10) - D. P. Martins, M. T. Barros, L. Coffey, P. D. Cotter, D. P. Berry, and

S. Balasubramaniam. Frequency Analysis of Logic Computation for Bacteria-based

Biosensor Molecular Communication System. Submitted to IEEE Transactions on

Communications, September 2019.

Summary: As shown before, electronics-analogous models support the development of

synthetic biology systems. From detecting cancer cells to the prevention of biofilm

formation, synthetic logic circuits are successfully being used in biotechnology appli-

cations. These systems are often analysed in the time domain, as a means of design

validation analysis. Intending to expand the synthetic biologist toolset, this publication

proposed a frequency domain analysis to study the impact of the molecular signal
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spectrum on the operation of a bacteria-based biosensor. To be able to perform this

frequency domain analysis, this work also provided an electronic equivalent circuit

model for the transmission, processing and reception of molecular signals by the

bacteria-based biosensor.

A generator device (for example, another group of bacteria in the microbiome) produces

and propagates molecular signals to the bacteria-based biosensor, serving as the source

of molecules that needs to be processed by the system. The bacteria-based biosensor

device can detect nitrile (R−C−−−N) emitted through the fluid channel and visually

inform the amount of ammonia (NH3) and acid (H+) produced by the bacteria through

a bioluminescent response signal. The performance of this bacteria-based molecular

communications system was investigated in terms of the channel capacities (diffusion

channel and circuit operation) and validated through a wet lab experiment.

The device circuitry operates using long pulse molecular signals, which results in a

molecular output signal and a channel capacity highly dependent on lower molecular

signal frequencies (around 10−5 Hz). The numerical analyses show that the biosensor

quickly accumulates molecular environmental signal concentration if it has a higher

amplitude and if their source is closer to the bacteria-based biosensor. Furthermore, the

frequency domain analysis of the electronic equivalent circuit operation showed that

the channel capacity quickly decreases for higher frequencies when higher molecular

environmental signal amplitudes are applied, and slowly decreases when varying

the distance between the molecular environmental signal source and the biosensor.

This demonstrates that a fine-tuning of this molecular communications system was

required to adapt the bacteria-based biosensor to the desired application scenario. The

results in this paper also suggest that this electronic equivalent circuit model supports

the development of more complex synthetic systems, as they uniquely can process

molecular signals as a typical electronic circuit.
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Fig. 5.6 Illustration of the integration of a bacteria-based molecular communications system
with an electrochemical sensing device to detect the pH level change due to the molecular
signal produced from the computing operation.

TETC (Chapter 11) - D. P. Martins, M. T. Barros, T. Sinkruasuan, B. O’Sullivan, A. O’Riordan,

and S. Balasubramaniam. A Reliability Analysis for Bacterial Molecular Computing on

a Chip. Submitted to IEEE Transactions on Emerging Topics in Computing, October

2019.

Summary: Synthetic biology systems operate using molecular signals, which are sev-

eral magnitudes of power smaller than standard communications signals. Consequently,

any small variation in the design parameters of a synthetic biology system caused by

the environment or due to unexpected factors, like mutation, can have a great impact on

its response. Reliability is then an important metric to be studied in these systems. In

this paper, integration of bacteria-based molecular communications, synthetic biology

and electrochemical sensing systems was introduced for the investigation of the relia-

bility of bacterial molecular computing on a chip. This integration is enabled by the

acidification of the fluid medium, where the bacteria-based molecular communications

system is placed, due to the production of the engineered bacteria’s molecular output

signal. This publication also investigated the effect of the communications channel

on the molecular output signal that is retrieved and evaluated at the electrochemical

sensors as an electrical signal.

Results show that a small signal production delay can have a major impact on the

computation reliability, i.e. the ability of the system to process such a signal. On the
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other hand, the propagation delay is shown to improve the reliability of the proposed

bacterial molecular computing on a chip system by compensating the impact of the

production delay. Another important aspect of this paper was the investigation of the

pH range of the fluid channel to define the detection threshold of the electrochemical

sensors.

The proposal of bacterial molecular computing on a chip system (see Figure 5.6) and

its reliability analysis is shown in this paper. Moreover, this publication is the first

step towards further integration of molecular communications with electrochemical

systems to support the future development of chips that can perform both biological

and electronic computing of bio-electronic signals. Also, this publication shows the

importance of fine-tuning the electrochemical sensors to avoid that the bio-electronic

signal variations affect the pH level change detection.

5.3 CONTRIBUTIONS

This PhD thesis contributions build the basis of the extended analysis of computational syn-

thetic biology that has been applied to the design of bacteria-based molecular communications

systems.

Contribution 1: Design and analysis of end-to-end bacteria-based molecular com-

munications systems that use quorum sensing signalling to affect bacteria natural

behaviours.

Bacteria are almost everywhere and produce specific behaviours depending on the

environmental conditions, like pH level and nutrient availability. For example, as a

response to environmental changes, bacteria can form biofilms or move towards a

better location to ensure their survivability. As these behaviours are tied to the bacteria

communications capabilities, they became the focus for addressing the RQ1 in regards
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to affecting its natural behaviour. For that, two applications (biofilm dissasembling

and movement control) were theoretically analysed to demonstrate the use of bacteria

communications capabilities as a synthetic system to manipulate the bacteria. First,

several free-moving bacteria were attracted to a specific location and induced to

consume all the nutrients available in their surroundings to break a biofilm due to

starvation, see NANOCOM (Chapter 6). On average 53% of free moving bacteria were

attracted to the surroundings of the biofilm creating a protective wall that induces this

consumption. The attraction source was another group of the same free-moving bacteria

that upon finding the biofilm location starts to diffuse quorum sensing molecules

to attract nearby bacteria. Through the simulation of the bacteria movement and

theoretical analysis of the nutrient consumption, both behaviours, bacteria movement

and biofilm breakdown, were showed to be dependent on the number of free-moving

bacteria that sits around the biofilm bacteria. However, a small action radius of quorum

sensing molecules is needed to maximise bacteria attraction and contribute to the

protective wall.

However, biofilm prevention can be an attractive method to develop infection thera-

pies using purely synthetically engineered bacteria and its molecular communication

system, which would powerfully contribute to combating the resistance to antibiotics

at the same time. Therefore, in TNB_Bio a biofilm biocompatible prevention process

was proposed, see Chapter 7. This technique involved a bacteria-based pulse-based

jamming system that mimick the conventional radar interference scenario and directly

attacks the bacteria signalling pathways responsible for biofilm formation. Bacteria

have several signalling pathways that enable the performance of their natural process,

such as the movement towards a nutrient gradient. From the experimental proteomic

data analysis, performed by collaborators in the Kasetsart University (Thailand), I was

able to develop models for these signalling pathways that compose the overall biofilm
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formation mechanism, such pathways include as the defence, cellular stress and energy

production. After that, an engineered bacteria population was developed that produces

a quorum sensing molecular signal capable of reducing the levels of the main proteins

of each one of those pathways. This means that the engineered bacteria population

would interfere with the legitimate biofilm-forming communications, preventing its

formation. This jamming process was showed to be dependent on the number of the

engineered bacteria that produce the jamming signal, the synchronicity between the

interference and legitimate transmissions, the power of the jamming signal and the

distance between the engineered bacterial and the biofilm-forming populations. These

are key parameters that ensure full operation of the jamming process. However, this

can be classified as a synthetic end-end noisy bacteria-based molecular communication

system that changes the natural biofilm formation using quorum sensing and hence

addressing RQ1.

Contribution 2: Investigation and performance evaluation of engineered bacteria

using molecular signals to compete and interfere with other populations.

Bacteria-based molecular communications systems can be modelled using single

individuals as well as populations. For both modelling scenarios, positive or negative

social interactions can affect the efficacy of those systems. Bacteria can compete for

nutrients which can trigger their survival strategies and disrupt the correct operation

of a bacteria-based molecular communications system. On the other hand, bacteria

can cooperate to find better locations to live, improving their survivability. This

PhD thesis contributed with the design and analysis of social interactions between

bacterial populations for two bacteria-based molecular communications systems that

are proposed solutions for the biofilm issue.

In NANOCOM, a bacterial competition was proposed to partially address the RQ2.

This publication investigated a modified predator-prey scenario where the free-moving
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bacteria was considered as the predator and the biofilm bacteria as the prey. For this

interaction, however, the predator is not directly hunting the prey, but the nutrients

available in the environment. At the same time, a cooperative interaction among the

free-moving bacteria allowed them to quickly consume the available nutrients and

speed up the disassembling process of a biofilm (two hours faster than the natural

biofilm decay process). From the establishment of this cooperative interaction, was

found that a smaller number of engineered bacteria was required to improve the

bacterial walls’ attraction probability.

A different type of competition was proposed in TNB_Bio, between a biofilm-forming

bacteria and an engineered bacterial population. In this case, the two bacterial popula-

tions would compete against each other by using their communications systems, see

Chapter 7. For a particular set of parameters and conditions, the negative interaction

was showed to be more effective than the cooperative one (when the interfering signal

affect the legitimate transmission). This negative effect was required to disrupt the

production of the main proteins of the biofilm-related signalling pathways. From

this perspective, the TNB_Bio publication also partially addresses RQ2 by providing

a theoretical investigation about a negative social interaction between two bacterial

populations that exchange molecular signals between each other.

Contribution 3: Proposition, investigation and performance analysis of a bacteria-

based microfluidic virus attenuator, synthetic logic circuit, biosensor and bio-electronic

sensor.

Bacteria-on-a-chip devices can be built using engineered bacteria and applied on several

applications, especially as biotechnological solutions [43]. Four different bacteria-on-

a-chip devices were proposed in this PhD thesis and had their performance investigated

in the TCBB, TNB_Logic, TCOM and TETC publications. These four systems

addressed the RQ3 by providing the groundwork required for the future development

69



THESIS RESEARCH SUMMARY

of novel theranostic tools. The first proposed device targeted the attenuation of a viral

signal inside of the human blood to increase the patient chance of survival during the

treatment of the disease TCBB. In this case, the focused virus was Ebola, which is

highly lethal as it produces a haemorrhagic fever that kills the patient within a few

days after being infected [149]. For this reason, a bacteria-based microfluidic virus

attenuator was proposed to support a faster removal of Ebola virus from the patient’s

blood, increasing the patient chance of survival. A mathematical model details how a

genetically engineered bacterium binds to one or more viruses with modified chemical

forces in the cell membrane that must be bigger than the hydrodynamic tension and

drag forces produced while the bacterium is moving in the blood sample. Through the

simulation of the bacteria movement and virus capture for some scenarios (see Chapter

8) it was found that the 5000 engineered bacteria were able to collect as much as 60%

of the total number of virus confined in the microfluidic chamber. This publication also

contributed with the analysis of the physical forces that could affect the bacteria-virus

binding and the proposal of a mathematical formulation that allows the customisation

of the device.

A Bacterial Molecular Computing on a chip was proposed in TNB_Logic to logically

operate molecular signals, see Chapter 9. The molecular output of a synthetic logic

circuit can be applied to identify cancerous cells or support the treatment of metabolic

diseases [2, 47]. Here, three bacterial populations were placed inside a compartmented

microfluidic chamber and interconnected through diffusion channels. Due to the nature

of molecular signals and the propagation channel, different external factors including

input concentration difference and molecular environment delay can affect these logic

operations and lower the circuit’s accuracy and precision. Thus, this device contributed

to addressing the RQ3 by showing that both molecular-input delay and molecular-

input signal concentration differences can affect the quality and communications
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performance of the Bacterial Molecular Computing on a chip system. Moreover, it

also identified a trade-off between these two metrics, which must be taken into account

in the future design when applying this device in biomedical solutions.

The third proposed device was a bacteria-based biosensor for nitrile concentration

in a fluid environment. This theoretical scenario could represent an environmental

contamination process that would require a bioremediation technique to solve this

problem. This publication, (TCOM), contributed to addressing RQ3 by providing

an equivalent electronic model for the biological processes existent on this bacteria-

based molecular communications systems, as well as, it investigated the impact of the

communications channels over the signals transmitted through them using a frequency

domain analysis, see Chapter 10. As synthetic systems often take several hours to

produce molecular signals, the molecular signal frequency became a small value,

which reflected on the system’s channel capacity and amplitude of the molecular

signal output being concentrated around this small value. Moreover, the proposed

equivalent electronic circuit model was validated using the data obtained from a wet

lab experiment performed by a collaborator at the Pharmaceutical and Molecular

Biotechnology Research Centre - PMBRC. The obtained results showed that the

proposed approach in this publication could be further extended to investigate other

theranostic-related synthetic logic circuits.

Lastly, inspired by the aforementioned biosensor, in TETC a general Bacterial Molec-

ular Computing on a chip device was proposed to detect two signals emitted by a

molecular source and process it through a synthetic AND gate (see Chapter 11). This

publication is based on the integration between molecular communications and elec-

trochemical systems, where the molecular output signal produced by the engineered

bacterial population changed the pH level of the fluid around it and, consequently, trig-

gered the production of electrical signals by electrochemical sensors. As the biosensor
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outputs a low molecular output signal concentrations, the consequent pH change might

be subtle and the wrong definition of the electrochemical sensor would result in a

wrong operation of this bacteria-based molecular communications system. Therefore,

in TETC, the electrochemical sensors were designed to be the threshold for the correct

operation of the bio-electronic sensor. This publication partially addressed the RQ3

by complementing the functionalities of the other three proposed devices. It added an

electronic layer on a bacteria-based molecular communications system, which could

support the development of devices that interface the nano and macroscale commu-

nications. This device is the basis for the future development of Bacterial Molecular

Computing on a chip system for human and animal care that act upon the detection of

specific molecular signals.

Contribution 4: Reliable design and analysis of simple and complex “wireless”

bacteria-based synthetic logic circuits.

Bacteria-based sensing and actuation systems belong to a subset of the synthetic logic

circuits that have been developed in the past years [47]. Sensors and actuators based in

simple synthetic logic gates engineered into bacteria have been already designed to

search for specific molecular concentration [150], to diagnose and treat cancer cells

[151, 152], and to detect cadmium and lead in the environment [153]. The reliability

of those designs depend on a careful engineering process and correct definition of

the systems’ parameters. Then, as the circuit becomes more complex, the reliability

becomes more critical as more uncertainties (e.g., environmental changes, delays and

noise) are added to the analysis. Therefore, in the publications TNB_Logic and TETC,

different approaches were chosen for the investigation of the reliability analysis of

Bacterial Molecular Computing on a chip system.

For TNB_Logic, the RQ4 was partially addressed by the assessment of the pro-

posed circuit’s quality. This metric was analysed in terms of the accuracy_ratio,

72



THESIS RESEARCH SUMMARY

precision_ratio, recall_ratio, false negative_ratio (FN_ratio), false positive_ratio

(FP_ratio). For the considered scenario, a high precision_ratio and false negative_ratio

(FN_ratio) values were obtained, however, the accuracy_ratio lowered in respect with

the increase of the circuit’s the output bit-1 ratio. This result showed that the reception

of the molecular output needs to be improved, meaning that it should be more sensitive

to the molecules produced in the last chamber of the capsule. Additionally, in compari-

son with the channel capacity, it is showed that there is an inverse relationship between

the accuracy_ratio and the channel capacity that is also dependent on the output bit-1

ratio.

For TETC, the reliability was analysed in terms of the number of correct detections

of electrical signals by pH level electrochemical sensors that indirectly measured the

molecular concentration output from the Bacterial Molecular Computing on a chip

circuit. Using the pH 9 as the initial pH level for the fluid where the system was placed

on, the investigated bacteria-based molecular communications systems were able to

achieve the maximum reliable logic computation probability of 73% when no produc-

tion delay was involved and 30% when considering a 5 hours production delay. It also

is shown that the delayed communication could be improved by adding a propagation

delay between the molecular source and the Bacterial Molecular Computing on a chip

circuit and from it to the electrochemical sensors. This propagation delay would act as

a buffer for the system adjusting the temporal measurement of the molecular output

signal. This publication addressed the RQ4 by presenting design considerations and

requirements for the implementation of a simple and reliable bio-electronic device,

which could be further extended to more complex system designs.
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ABSTRACT
In recent years, bacterial infections have become a major
public health concern due to their ability to cooperate be-
tween single and multiple species resisting to various forms
of treatments (e.g., antibiotics). One form of protection is
through biofilms, where the bacteria produce a protective
medium known as the Extracellular Polymeric Substances
(EPS). Researchers are pursuing new multi-disciplinary ap-
proaches to treating and kerb the evolving process of these
infections through the biofilms, to lower the humans’ an-
tibiotic dependence that can result in the so-called “super-
bugs”. Although various solutions have been proposed to
break biofilms, they are based on applying drugs or us-
ing nanoparticles. In this paper, we propose an alternative
approach, where bacteria will cooperate and surround the
biofilms to consume the nutrients. By hijacking the nutri-
ents in the environment and blocking the flow from reaching
the biofilms, this will lead to starvation, forcing them to
break their structure. Preliminary simulations show that a
small action radius of quorum sensing molecules is needed
to maximise bacteria attraction to a particular location and
create the protective wall. Therefore, this formation is ca-
pable of speeds up biofilm dispersal process by two hours.
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•Applied computing → Systems biology; Telecommu-
nications; Computational biology; Systems biology;

Keywords
Biofilm; Synthetically engineered bacteria; Molecular com-
munication.
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1. INTRODUCTION
Bacterial infections are prevalent today and the continued

resistance to various types of drugs has led them to emerge as
super bugs [19]. The continued and evolved strength against
antibiotics is due to their functionalities, which include their
ability to interact, signal and communicate, move towards
areas of favourable conditions, forming protective structures,
as well mutation process that occurs in their DNAs [8, 26].
In this paper, we will focus on one particular functionality of
bacteria that protects and enables them to evolve and resist
to antibiotic treatment, and this is known as biofilms.

Biofilms are communities of bacteria that come together,
attach to a surface and form a protective medium [8]. The
formation of a biofilm begins when bacteria communicate
with each other and receive signals from the environment
triggering regulatory networks [8] to promote their attach-
ment to a surface with favourable conditions (e.g., sufficient
amount of nutrients). After performing the attachment, the
signalling process will promote cell division to populate the
surface, and production of a protective medium known as the
Extracellular Polymeric Substances (EPS) [8]. After creat-
ing the EPS, bacteria within this protective medium perform
complex communication processes to maintain the biofilm
(e.g., division of labor) [10]. Protected by the EPS, the
biofilm is hard to penetrate, leading the bacteria to evolve
and survive in harsh environments.

Numerous chemical treatments have been developed to
treat biofilms [26]. Those treatments will usually lead to
dispersal of biofilms [4, 26]. Another solutions includes jam-
ming the communication process between the bacteria to
prevent them to signal in order to create EPS [11]. Also,
probiotic bacteria have been used to treat certain biofilm-
related diseases. For example, patients with bowel inflam-
mation and oral mucositis have been subjected to bacteria-
based treatments [13, 15]. In this paper, we propose an alter-
native mechanism that will disperse biofilms using molecular
communication to induce a nutrient competition among dif-
ferent bacterial species. Molecular communication is a new
paradigm where the communication system is constructed to
represent the signalling process among cells [2, 6]. This new
area of research also extends towards developing artificial
communication systems [1, 3, 6].

The contributions of this paper include:
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DISASSEMBLE BIOFILMS
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Figure 1: A bacterial wall is formed around the
biofilm inducing a competition for available nutri-
ents. Free-moving bacteria are attracted to the wall
if their distance from the bacterial wall were smaller
than the action radius of quorum sensing molecules.

• Design of biocompatible technique to disperse
biofilms: The process concentrates on the natural sig-
nalling process between bacteria to induce competing
behaviour. The bacteria swim towards an established
biofilm, surrounds it and consume nutrients within the
environment leading to biofilm starvation (the implicit
objective is to trigger social competition within the
biofilm that will lead to conflicts and breakage of the
biofilm).

• Simulation evaluation: Simulation scenarios are pro-
posed to show the effectiveness of breaking the biofilm
through a population of bacteria that surrounds and
intercepts the nutrients flowing towards the biofilm.

This paper is organised as follows. In Section 2, the
biofilm dispersal process is characterized. The proposed sys-
tem is formally characterized in Section 3. Section 4 presents
the analysis and simulation of the bacterial competition that
will lead to the breakage of the biofilm. Lastly, Section 5
presents the conclusion.

2. BIOFILM AND BREAKDOWN
APPROACHES

Within the human body, biofilms can be formed between
the edges of tissues that contain implantable devices [7]. Af-
ter the biofilms are matured, the EPS protects the bacteria
from physical attacks and drug treatments such as antibi-
otics. Bacteria inside biofilms constantly monitor the envi-
ronment and induce specific phenotypes as response to any
sensed signal [9]. As a response to harsh environments, the
dispersal mechanism is activated. This mechanism, com-
monly used to assure community survival, can also be used
to reach other surfaces and spread the biofilm further [19].
In certain cases, these dispersed cells (biofilm flocks or free-
moving bacteria) are as harmful as the biofilm itself. For
example, in air pipes, biofilm flocks can be carried by the
air which can affect people who inhale them [7]. At the same
time, biofilms in water pipes must be constantly monitored
because they develop a high resistance to chlorine used to
treat the water, resulting in high levels of contamination [7].

The current pharmaceutical products are capable of treat-
ing biofilms at the early formation stages [26]. However,
drugs do not have the same efficiency to kill bacteria inside
mature biofilms and, even worse, can promote the develop-
ment of drug resistance genes. China have recently reported

the emergence of “superbugs” that are resistant to all known
antibiotics [14]. Therefore, numerous research efforts have
been put into mechanisms of dispersing biofilms as a pre-
ventive measure for the superbugs [4, 16].

Current techniques to induce biofilm dispersal applies quo-
rum sensing molecules and the use of nano particles. Re-
searchers have investigated how disrupting quorum sensing
could be used to disperse biofilms and have applied this
technique towards the development of new antibiotics [4,
12]. Others are studying how to use nanoparticles as antimi-
crobials, as they can be lethal to free-moving bacteria [5].
Nanoparticles, as silver ions, can penetrate into biofilms and
bond to EPS molecules disrupting it [25]. Although these
novel approaches can break biofilms, they require an appli-
cation of drugs or foreign materials which is not suitable
for application in humans since they can result in harmful
side effects. For example, nanoparticles need to be precisely
injected close to the biofilm, and must not accumulate in
specific areas of the tissue due to their high toxicity [21].

An alternative approach is proposed in this paper (see Fig-
ure 1). The basic idea is introduce a harsh environment by
reducing the amount of available nutrients in order to affect
the biofilm’s capacity of maintaining the structure. The ob-
jective is to utilise bio-compatible mechanism of competing
free-moving bacteria to hijack the nutrients. This will pre-
vent the flow of nutrients into the biofilm and disrupt their
upkeep leading to the breakage. The paper will present nu-
merical evaluations to demonstrate how the blockage of con-
sumed nutrients by free-moving bacteria can induce biofilm
dispersal.

3. SYSTEM MODEL
We propose in this paper an induced ecological compe-

tition among engineered free-moving bacteria and biofilms.
The competition analysis consist of two steps, which are
illustrated in Figure 2. The first step consists of sensing
biofilm within the environment. Engineered free-moving
bacteria will detect a concentration level of QS molecules
emitted by the biofilm, and terminate their movement once
these levels indicate their proximity to the biofilm in order
to form the protective wall. The free-moving bacteria will
emit more QS molecules to attract other bacteria within the
vicinity to increase the size as well as strengthen the wall.
The biased movement results from the activation of their
regulatory network once they sense a minimum level of QS
molecules [18].

The second step is the nutrient consumption phase by the
free-moving bacteria that results in the wall’s growth. Due
to the number of bacteria within the wall, after a certain
period the nutrient consumption rate will be greater than
the nutrient renewal process. Therefore, higher efficient nu-
trient consumption results in increased efficiency to disperse
biofilms.

To analyse this process, we model the attraction of free-
moving bacteria towards the biofilm to create the wall as
a single event (see Subsection 3.1). In Subsection 3.2 we
present the growth rate and nutrient consumption rate mod-
els for both biofilms and free-moving bacteria.

3.1 Attraction Model
To evaluate the attraction process of the free-moving bac-

teria to the wall we need to obtain the concentration levels
of quorum sensing molecules (Ac) that are produced by the
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Figure 2: Flow diagram of proposed system. Free-
moving bacteria are attracted to the wall and unbal-
ancing the nutrient competition towards them and
inducing biofilm to disperse.

wall. These levels can be evaluated as [20, 23]

Ac =
D2Nbacrvβ

(1 +D)(1 +D +DNbacrv)(α+ β)
, (1)

where D is the diffusion coefficient, Nbac is the number of
bacteria, rv is the ratio of cell volume and the volume ex-
ternal to the cell, and α and β are the transcription rates.
These molecules will be diffused into the environment and
will decay exponentially with the distance from the origin,

AD = Ac exp
(
−
√

(x− x0)2 + (y − y0)2
)
, (2)

where AD is the autoinducer concentration at position (x, y)
and (x0, y0) are the biofilm coordinates.

Considering the Ac as the maximum QS level, it is possible
to specify the maximum action radius of the protective wall
[9]. The action radius is the maximum distance that a bac-
terium can be with respect to the protective wall, in order
for the attraction process to occur. This can be represented
as follows

RQS = 3

√
3cAwDdt

4πDdAc − cAw
, (3)

where RQS is the maximum action radius; d is the maxi-
mum distance achieved by the diffused molecules; cAw is the
transcription basal level for AHL produced by free-moving
bacteria at the wall and t is the diffusion time.

3.2 Growth Rate and Nutrient Consumption
Rate Models

Mathematical models were used to study the effect of free-
moving bacteria consumption of nutrients and its effect on
the biofilm growth. For the free-moving bacteria, the nutri-
ent consumption and biomass growth rate are represented
by (4) and (5) [22]:

d[Sbac]

dt
= −U1

(
µ1

[Sbac]

[Sbac] +KS1

)
[N1] (4)

d[N1]

dt
=

(
µ1

[Sbac]

[Sbac] +KS1
−m1

)
[N1] (5)

where [Sbac] is the nutrient consumption by the bacteria;
[N1] is the bacterial concentration; µ1 is the maximum growth

rate; KS1 is the half-saturation constant for free-moving bac-
teria; m1 is the maintenance rate of bacteria cells and U1 is
an utility parameter.

For the biofilms, other parameters are used to represent
the growth and nutrient consumption. Quorum sensing sys-
tem and EPS production have important roles in biofilm
growth, and is highly related to the nutrient consumption
rate. For the quorum sensing process, we considered the N-
acyl-L-homoserine lactone (AHL) molecules and the LuxR
receptors, and their rates are described by (6)-(9) [17]

d[A]

dt
= cA +

kA[C]

KA + [C]
− k0[A]− k1[R][A] + k2[RA] (6)

d[R]

dt
= cR +

kR[C]

KR + [C]
− k3[A]− k1[R][A] + k2[RA] (7)

d[RA]

dt
= k1[R][A]− k2[RA]− 2k4[RA]2 + 2k5[C] (8)

d[C]

dt
= k4[RA]2 + k5[C] (9)

where [A], [R], [RA], [C] are the AHL, LuxR, LuxR – AHL
complex and dimerized complex concentration, respectively.
The EPS production that results from the quorum sensing
process is represented as [24]

d[EPS]

dt
= kEPS

[C]

[C] +KC
. (10)

The rate expression for the biofilm growth N2, consider-
ing that bacteria has a limited growth and fixed maintenance
rate (this is related to the nutrient consumption when bac-
teria is neither growing nor dividing) is represented as

d[N2]

dt
=

(
µ2

[Sbio]

[Sbio] +KS2
−m2

)
[N2]. (11)

The nutrient consumption rate [Sbio] function which is the
weighted sum of all rate functions of this process [22, 24] is
represented as follows

d[Sbio]

dt
= −U2

(
µ2

[Sbio]

KS2 + [Sbio]

)
N2 − UAHL

d[A]

dt
−

− ULuxR
d[R]

dt
− UEPS

d[EPS]

dt
, (12)

where cA and cR are the transcription basal levels for AHL
and LuxR, respectively; kA and kR are the transcription
rates; KA and KR are the degradation rates; µ2 are the
maximum specific growth rate for the free-moving as well
as bacteria inside the biofilm; k0, k1, k2, k3, k4, k5 are the
translation rates; KS2 is the half-saturation constant for the
biofilm; m2 is the maintenance rate; kEPS is the maximum
EPS production rate; KC is the dimerized complex degra-
dation rate and U2, UAHL, ULuxR, UEPS are the utility
parameters.

Considering that free-moving bacteria and biofilms are co-
existing and competing for the same nutrients [S], (5), (11)
and (12) are modified as follows,
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Figure 3: Numerical results of free-moving bacteria
nutrient consumption and growth rate when isolated
([Sbac] and [N1], respectively) and co-existing with
the biofilm ([S] and [N1], respectively).

d[N1]

dt
=

(
µ1

[S]

[S] +KS1
−m1

)
[N1] (13)

d[N2]

dt
=

(
µ2

[S]

[S] +KS2
−m2

)
[N2] (14)

d[S]

dt
= −U1

(
µ1

[S]

KS1 + [S]

)
[N1]−

− U2

(
µ2

[S]

KS2 + [S]

)
N2 − UAHL

d[A]

dt
−

− ULuxR
d[R]

dt
− UEPS

d[EPS]

dt
. (15)

The growth rate of free-moving bacteria attracted to the
wall [Ne] is

d[Ne]

dt
= µw[Ne], (16)

where µw is the rate of free-moving bacteria that is attracted
to the wall per hour.

Therefore, both (5) and (15) will be modified to consider
(16), and is represented as follows

d[N1]

dt
=

(
µ1

[S]

[S] +KS1
−m1

)
([N1][Ne]) (17)

d[S]

dt
= −U1

(
µ1

[S]

KS1 + [S]

)
([N1][Ne])−

− U2

(
µ2

[S]

KS2 + [S]

)
N2 − UAHL

d[A]

dt
−

− ULuxR
d[R]

dt
− UEPS

d[EPS]

dt
. (18)
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Figure 4: Numerical results of biofilm nutrient con-
sumption and growth rate when isolated ([Sbio] and
[N2], respectively) and co-existing with free-moving
bacteria ([S] and [N2], respectively).

4. BIOFILM DISPERSAL
In this section, we present the analysis of the biofilm’s

breakdown mechanism due to the starvation process. All
equations shown in Section 3 are solved using the parame-
ters presented in Table 1. The nutrient consumption rate,
biofilm and free-moving bacteria growth rate are required to
understand the biofilm’s breaking process.

4.1 Numerical Results
We analysed the bacterial growth and nutrient consump-

tion rates for the free-moving bacteria and biofilm when they
are isolated as well as mixed (forming the wall) in the same
environment using (4)–(15). The population of the free-
moving bacteria, when isolated, will grow and consume the
nutrients as shown in Figure 3. After growing for 7.4 hours,
those free-moving bacteria will die due to insufficient nutri-
ents. Figure 3 also shows that they have the same behaviour
when they co-exists with the biofilm.

Figure 4 presents the biofilm growth rate over time. Nu-
trient concentration decays non-linearly over time towards
zero producing a fast decaying process for the biofilm af-
ter 33 hours when isolated. However, when co-existing with
free-moving bacteria, the biofilm decays with a higher rate
than when isolated. Its take 10 hours to deplete the nutri-
ents and start the decaying process. From Figures 3 and
4 we can observe that the decay rate of the biofilm is in-
creased by the competition with the free-moving bacteria.
Therefore, in order to quickly disperse the biofilm, it is nec-
essary that most of the free-moving bacteria are attracted
to the wall within 7.4 hours (this is of course with respect
to the quantity of nutrients we have considered).

4.2 Simulation Results
Since our objective is to attract most of the free-moving

bacteria from the environment towards the biofilm location,
we simulated a scenario to determine the quantity of bacte-
ria that will successfully arrive at that location within 7.4
hours. We placed one biofilm at a random position in a
closed area (1000×1000µm), with 1000 free-moving bacteria
swimming in the area. On average, 53% of free-moving
bacteria were attracted to the wall. We observed the
attraction probability over time (five time steps from 1 to 5
hours) to evaluate the rate of free-moving bacteria that will
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Figure 5: Comparison between free-moving bacteria
and biofilm growth rate when co-existing ([N1] and
[N2], respectively) within the same environment, and
with the presence of the bacterial wall ([N1] and [N2],
respectively).

Figure 6: Simulation results for 5 different action
radius lengths and three free-moving bacteria num-
bers (500, 1000, 1500).

continuously enter into the wall. Once the attraction prob-
ability of the five time steps are calculated, we used linear
regression to obtain the rate of bacteria attraction to the
wall µw = 0.11, and this was used to evaluate (16) – (18).
The results of integrating the rate of bacteria attraction is
illustrated in Figure 5. As we can see from the figure, with
continuous addition of free-moving bacteria to the wall, the
biofilm started to decay in 5.4 hours making the natural
competition process for the nutrients more efficient.

Figure 6 evaluates the attraction probability when the ac-
tion radius is varied as well as the number of free-moving
bacteria. Once again the biofilm was placed in a random
position in a closed area of size 1000× 1000µm. The RQS is
varied between 1 and 20 µm and the number of free-moving
bacteria is varied between 500, 1000 and 1500. The total
simulation period is set at 1 hour. As shown in Figure 6,
the attraction of free-moving bacteria increases accordingly
to that action radius for all considered bacteria number. For
1000 and 1500, the system achieved its maximum attraction
at RQS = 15µm. However, the same does not occur for a few
number of bacteria (e.g. 500) in which case a wider action
radius is needed.

5. CONCLUSION
Over the years, researchers have been developing new so-

lutions that can treat biofilms. The formation of the biofilm
results from the bacteria’s cooperative behaviour, and once

Table 1: Parameters used to evaluate Eq. (1)-(18)
Variable Value Unit

cA 2.7× 10−2 nM
cAw 2.7× 10−2 nM
cR 2.7× 10−2 nM
kA 2× 10−3 d−1

kR 2× 10−3 d−1

k0 1× 10−2 d−1

k1 0.1 d−1

k2 0.1 d−1

k3 1× 10−2 d−1

k4 0.1 d−1

k5 0.1 d−1

kEPS 1 d−1

KA 2× 10−3 gm−3

KR 2× 10−3 gm−3

KC 1 gm−3

KS 1 gm−3

µmax 1× 10−4 gm−3

m 1× 10−4 gm−3

UX 0.6 –
UAHL 2× 10−2 –
UEPS 2× 10−2 –
γ 0.23 –
r 1.35 h−1

Nbac from 1000 to 10000 –
a 0.004 gm−3

mB 0.25 gm−3

D from 100 to 1000 m2d−1

α 6.93 nM/(gm−3d−1)
β 2.93 nM/(gm−3d−1)

they are formed will create a protective shield that makes
them hard to kill. This can lead to infections within the hu-
man body as well as contamination within the environment
(e.g., biofilms formed in water). Although solutions have
been proposed to break and disperse the biofilms, they are
based on using nanoparticles or drugs. This paper proposes
the use of engineered free-moving bacteria that will coop-
erate and surround biofilms to hijack the nutrients within
the environment. The consumption of the nutrients by free-
moving bacteria will lead to minimum nutrients flowing into
the biofilm leading to its breakdown. Our numerical analysis
has shown how a certain quantity of bacteria that consume
the nutrients can grow and populate, and at the same time
the starvation of the biofilm can lead to negative growth.
Our simulation have also shown that through the coopera-
tive communication of autoinducers by the free-moving bac-
teria, this can lead to an attraction process that draws in a
certain quantity of the microbes towards the biolfim. The
proposed approach has shown the promise of using synthetic
biology to engineer bacteria that can be used to breakdown
and disperse biofilms.
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[8] C. de la Fuente-Núñez, F. Reffuveille, L. Fernández,
and R. E. Hancock. Bacterial biofilm development as a
multicellular adaptation: antibiotic resistance and new
therapeutic strategies. Current Opinion in
Microbiology, 16(5):580–589, 2013.

[9] S. J. Hagen. Swimming in Information? Physical
Limits to Learning by Quorum Sensing. In S. J.
Hagen, editor, The Physical Basis of Bacterial
Quorum Communication, Biological and Medical
Physics, Biomedical Engineering, chapter 7, pages
123–144. Springer New York, New York, NY, 2015.

[10] M. Hasan, E. Hossain, S. Balasubramaniam, and
Y. Koucheryavy. Social behavior in bacterial
nanonetworks: Challenges and opportunities. IEEE
Network, 29(1):26–34, Jan 2015.

[11] M. Kalia, V. K. Yadav, P. K. Singh, D. Sharma,
H. Pandey, S. S. Narvi, and V. Agarwal. Effect of
Cinnamon Oil on Quorum Sensing-Controlled
Virulence Factors and Biofilm Formation in
Pseudomonas aeruginosa. PLOS ONE,
10(8):e0135495, Aug 2015.

[12] A. Kubacka, M. S. Diez, D. Rojo, R. Bargiela,
S. Ciordia, I. Zapico, J. P. Albar, C. Barbas, V. a. P.
Martins dos Santos, M. Fernández-Garćıa, and
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Abstract—Studies have recently shown that the bacteria
survivability within biofilms is responsible for the emer-
gence of superbugs. The combat of bacterial infections,
without enhancing its resistance to antibiotics, includes the
use of nanoparticles to quench the quorum sensing of these
biofilm-forming bacteria. Several sequential and parallel
multi-stage communication processes are involved in the
formation of biofilms. In this paper, we use proteomic data
from a wet lab experiment to identify the communication
channels that are vital to these processes. We also identified
the main proteins from each channel and propose the
use of jamming signals from synthetically engineered
bacteria to suppress the production of those proteins. This
biocompatible technique is based on synthetic biology and
enables the inhibition of biofilm formation. We analyse
the communications performance of the jamming process,
by evaluating the path loss for a number of conditions
that include different engineered bacterial population sizes,
distances between the populations and molecular signal
power. Our results show that sufficient molecular pulse-
based jamming signals are able to prevent the biofilm for-
mation by creating lossy communications channels (almost
-3 dB for certain scenarios). From these results, we define
the main design parameters to develop a fully operational
bacteria-based jamming system.

Index Terms—Communications systems, Jamming, Syn-
thetic logic circuits, Biofilm suppression

I. INTRODUCTION

IN recent years, the field of molecular communica-
tions has received considerable interests [1]–[3]. Its

objective is to develop communications systems that are

Daniel P. Martins, Michael T. Barros, William Donnelly and are
with the Telecommunication Software & Systems Group (TSSG),
Waterford Institute of Technology (WIT), Ireland. E-mail: dp-
martins@tssg.org, mbarros@tssg.org, wdonnelly@tssg.org.

Kantinan Leetanasaksakul and Arinthip Thamchaipenet are with
the Department of Genetics, Kasetsart University, Thailand. Email:
kantinan.le@ku.th, arinthip.t@ku.ac.th.

Sasitharan Balasubramaniam is with the Telecommunication Soft-
ware & Systems Group (TSSG), Waterford Institute of Technology
(WIT), Ireland and with the Department of Electronic and Commu-
nication Engineering, Tampere University of Technology, Finland.
Email: sasi.bala@tut.fi.

constructed from molecular biological components and
systems found in nature [1], [3], [4]. One approach that
has been proposed uses bacteria to perform molecular
communications as carriers, transmitters or receivers.
This includes the application of their motility behaviour
to deliver DNA-encoded information [5]–[7], or engi-
neering their diffusion-based signalling process between
the cells [5], [7], [8]. For this case, the use of the bacteria
signalling system (a.k.a quorum sensing – QS) allow
communications engineers to synthetically coordinate
the emission of molecules, whereby in a natural setting
allow bacteria to perform certain functions, such as the
formation of biofilms [9]. The coordination created by
the QS signalling initiates a cascaded communications
process within bacteria that lead to these behaviours.

Biofilms can lead to numerous resistant infections
within the human body as well as environmental con-
tamination. This is largely due to the protective surface
that encapsulates the bacteria to allow them to survive
through varying environmental conditions [10]. A recent
concern has been raised about the role that biofilms
have in protecting the bacteria from antibiotics. This
protective mechanism has led to the emergence of the
superbug, which are bacteria that have resistance to all
current types of antibiotics [11]. Besides health issues,
biofilms are also known to impact the environment,
where they have led to contamination of fruits, veg-
etables and drinking water distribution systems [12],
[13]. The formation of biofilms is triggered by a multi-
stage communications process. Initially, bacteria will
search for a suitable and favourable environment to
form biofilms [14] (see Figure 1a). Once this location
is found, bacteria will form a biofilm infrastructure that
surrounds them and start to perform complex internal
communication processes that help to maintain the whole
infrastructure. This infrastructure is known as the Extra-
cellular Polymeric Substances (EPS) matrix [15]. Nu-
merous efforts have been dedicated for the dysregulation
of bacteria resistance mechanisms [16], [17] and for the
eradication of biofilms, including the use of chemical
agents or synthetically engineered mechanisms [18]–
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Fig. 1. A general illustration of the biofilm formation process in two different scenarios. (a) The biofilm bacteria within the transmitter
node TN will produce different molecular protein signals to induce the receiver bacterial population to form the biofilm. (b) The case where
engineered jamming bacteria node JN produces molecular protein signals that will interfere with the multi-stage communication process
between TN and RN biofilm bacteria, inhibiting the biofilm formation.

[20]. In this paper, we will investigate an approach for
preventing biofilm to form, based on interfering with its
multi-stage and parallel communication processes.

We propose the use of synthetically engineered bac-
teria to transmit diffusion-based jamming signals to a
group of bacteria that are aiming to produce a biofilm.
The proposed model is based on jamming systems used
in conventional wireless networks. This analogy map-
ping is illustrated in Figure 1b, where the engineered
bacteria within the jamming node (JN), through the QS
process, will emit concentrations of proteins to disrupt
the communication process of the biofilm forming bac-
teria (contained within the transmitter node TN and
receiver node RN). We focus on how the interaction
and communications process between two bacterial
populations, will prevent the formation of the biofilm.
The objective of the molecular pulse based jamming
signal is to degrade the performance (obtaining a high
path loss) of the TN and RN bacteria communications
link.

The modelling of molecular communications interfer-
ence process has been proposed before [21]. However,
there is no application of using natural bacteria signalling
for disrupting molecular communications systems, and
in particular for a biotechnology application, such as
bacterial biofilm suppression. Our pulse based jamming
model includes emulated digital toggle switches for the
RN bacterial population, that change between states
depending on a specific induction signal. For our model,
we consider that the molecular pulse-based jamming
signal will induce the production of proteins that
inhibit the biofilm formation. We identified a number
of channels used in the communication process for the

biofilm formation and modelled each one as toggle
switches [22]–[27]. The aim is to force the induction of
suppressor molecules as the molecular pulse-based jam-
ming signal that will prevent the formation of bacterial
biofilms. We integrate the use of synthetic biology and
molecular communications to develop this biocompatible
solution. The main contributions of this paper are:
• Identification of weak points within the biofilm

formation multi-stage communications to inter-
fere using a molecular pulse-based jamming sig-
nal. We identify three main internal communica-
tion channels and their corresponding signalling
proteins. For this paper, we used raw mass spec-
trometry proteomics data collected from wet lab
experiments.

• Design of a pulse-based jamming model to in-
terfere an end-to-end bacteria-based molecular
communications systems. We use a bacterial popu-
lation to emit quorum sensing molecules to disrupt
and lower biofilm-related protein production. The
path loss metric is used to determine the perfor-
mance of the proposed model.

• Actuation on a bacteria natural behaviour using
synthetic biology and molecular communica-
tions. The effectiveness of the proposed interfering
system is dependent on the number of jamming
molecules that reach the bacterial population and
disrupt its intracellular signalling system. We emu-
late the internal bacterial process of activation (or
deactivation) of the molecules to create the biofilm
as toggle switches. The switching mechanism is
then controlled by the molecular communications
of proteins emitted by the engineered jamming
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Fig. 2. Wet-lab demonstration of the S. aureus biofilm formation in
a 96-well microtiter plate. The top row shows the isolated bacteria,
leading to the biofilm formation. The bottom row shows the S. aureus
after being treated with supernatant of Streptomyces sp. GKU 223,
preventing the biofilm formation. Both cultures were cultivated in the
96-well microtiter plate at 37◦C for 16 and 24 hours. The biofilm
mass was stained using crystal violet. This result shows that the
biofilm formation can be prevented based on applying supernatant,
which in turn suppresses certain communication channels.

bacteria.
The rest of the paper is organised as follows. In Sec-

tion II, we describe the Staphyloccocus aureus biofilm
formation as a communications system and how it can
be engineered to promote and suppress biofilm-related
proteins. In Section III we present the physical model
of the bacteria-based molecular communications system
and the pulse-based jamming system. The analysis of
different interfering scenarios for the proposed commu-
nications system is presented in Section IV. Lastly, in
Section V we present our conclusions.

II. BACKGROUND ON COMMUNICATIONS PROCESS

FOR BIOFILM FORMATION

In order to determine the multi-stage communication
process of biofilms, as well as deducing the types of
proteins used in the signalling, wet lab experimental
work was conducted. In the experiments, Staphylococ-
cus aureus (we will refer to this as S. aureus for
the remainder of the paper) was used as a biofilm-
producer. Proteomic data were collected and compared
between the stages during the full formation, and the
case when a chemical agent is applied to prevent
the formation. The proteomic data was deposited to
jPOST (http://repository.jpostdb.org/, ID: JPST000480
and PXD010815). This chemical agent can be produced
by a separate species known as a marine Streptomyces sp.
GKU 223 [29]. Figure 2 demonstrates this comparison,
where we can observe the difference in the biofilm mass
after 16 and 24 hours when S. aureus was grown on
its own (leading to biofilm formation) versus the case
when biofilm was inhibited when in contact with the
active chemicals produced by Streptomyces sp. GKU

223. Figure 3 shows the protein expression level of
capsular biosynthesis, cellular stress, virulence, cell via-
bility, and biofilm formation of S. aureus. The obtained
data (see Figure 3) showed three different sets of proteins
(i.e., internal communications channels) that directly
facilitated the multi-stage communication process for the
biofilm formation. The internal communication channels
are comprised of cellular defence channel, cellular stress
response channel, and energy supply channel. For each
of these channels, the proteins are triggered during
different stages of the biofilm construction, as shown in
Figure 4. Therefore, the objective of this paper is to piece
out the relevant proteins for each of the channels and to
disrupt their production through the jamming process.
Detailed description for each of the channels will be
presented in this section, as well as a description of
the emulated toggle switch that controls the intra-cellular
signalling for the protein production.

A. Cellular Defence Channel

Bacteria constantly monitor and respond accordingly
to environmental changes. They coat their membranes
using Capsular Polysaccharides (CPS) as a defence
mechanism to these changes [22]. Each bacterial species
can synthesize a number of different CPS serotypes. For
example, S. aureus can synthesize up to thirteen different
serotypes, which provide a better defence mechanism
when compared to other bacterial strains [22]. Figure
5 presents the communications system involved in the
CPS synthesis for S. aureus. The CPS starts to be
produced when the bacteria sense specific environmental
cues, including the culture medium’s pH, iron limitation
and CO2 availability [10], [23]. These environmental
signals trigger the expression of CapM, which induces
the cascade production of other capsular polysaccha-
rides (CapL, Cap5I/Cap8H, Cap A/B and Cap5J/Cap8I).
Therefore, targeting the suppression of CapM will affect
the entire defence channel and prevent biofilm formation
[24].

B. Cellular Stress Channel

In response to cellular stress, bacteria can produce a
matrix of Extra Polymeric Substances that protects them
from physical attacks [25]. One of main components of
the matrix is the Polysaccharide Intercellular Adhesin
(PIA) [25]. In S. aureus, the Agr quorum sensing system
induces the production of PIA mediated by Staphylococ-
cus acessory regulator A (SarA) and ica pathway. The
activation of the global regulator SarA also induces the
production of other Microbial Surface Components Rec-
ognizing Adhesive Matrix Molecules (MSCRAMMs) like
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Fig. 3. A highlight of the most significant 19 proteins extracted from more than 1500 different types that were detected in the two experiment
cases (S. aureus on its own and S. aureus mixed with the supernatant of Streptomyces sp. GKU 223). These concentration levels are important
for characterising the three bacterial internal communication channels that are essential towards biofilm formation and maintenance: defence,
energy supply and cell stress response.

Fig. 4. Temporal illustration of the key proteins produced for
the cellular defence, cellular stress response, and energy supply
communication channel produced by the bacteria during the biofilm
formation. Each of the proteins for the three communication channels
is triggered at various stages of the biofilm lifetime.

lytR, FnBPA, FnBPB, sasG and atl (see Figure 6). These
proteins are produced in response to any stress subjected
onto the bacterial surface [25]. High concentration levels
of these proteins within the bacterial cell will result in
stronger adhesion to the substrate, as well as to other
cells. Therefore, low levels of adhesins produced by SarA
suppression can contribute towards the disassembling
of the biofilm matrix structure. This particular protein
molecule will be targeted for the jamming process.

C. Energy Supply Channel

The gene responsible for the respiratory response
(srrA) in S. aureus acts as a global regulator of virulence
factor and also has an important role in biofilm formation
[26]. In environments with low oxygen, srrA is activated
and promotes cellular adaptation for bacterial population
maintenance (see Figure 7). In this case, the energy
supply is provided through fermentation using the ica
pathway and enzymes (nrdD and nrdG) [26]. However,
low levels of srrA can lower the biofilm energy supply
to a minimum level and contributes towards the biofilm

disassembling process [27], which will also be another
targeted protein for our proposed jamming process.

D. Toggle Switches Emulation

A molecular pulse-based jamming signal will trigger
the production of specific suppressors, in order to reduce
the production of the targeted proteins in each channel.
This process can be emulated through the activation of
toggle switches. In order to achieve this, we abstracted
the protein production processes hD1(t), hS1(t) and
hF1(t) (shown in Figure 5-7) as toggle switches that
will trigger a cascade effect for each internal communi-
cation channel. As illustrated in Figure 8, the identified
proteins CapM, SarA, srrA (target points along the
communication process) will be one input for each of
the toggle switches. Complementing these proteins, we
have identified three other proteins that can be used as
the second input to control the toggle switch. Effectively,
these second inputs will lower the levels of the first
inputs. The jamming signal will induce the production
of KdpDE, interfering with CapM production, which
has been suggested to decrease the transcription level
of CPS [24]. In the case of the cellular stress toggle
switch, the jamming signal will induce SarR production,
which is a repressor for SarA production [30], and, for
the energy supply toggle switch, srrA can be repressed
by the induction of pYJY4 protein [27].

We consider a fast and reversible binding process
between the molecular pulse-based jamming signals and
the bacterial receptors. The toggle switches will be
induced by the jamming signal as shown in Figure 8.
Therefore, each switch can be modelled based on the
following Hill functions [31]

dX

dt
=

β

1 +Kα
Y

− γX (1)
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Fig. 5. The sequential stages of protein production, and their corresponding channel, during the cellular defence communications system.
The selected protein highlighted in bold, CapM, is the molecular pulse-based jamming target. The signal wd(t) is the input signal that
triggers the defence channel communication cascade

Fig. 6. The sequential and parallel stages of protein production,
and their corresponding channel, during the cell stress response
communications system (please note that certain channels are results
of protein summations from previous stages). The selected protein
highlighted in bold, SarA, is the molecular pulse-based jamming
target. The signal ws(t) is the input signal that triggers the stress
channel communication cascade.

Fig. 7. The sequential stages of protein production, and their
corresponding channel, during the cell energy production commu-
nications system. The selected protein highlighted in bold, srrA, is
the molecular pulse-based jamming target. The signal we(t) is the
input signal that triggers the energy channel communication cascade

and
dY

dt
=

β

1 +Kα
X

− γY (2)

where X represents the protein levels of CapM, SarA or
srrA, Y represents the protein levels of KdpDE, SarR or
pYJY4, β is the maximum production rate for the selected
inputs; α is the repression constant for the promoters
X and Y , wY and wX are the molecular pulse-based
jamming signals that induce the toggle switches to work,
KX = X/(1+(wX/K)n) and KY = Y/(1+(wY /K)n)
are binding constants, γ is the first-order decay constant
and n is the Hill coefficient.

III. THE PHYSICAL MODEL

The previous section described how biofilm inhibition
can be achieved by suppressing specific proteins, and
how this could be achieved through a toggle switch
model that controls the intracellular signalling pathways
controlling the protein production. Therefore, from a
communication systems perspective, we must develop

Fig. 8. The targeted protein production of CapM, SarA, srrA for
the three internal communication channel, and its control can be
represented as toggle switches. (a) The cellular defence system can
be triggered by an increasing level of CapM and deactivated by
an increasing level of KdpDE. (b) For the cellular stress response
communications, SarA is deactivated by an increased level of SarR.
(c) For the energy system, srrA is deactivated by an increased level
of pYJY4.

a model that will lead to the production of molecular
pulse-based jamming signals that will interfere with the
three internal communications channels, and suppressing
the production of the targeted proteins. Our objective
is to ensure the molecular protein jamming signals will
reach the receiver biofilm bacteria population, bind to
the bacterial membrane surfaces and block the cascade
of sequential protein production events that will result in
the inhibition of biofilm formation.

A general perspective of the proposed molecular com-
munications system is presented in Figure 9. We consider
a finite 2D aqueous environment with two bacterial
populations (to recreate the environment of the wet-lab
experiment). One will act as transmitter and receiver
biofilm bacteria (placed in the transmitter and receiver
nodes), TN and RN respectively and the other will be
the engineered bacteria placed in the jamming node JN.
The transmitter node TN is composed of nt bacteria
which will send a signal to the receiver node RN (with
nr bacteria). The jamming node JN, with nj bacteria,
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Fig. 9. Molecular communications system model to disrupt the
biofilm formation.

will produce signals that influence the toggle switches
of the receiver node RN bacteria in order to disrupt
their internal communications channels (as presented in
Section II). Each bacterium in TN and JN is considered
as an emitting point source and is placed at random
locations within a circle of radius rTN and rJN from
the centre of the receiver node. Both the biofilm forming
signalling molecules, as well as the jamming signalling
molecules, propagates through free diffusion in the aque-
ous medium. We ignore the effects of collision that can
occur among the molecules during the diffusion process.

The biofilm bacteria in the transmitter node are re-
sponsible for producing and diffusing a signal to induce
the behaviour of the bacteria population in the receiver
node to form a biofilm. The signal, denoted by ATN,e(t̂),
is the QS signalling produced by the transmitter biofilm
bacteria population. The jamming signal, AJN,e(t̂), is
the time-related concentration of the proteins capable of
activating the toggle switch for each internal communi-
cations channel of the receiver bacteria. In our model,
both the communication for the biofilm formation and
the molecular pulse-based jamming signal are described
using the following set of differential equations [32]:

dAm(t̂)

dt
= cA +

kACm(t̂)

KA + Cm(t̂)
− k0Am(t̂)

− k1Rm(t̂)Am(t̂) + k2RAm(t̂)

− poutAm(t̂) + pinAm,e(t̂),

(3)

dRm(t̂)

dt
= cR +

kRCm(t̂)

KR + Cm(t̂)
− k3Am(t̂)

− k1Rm(t̂)Am(t̂) + k2RAm(t̂),

(4)

dRAm(t̂)

dt
= k1Rm(t̂)Am(t̂)− k2RAm(t̂)

− 2k4RAm(t̂)
2 + 2k5Cm(t̂),

(5)

dCm(t̂)

dt
= k4RAm(t̂)

2 + k5Cm(t̂), (6)

dAm,e(t̂)

dt
= (poutAm(t̂)− pinAm,e(t̂))

−DAm,e(t̂),
(7)

where Am(t̂), Am,e(t̂), Rm(t̂), RAm(t̂), Cm(t̂) are the
internal and external autoinducer, receptor, complex and
dimerized complex concentrations, respectively; cA and
cR are the transcription basal levels for Am(t̂) and
Rm(t̂), respectively; kA and kR are the transcription
rates; KA and KR are the degradation rates, k0 − k5
are the translation rates; pin and pout are transport rates
inside and outside the bacteria, respectively; t̂ = t − τp
and τp is the production delay; and m = TN is when the
molecular signals are emitted by the transmitter biofilm
bacteria or m = JN if the molecular signals are emitted
by the engineered bacteria.

In absence of the molecular pulse-based jamming
signal, the received signal s(t) can be expressed as

s(t) = ht(t) ∗ (ntATN,e(t̂)) + n(t) (8)

where n(t) is the Additive White Gaussian Noise, t is
the time in hours and ‘∗’ denotes a convolution operation
[33].

After reaching the receivers, the molecular pulse-
based jamming signal will affect the protein production
related to the initial steps of each internal communica-
tions processes. To interfere with the legitimate trans-
mission, all engineered bacteria in the jamming node
JN will diffuse molecules at the same time towards
the receiver biofilm bacteria population. However, there
are cases where parts of the bacterial population in
JN are synchronised, and others are not, compromising
the jamming effectiveness (see Figure 10). We evaluate
this scenario by considering that the bacteria population
in the jamming node JN can have v partitions with
each starting to produce jamming molecules at different
time periods. Therefore, these partitions can suffer from
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Fig. 10. An illustration of the jamming bacterial population partitions
that represent segmented bacterial populations which will diffuse
molecules at different time periods. Since in this example v = 3,
the jamming node JN will have three random τd,v values.

different delays in the system and (8) can be represented
as

sj(t) = ht(t) ∗ (nt[ATN,e(t̂)])

+

w(t)︷ ︸︸ ︷
v∑

i=1

hj(t− τd,v) ∗ (nj,v[AJN,e(t̂)])+n(t),
(9)

where τd is the propagation delay for a signal produced
by the engineered bacteria in the jamming node JN (in
hours), and rJN is the Euclidean distance between the
JN and RN populations.

Bacteria diffuse molecules into the environment when
signalling between each other [9]. These molecules
propagate by Brownian motion and can be represented
through Fick’s law [34]. The received signal will vary
according to time and the distance between the TN-
RN and JN-RN populations. The channel for both the
transmitter biofilm bacteria and the engineered bacteria
can be defined as [35]

ht(t) =
1

1 + e((rTN−vt)/
√
2)

(10)

hj(t− τd,v) =
1

1 + e((rJN−v(t−τd,v))/
√
2)

(11)

where rTN and rJN are the average Euclidean distances
from the centre of the transmitter node TN and jamming
node JN to the centre of the receiver node RN and v is
the velocity of the wave formed by the molecular pulse-
based jamming signal propagation.

To measure the impact of the interference on the
legitimate transmission we evaluate the path loss PL in
this system. Using equations (3)-(10), the path loss mea-
sured at receiver node RN when there are no engineered
bacteria present can be expressed as

TABLE I
PARAMETERS USED FOR THE EVALUATION OF THE EQUATIONS

(3)-(13). THE VALUES WERE OBTAINED FROM [32]. THE VALUES
FOR β , K , n AND α WERE OBTAINED BY FITTING EQUATION (1)
AND (2) TO THE EXPERIMENT RESULTS SHOWED IN FIGURE 3.

Variable Value Unit
cA, cR 2.7× 10−2 nM
kA, kR 2× 10−3 d−1

k0 1× 10−2 d−1

k1, k2, k4, k5 0.1 d−1

k3 1× 10−2 d−1

KA, KR 2× 10−3 gm−3

pin, pout 0.1 d−1

[ATN ]initial 2 nM
[RTN ]initial, [RJN ]initial 0.15 nM
[RATN ]initial, [RAJN ]initial 0 nM
[CTN ]initial, [CJN ]initial 0 nM
[Ae

TN ]initial, [Ae
JN ]initial 0.1 nM

β 80000 nM
σ2
n 1 W
D 4.9 cm2/h
α 1 –
K 10 –
n 2 –

PL =
Pt
Pr

=
nt
T 2

∫ T

t=1

|ATN,e(t̂)|2
|s(t)|2 ,

(12)

where T is the duration of the transmitted signal. When
the engineered bacteria start to produce the molecular
pulse-based jamming signal, the path loss PLJ at the re-
ceiver for this scenario can be evaluated using equations
(3)-(11) and represented as

PLJ =
Ptj
Prj

=
2nt
T 2

∫ T

t=1

(|ATN,e(t̂)|2 + |AJN,e(t̂)|2)
|sj(t)|2

.

(13)

IV. MODEL ANALYSIS

Our interest in this analysis is to obtain the highest at-
tenuation on the legitimate signal by interfering with the
communication process leading to the biofilm formation.
This will result in an ideal jamming performance. Con-
sequently, more proteins will reach the biofilm receiver
bacteria and activate their internal communications chan-
nels. This whole cascade will suppress production of
biofilm-forming proteins. The parameter values used to
evaluate all the equations in this paper are presented in
Table I.
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Fig. 11. The path loss in dB for a variable number of engineered
bacteria at a fixed distance between JN and RN bacterial populations
(rJN = 5µm, 60, 000µm and 80, 000µm). There is also no delay
associated to both the production and transmission for the legitimate
and molecular pulse-based jamming signals, τd = τp = 0.

A. Path Loss Analysis

In this section, we analyse the impact of the molec-
ular pulse-based jamming signals from the engineered
bacteria on the TN channel. We analysed equations (12)-
(13) by varying the number of engineered bacteria in
the jamming node (nj ranging from 1 to 1000), where
each JN bacterium could produce two distinct jamming
signals ([AJN ]initial = 0.2 nM and [AJN ]initial = 1 nM).
We considered that the engineered bacteria population in
the jamming node is composed by one single partition
(v = 1), there is no delay for the production and
propagation for the legitimate and interfering signals
(τd = τp = 0), three different JN-RN distances (5µm,
60.000µm and 80.000µm), both the legitimate and
molecular pulse-based jamming signals were produced
within 16 hours and the noise power was considered as
σ2n = 1.

It can be observed from Figure 11 that the attenuation
increases proportionally with the number of engineered
bacteria. The power of a molecular pulse-based jamming
signal also affect the path loss for this system. A greater
attenuation is produced by the higher power molecular
signal when compared with the lower power. Despite
the variations caused by the power of the molecular
pulse-based jamming signal, the noise does not produce
a strong effect on the path loss and this is due to the low
power level (Pn = 1W ). Figure 11 shows that the path
loss can also vary according to the average distance be-
tween the engineered and biofilm receiver bacteria rJN .
However, small variations in the average distance rJN
do not produce noticeable attenuation values. For this

Fig. 12. The channel attenuation when the production of the molecu-
lar pulse-based jamming signal is delayed. In this case, the interfering
channel has a single propagation delay (for a single partition) and
multiple delays (for multiple partitions). We also consider a variable
number of engineered bacteria at a fixed distance to the receiver node
RN.

particular scenario, within the considered observation
time, most of the protein concentration diffused by the
engineered bacteria is able to reach the biofilm bacteria
receiver. Therefore, they almost do not differ from the
case when rJN = 5µm. From this result, we can see
that both the average distance rJN and the power of
the molecular pulse-based jamming signal are important
parameters to ensure a higher interference requirement
on the bacterial internal communications channels.

Next, we analyse the impact of both the production
and propagation delays in the path loss. We consider an
average JN-RN distance (rJN = 60.000µm) and vary
the number of engineered bacteria during an observation
window of 16 hours. In this case, the propagation delay
τd,v is produced by the diffusive medium for each
partition. Without loss of generality, we considered the
propagation delay τd,v is random and range from 0 to
4 hours. In Figure 12, we can observe the compari-
son between the synchronised transmission scenario and
when the single and multiple partitions are subjected
to random propagation delay values (τd,1 = 3.53 hours,
τd,2 = 3.94 hours, τd,3 = 1.63 hours, τd,4 = 0.20 hours).
For the single and multiple partitions curves presented
in Figure 12 the quorum sensing production is delayed
by τp = 3hours.

The single partition case (τd,1 = 3.53 hours), with a
low molecular pulse-based jamming signal power, results
in a lower path loss, when compared to all other cases.
On the other hand, for a high molecular pulse-based
jamming signal power, the same single partition produces
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Fig. 13. The effect of the propagation delay τd,v on the path loss for
a single partition transmission (τp = 3 hours). We also considered a
fixed number of engineered bacteria (nj = 200) and three different
distances to the receiver node values.

a higher path loss. When subjecting this communication
system to multiple delays, the path loss is similar to
the single partition case, for both low and high power
interfering with molecular signals. The worst path loss
occurs when the system is affected by a synchronised
molecular pulse-based jamming signal. However, is im-
portant to note that is possible to achieve a worse path
loss scenario if using a higher number of engineered bac-
teria (nj ≥ 800) and a high power molecular pulse-based
jamming signal. These results show that the molecular
pulse-based jamming signal power can compensate the
effects of a single or small delays. They also highlight
the importance of using synchronised transmissions to
obtain a higher interference.

For the last analysis of this communication sys-
tem path loss, the following conditions are considered:
three rJN average distances were considered (5µm,
60, 000µm, 80, 000µm) and a single partition composed
by nj = 200 engineered bacteria producing a delayed
low power molecular pulse-based jamming signal (τp =
3 hours) which is subjected to three propagation delays
(τd,1,1 = 2.28 hours, τd,1,2 = 2.50 hours and τd,1,1 =
3.16 hours). Figure 13 shows that when subjected to the
lower propagation delay τd,1,1, more molecular pulse-
based jamming signal is able to reach the receiver. The
opposite effect occurs for the higher propagation delay
value τd,1,3. It also can be seen in Figure 13 that these
results are independent of the distance from the receiver
rJN , despite affecting on the total amount of received
molecular pulse-based jamming signal. For example,
there is a reduction of more than 90% when comparing
the shortest and the longest distances (rJN ) considered

in this analysis.
Figures 11-13 also shows that both the propagation

delay and the average distance between the engineered
bacteria and the biofilm bacteria receiver are important
factors for the design of this communication system.
The highest path loss value is achieved for the case
of synchronised molecular pulse-based jamming signals,
which means that a lower concentration of protein is
able to reach the RN bacterial population and activate
the defence, stress and energy communications channels.
Consequently, to ensure the high interference needed to
suppress the biofilm formation, a shorter rJN distance
and a lower propagation delay, either for single or
multiple sources of interference, are fundamental.

B. Toggle Switch Activation Analysis

In this section, we analyse the toggle switch activation
performance based on the results presented in Section
IV-A. To activate a toggle switch, a certain amount
of molecular pulse-based jamming signal is required to
reach the RN bacterial population and induce the pro-
duction of the biofilm suppression proteins (as described
in Section II, each internal communication channel has
a target protein to be induced). Since the total amount
of received molecular pulse-based jamming signal is
important to trigger the switches, we conducted two
analyses. In all cases, the number of engineered jamming
bacteria and the number of receiver biofilm bacteria are
fixed (nj = 1000 and nr = 1000, respectively).

First, we evaluate the amount of pulse-based jamming
signal molecules that reach the receiver node within 16
hours. In this case, we assume a fixed distance between
the engineered bacteria and the receiver nodes (rJN ),
synchronised transmission, a single partition subjected
to propagation delay τd,1 = 0.33 hours, and multi-
ple partitions subjected to propagation delay τd,1 =
0.33 hours, τd,2 = 3.29 hours, τd,3 = 0.23 hours and
τd,4 = 0.51 hours. As seen in Figure 14, the synchronised
transmission is the most efficient in reaching the toggle
switch threshold (around 8.5hours). However, this result
is not so different when compared with the time taken by
both the single and multiple partitions (around 8.7hours
and 9hours, respectively). We emphasise that the results
shown in Figure 14 are dependent on the propagation
delay values. It is possible that a single partition reaches
the toggle switch threshold later when compared to the
multiple partition. However, this is not very likely to
occur.

The cumulative molecular pulse-based jamming signal
reception for a synchronised and delayed transmission
is plotted against the toggle switch activation threshold.
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Fig. 14. The cumulative molecular pulse-based jamming signal
reception for a synchronised and delayed transmission is plotted
against the toggle switch activation threshold.

Second, we evaluate how fast the received molecular
pulse-based jamming signal induces the production of
biofilm suppressors. In the previous analysis, we identi-
fied that both the production and propagation delays have
an impact on the amount of pulse-based jamming signal
molecules that reach the receiver node. Furthermore, for
both the synchronised and the single partition transmis-
sions, more pulse-based jamming signal molecules were
able to reach the toggle switches activation threshold.
Therefore, to perform this second analysis, using the
same parameter values of Figure 14, we fit the received
protein concentration of the previous analysis as two
quadratic functions (for the single partition as well as for
the multiple partition scenarios) and use it to induce the
toggle switches. The other parameters needed to evaluate
Equations (1) and (2) are obtained from the experimental
data presented in Figure 3, including the starting values
for X and Y (81 nM and 2 nM, respectively). For this
analysis, we define the activation time as the period taken
by the suppressor concentration to become higher than
the biofilm formation protein. Figure 15 shows the theo-
retical curve obtained for the cellular stress communica-
tions channel considering a fixed inducer concentration
and plotted against the synchronised and delayed molec-
ular pulse-based jamming signal transmissions. There is
almost no difference between single and multiple delay
transmission activation time. Therefore, in Figure 15
we are only able to compare the theoretical curve with
the synchronised and delayed transmissions. As seen in
Figure 15 the theoretical activation of the toggle switch
occurs around 1.5 hours and takes more than 6 hours
for the suppressor signal to reach its maximum value

Fig. 15. Toggle switch activation of the cellular stress channel
for three different scenarios. For each scenario, a few parameters
were modified to observe the different toggle switch behaviours. The
parameters used to evaluate these plots are presented in Table I.

(this is the green solid curve). The fastest toggle switch
activation occurs when the molecular pulse-based jam-
ming signal is transmitted without delays. However, the
difference between the synchronised and delayed cases
is small, where the delayed transmission activates 12
minutes later compared to the case of the synchronised
transmission. Additionally, the reducing of the biofilm
formation proteins takes the same amount of time in
all cases observed. This result suggests that despite the
delays can disrupt the communication process related to
the biofilm formation, it is not strong enough to affect
the activation of the toggle switches and, consequently,
it demonstrates the robustness of the proposed molecular
pulse-based jamming system. Please note that we only
analyse the toggle activation for the cellular defence
channel as other two bacterial internal communications
channels, namely energy and defence channels, produced
similar results to the ones shown in Figure 15.

V. CONCLUSION

Biofilms are responsible for a number of chronic in-
fections, and numerous solutions are continuously being
researched to curb their formation. Since this system
involves a multi-stage communication process between
the bacteria, we show that biofilm formation can be
disrupted by applying a molecular pulse-based jamming
signal. Based on wet lab experiments, we were able
to identify three internal communication channels that
lead to the biofilm formation. For each of them, we
identified key proteins that need to be targeted for the
jamming process. We show that the molecular pulse-
based jamming signal degrades the biofilm bacteria
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communication to a level that is sufficient to interfere
with the biofilm-related protein production, represented
by emulated toggle switches. This paper presented an
analysis for a number of parameters that include the
difference in population between the jamming as well
as biofilm-forming bacteria, the distances between these
populations and the power of the molecular pulse-based
jamming signal from the engineered bacteria. We also
analysed the impact caused by the different number of
partitions and their respective production and propaga-
tion delays on the amount of pulse-based jamming signal
molecules arriving at the receiver node RN. Our results
suggest that the average distances between the jamming
and receiver nodes, as well as the delays that the molec-
ular pulse-based jamming signal is subjected to, have a
high impact on the communications process that leads
to the biofilm formation. The obtained results lay the
foundation for key design parameters that are needed
to ensure a fully operational bacteria-based molecular
communications jamming system, and this includes: en-
gineering the JN bacterial population and placing them
at a strategic distance to the biofilm-forming bacteria,
ensuring synchronisation between the jamming signal
transmission and molecular signalling between the TN
and RN bacterial populations, and synchronising the
engineered jamming bacterial population molecular sig-
nal production to ensure that sufficient concentration is
produced without stressing the engineered bacteria.
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Computational Models for Trapping Ebola Virus
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Abstract—The outbreak of Ebola virus in recent years has
resulted in numerous research initiatives to seek new solutions
to contain the virus. A number of approaches that have been
investigated include new vaccines to boost the immune system.
An alternative post-exposure treatment is presented in this
paper. The proposed approach for clearing Ebola virus can
be developed through a microfluidic attenuator, which contains
the engineered bacteria that traps Ebola flowing through the
blood onto its membrane. The paper presents the analysis of
the chemical binding force between the virus and a genetically
engineered bacterium considering the opposing forces acting on
the attachment point, including hydrodynamic tension and drag
force. To test the efficacy of the technique, simulations of bacterial
motility within a confined area to trap the virus were performed.
More than 60% of the displaced virus could be collected within
15 minutes. While the proposed approach currently focuses on
in vitro environments for trapping the virus, the system can be
further developed into the future for treatment whereby blood
can be cycled out of the body into a microfluidic device that
contains the engineered bacteria to trap viruses.

Index Terms—Ebola virus, Genetically engineered bacteria,
Microfluidic viral attenuator.

I. INTRODUCTION

The recent outbreak of Ebola virus has resulted in concerns
by the research community to develop new solutions that
can curb and control their spreading process [1]. While the
majority of Ebola virus outbreaks are currently found in
Africa, their rate of spreading requires immediate attention.
The spreading process of Ebola virus is through the exchange
of fluids between individuals, animals, as well as within the
environment where the virus lies. The poor sanitary conditions
in the developing countries also fuel the spreading process,
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which has detrimental effects on lives and on the socio-
economical stability of the affected regions.

Currently, there are preventive and post-exposure treatments
available [2] [3]. Two vaccines were developed and are still
being tested in Guinea: one developed by Merck Sharp and
Dohme and another by Toyama Chemical [4], [5]. Other
advanced research for solutions to the Ebola virus disease
problem is in the domain of molecular biology and biotechnol-
ogy [6]. Based on this, a number of therapeutic medications
to treat Ebola virus disease has been developed and tested,
and this includes TKM-Ebola, amiodarone, dronedarone, ve-
rapamil and ZMapp [3], [7], [8]. ZMapp is a cocktail of
three monoclonal antibodies produced from Tobacco plants
(Nicotiana benthamiana species) and provides immunity to
the Ebola virus. Successful tests were made on mice and non-
human primates [8], [9]. Also, monoclonal antibodies derived
from a person who survived Ebola virus disease protected
non-human primates when given as late as 5 days after the
infection [10], [11]. Other treatments that have compounds
capable of blocking Ebola virus-like particles from entry into
the cells and a novel peptide vaccine have also been proposed
to increase the range of available treatments [12], [13]. While
the effectiveness of those vaccines in particular for large
scale population is still under investigation, another outbreak
can occur. Therefore, we propose an alternative post-exposure
treatment using synthetic biology to engineer bacteria that can
trap the virus, and utilize this solution through a microfluidic
attenuator.

The field of synthetic biology has received tremendous
attention in recent years, due largely to the potential impact of
delivering new solutions for biotechnology [6], [14]. Synthetic
biology enables genetic circuits to be designed and inserted
into cells in order to create new properties as well as function-
alities. For example the field of molecular communication [15],
[16] aims to construct bio-compatible communication systems
based on programming of cells. Engineered bacteria through
synthetic biology have also been used as therapeutic agents in
the past [17]. For example, HIV-1 infection in CD4+ T cells
and macrophages were inhibited using Lactobacillus jensenii
bacteria [17]. Bacteria have also been used to hunt down and
eradicate human lymphomas [18].

In this paper, we propose synthetically engineered bacteria
(Escherichia coli) that moves and traps Ebola virus in a
sponge-like manner [19]. While our theoretical models and
analysis presented in this paper are based on in vitro envi-
ronments, the proposed approach has the potential to be used
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Fig. 1: Illustration of the proposed approach, where blood containing Ebola is passed
through an external tube with a microfluidic chamber containing genetically engineered
bacteria that are used to trap the Ebola virus, (a) the microfluidic chamber is represented
as an attenuator (b) bacteria moves towards the Ebola virus scattered in the chamber, (c)
bacteria after trapping the virus once they have bind to their surface membrane.

for treatments in the future as illustrated in Figure 1. The
blood contaminated with Ebola virus are transported through a
cyclic external tube that goes through a microfluidic attenuator,
and back into the body again. Within the chamber are the
engineered bacteria that will colide and trap the Ebola through
the protein binding process on the surface membrane, resulting
in the virus attachment. The proposed system can be described
as

C ′(t) = fb(t)C, (1)

where C ′(t) is the Ebola concentration in out-going blood
flow, C is the incoming concentration of Ebola virus in the
blood stream and fb(t) is the attenuation function described
by the bacterial trapping performance.

The process of virus trapping has been investigated previ-
ously. For example, in [19] the red blood cells are used to
trap viruses. The red blood cells are ideal for virus trapping
due to the fact that they lose their DNA when grown in the
bone marrow. Therefore, when the virus infects the red blood
cell, it will have no capability of replicating itself due to
the missing DNA, and hence, leading to a trapping process.
Another example is in [20], where the authors specifically
studied the Phi-6 virus which typically invades Pseudomonas
phaseolica cell. This particular bacterium attaches itself to the
plants by using its hair like structure that extends from their
body. The attachment is achieved when the bacteria contracts
its body enabling the thick hair to grip onto the surface of
the plant. This contracting process will also lead to the virus
being able to infect the bacteria. In order to trap the virus,
the authors engineered the bacteria to have excessive amount
of hair on the surface leading to minimal amount of space to
allow the virus to penetrate through the membrane but enough
to embed and get stuck on the microbes [20].

The most common mechanism for virus binding on the
cell’s surface is through the polyvalent interactions between
the proteins and the cell’s receptors [21]. This process is
similar to what we are proposing in this paper. However,
there are a number of challenges to be addressed. First,
compatible binding process is required between the virus and
the bacterium. The compatible receptors on the bacteria can be

Virus attachment 

Plasmid with 
modified gene 

Virus 

Protein receptors 

Fig. 2: Genetically engineered bacteria will produce proteins on the surface that will
allow the virus to bind.

engineered through synthetic biology as illustrated in Figure
2, where genes that are inserted into the plasmid can lead to
expression of proteins on the surface. Second, Ebola virus has
a long filamentous structure unlike other types of virus, and
usually with a higher molecular weight. Therefore, the binding
process may not cover the entire length of the virus, leading
to parts of the virus hanging from the bacterium after binding.
This means that the binding process must be strong enough
to support the momentum of the hanging virus body, and in
particular when faced with hydrodynamic tension and drag.

The contributions of this paper include:
• Design of Ebola virus microfluidic attenuator system:

a cleaning process is proposed, where the bacteria are
used to collect and trap the Ebola virus. This trapping
process will minimize the virus concentration in blood to
curb them from replicating and spreading.

• Binding force model: Developed a protein binding force
model to trap Ebola virus in free moving bacteria, con-
sidering their swimming and tumbling process, as well as
opposing forces resulting from the hydrodynamic tension
and drag and the weight of the hanging body of the virus.

• Simulation evaluation: Simulations of bacteria motility
process are conducted to evaluate the effectiveness of
trapping an Ebola virus population in a confined area.

The paper is organized as follows. Section II describes the
physical properties of Ebola virus. The engineering of proteins
on the bacteria surface to bind to the virus is presented in
Section III. Section IV describes the binding force models
between the bacteria and the virus. The simulation evaluation
and results are presented and discussed in Section V. Lastly,
Section VI presents the conclusion.

II. BACKGROUND ON EBOLA VIRUS

Ebola virus belongs to the order Mononegavirales and the
Filoviridae family. Upon infection, it can kill up to 50%
of the patients within 6 to 16 days [22]. The virus has a
filamentous shape, with a uniform width of nearly 80 nm
and a length of approximately 970 nm, and its structure is
illustrated in Fig. 3. As illustrated in Fig. 3, virus membrane
consists of GP1,2 (spike glycoprotein) and two other proteins,
VP40 and VP24 (primary and secondary matrix proteins).
GP1,2 is a membrane-spanning protein, and VP40 and VP24
builds the inner matrix [23], [24]. The glycoprotein are 7 nm
in diameter and have a spacing of 10 nm between each
other. The glycoprotein enables the Ebola virus to bind and
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submerge itself into the host cells (process required for viral
internalization) [23].

GP1,2 VP24 VP40

Fig. 3: Structure of an Ebola virus, including the membrane-spanning protein (GP1,2)
and the proteins that build the inner matrix (VP40 and VP24).

There are three infection routes for the Ebola virus: through
mucosal surfaces (mouth, eyes, genitalia), skin abrasions or
through the use of contaminated needles [24]. After the virus
enters the body, it spreads rapidly [24]–[27], and is capable of
overcoming responses from the immune system. The high rate
of virus replication inside the immune system cells hinders the
human body defenses [25]–[27]. Monocytes, macrophages and
dendritic cells are the front door for the Ebola virus infection
and preferred sites of replication [26]. In addition, these cells
are used as vehicles to spread the Ebola virus through the
lymphatic system [24]. Infected monocytes and macrophages
secrete soluble factors to recruit other similar cells inside
the lymph nodes to increase the infection. In latter stages,
hepatocytes and adrenal cortical cells are infected and the
production of coagulation factors is decreased which results
in internal bleeding [28].

III. ENGINEERING PROTEIN BINDING

A. Synthetic Protein Binding Receptors

The main challenge of lowering the concentration of the
Ebola virus using bacteria lies in using synthetic biology to
produce the required proteins on the surface membrane to bind
the virus. In particular, careful understanding of viral entry and
replication mechanisms into the host system is required before
suitable genetic circuits can be developed. Past research have
used dual color synthetic constructs to observe how a single
virus affects the host bacterium and determine the level of
infection [29]. Single-virus tracking methods have also been
developed to observe the mode of interaction between E. coli
and bacteriophage lambda [29]. In our proposed model, it is
possible to construct a synthetic gene that could increase the
expression of Ebola virus protein binding receptors. Facilitat-
ing the binding frequency between the viral proteins and over
expressed membrane receptor proteins would be an advantage
to harvest the target virus. Specifically, reports have suggested
that the cell surface receptor T-cell Immunoglobulin Mucin
domain 1 (TIM-1) of epithelial cells favourably increases
the binding of Ebola virus. A study on over expression of
fluorescent tagged TIM-3 protein in E. coli also confirms that
TIM-like protein can have a functional property which allows
viral protein recognition and binding [30]. Therefore, the TIM-
like protein could be one of the possible targets to be expressed
in E. coli to create engineered bacteria to trap the Ebola virus.
Engineering the synthetic circuit of EnvZ/OmpR/BolA genes
along with the TIM-like protein-coding genes will facilitate the
binding of Ebola virus and simultaneously control the motility
of E.coli during the binding and trapping of Ebola virus (EnvZ

Binding section 
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FB 
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for the

binding area

Z

X

Y

Φ

s

Flagella 

ER EL( )

Ebola virus

E. coli

Fig. 4: Expanded view of the partial deformation on the bacterium’s surface membrane
when the virus binds on its surface.

is the sensor-transmitter kinase that phosphorylates OmpR, a
DNA-binding regulatory protein, under stress conditions) [31],
[32]. Another requirement is the engineering of the bacteria
to prevent the virus entry, and this could be achieved by
considering the use of mutant E.coli as a host that carries
membrane proteins (e.g., Porins) [33], [34].

B. Protein Binding Model

Our model is developed as a function of the binding among
bacterial receptors and the viral glycoproteins. We analyse the
produced binding force, and how it will counter the opposing
forces (due to drag and weight of the virus) that can result in
the attachment breakage. During the binding process, the virus
deforms the bacterium’s surface creating a curved cavity with
a submergence angle φ (in radians) as shown in Fig. 4 [35].
The cavity segment consist of height h and arc length s. The
attachment area BArea between the virus and the bacterium
can be evaluated as:

BArea = s∆EL

= φER∆EL

where ER is the Ebola virus radius and ∆EL is the length
of Ebola virus that attaches to the bacterium. Therefore, the
reaction between the bacterial receptors and virus proteins
within BArea can be represented as [35]:

n[V] + m[B]
Ka−−→←−− [BmVn], (2)

where n is the number of viral proteins that binds to a single
bacterial receptor; m is the number of bacterial receptors that
binds to a single viral protein; [V] and [B] are the concen-
trations of viral proteins and bacterial receptors, respectively;
and Ka is the association binding constant for the reaction.
The initial values for the viral and bacterial proteins ([V0]
and [B0]) are the ratio between the minimum attachment area
and the area occupied by the Ebola glycoprotein and TIM-1,
respectively. Therefore, the fraction of the bacterial receptors
that are bound by the viral proteins can be defined as p [36]:

p =
[BmVn]

[V] + [BmVn]
. (3)

The total binding energy resulting from the complex for-
mation of the Ebola virus glycoprotein and the bacterium
receptors is represented as [37]:
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ETotal = (EBind + (p− 1)TaS0)BArea, (4)

where Ta is the absolute temperature; S0 is the translational
and rotational entropy of binding for this complex. The affinity
binding energy EBind can be evaluated as follows:

EBind = −pkBTa lnKa (5)

where kB is the Boltzmann constant. Based on the EBind, the
binding force FBind for this process is represented as:

FBind = −∂ETotal

∂φ
. (6)

Since each virus will occupy a small area of the bacterium,
the surface area can accommodate a number of Ebola virus.
The limit for the number of virus that can bind to each
bacterium blimit can be represented as:

blimit = bacArea −
∑

i=0

Bi
Area (7)

where bacArea is the bacterium surface area and i = 0, 1, 2, ...
is the number of attached virus.

IV. FORCE MODEL FOR VIRUS DETACHMENT

In general, to achieve the stability of attachment, the binding
force will highly depend on the opposing forces that include
hydrodynamic drag force as well as the tensions exerted on
the Ebola virus. The equilibrium will depend on BArea and
the motion realized by both bodies. After binding, both bodies
can move in a straight line or tumble in a fixed location. For
each movement, different tensions will affect the attachment.
In this section, we discuss the tensions and forces that are
exerted onto the virus during the bacterium’s movement.

A. Hydrodynamic Drag Force

The medium that we consider is the blood, where the Ebola
virus will diffuse through brownian motion. Once the Ebola
virus has attached itself to the bacterium, both are subjected
to the same hydrodynamic force (drag force) as they mobilize.
Since we model the shape of the bacterium as a cylinder, the
FDrag can be expressed as follows [38]:

FDrag = −1

2
ρfv

2ACd, (8)

where ρf is the fluid medium density, v = vb − vf is the
relative velocity between the bacterium (vb) and the fluid (vf ),
A = πB2

R is the bacterium’s cross-section and BR is the
radius. The drag coefficient Cd is expressed as [38]:

Cd =
24

Re
+

6

1 +
√
Re

+ 0.4, (9)

where the Reynolds number (Re) is expressed as [38]:

Re =
Dvρfv

ηf
, (10)

where ηf is the fluid viscosity, and Dv is the width of the
microfluidic chamber.

B. Bacteria Motility

Bacteria have different types of motility, e.g., swarming,
swimming, gliding [39]. For swimming, bacteria utilises their
flagella to swim in a regular or biased motion towards a source
(e.g., nutrients). Bacteria can also move in a coordinated
manner across solid or semi-solid surfaces [39]. This motility
process is known as swarming and it is performed by group
of cells instead of single individuals. This form of motility
also depends on the pili formation that helps the cells to
aggregate into a population [39]. For our model, we consider
that the bacteria will swim and will not be allowed to grow
or attach onto other surfaces, which is based on the swarming
and gliding process. Also our aim is to allow the bacteria the
freedom of random movement to trap the Ebola virus, and this
could be achieved through their swimming process.

The swimming process of the E. coli is based on their
flagella movement. The flagella are tails that stem from the
body of the E. coli. The swimming behavior of the bacteria is
based on a cycle of run and tumble motion, and is governed
by a random walk. During swimming, the flagella will wrap
into a single body, and this will rotate as a propeller allowing
them to swim forward. The bacteria swims in a straight line
for an average period (λRun) that is based on an exponential
distribution [40]. The binding between the bacterium and virus
will occur when they come into contact with each other. After
swimming for a short period, the flagella will unwrap into
individual strands and this will lead to tumbling in a fixed
location. Once again the average tumbling period is based on
an exponential distribution (λTumble) [40]. After the tumbling
process, the bacterium will select a random angle to continue
swimming.

C. Tension Force for Running Motion

The bacterium’s running motion (see Figure 5) produces
tension on the binding area that could break the attachment. In
order to analyse the forces affecting the binding between two
bodies, we use the approach presented in [41]. The description
of each variable is as follows: ∆EL is the length of the Ebola
virus that binds to the bacterium’s surface (we are assuming
here that only a portion of the virus has bound), FM is
the force exerted by the bacterium’s flagella that enables the
movement, Wh is the weight for the hanging section of the
Ebola virus, Wdl is the weight for the bound section of the
Ebola virus, T is the tension exerted on the hanging portion of
the Ebola virus that attempts to peel it from the bacterium due
to resistance, l1 is the distance between the bound mid-section
of the Ebola virus and the bacterium’s centre of mass, l2 is
the distance between the centre of the Ebola virus hanging
section and its bound mid-section, θh is the angle between the
hanging portion of the virus and the bacterium. We consider
both the Ebola virus and bacterium as homogeneous bodies.
Therefore,

Wdl =
me

EL
g∆EL

and
Wh = meg −Wdl ,
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Fig. 5: The binding force representation model between an Ebola virus and the bacterium.
The opposing tension force T is responsible for peeling the virus from the surface of
the bacterium while the other forces act to maintain their attachment stability.

where me is the Ebola virus’ mass and g is the gravitational
constant. In order for the body to move linearly in a particular
direction, the sum of momentum has to be equal to zero.
Therefore,

∑
M = Mdl +Mh +Mg +Md −MT = 0, (11)

where Mdl = WdLl1 is the momentum due to the force
exerted on ∆EL, Mh = Wh(l2+ l1) cos θh is the momentum
due to the force exerted on the hanging section of the Ebola
virus, Mg =

∫∆EL

0
Pn x dx is the momentum due to

the force exerted on the glycoprotein-receptor complexes on
the bacterium (where Pn is the adhesive pressure of all the
glycoproteins and x is the length of the Ebola virus binding
area), Md = FDrag sin θhEL is the momentum due to the
drag force exerted on the edge of the Ebola virus (FDrag

is calculated from Eq. (8)), and MT = TEL sin θh is the
momentum due to the tension exerted on the hanging section
of the Ebola virus. Replacing these terms into Eq. (11) as
well as the relationship of l2 =

(
EL

2 − ∆EL

2

)
, which is the

distance between the weights WdL and Wh, the tension T
can be represented as:

T =

(
Wdll1 +Wh

(
EL

2
− ∆EL

2
+ l1

)
cos θh

+
P∆E2

L

2
+ FDrag sin θhEL

)
(EL sin θh)

−1. (12)

The adhesive pressure of glycoproteins (P ) can be expressed
as the force exerted within the bound area, and can be
represented as follows [41]:

P =

(
Fn +

meg

nG

)
nG∆E2

L

2θhER∆EL
.

where nG is the concentration of glycoproteins required for
the minimum attachment area. Inserting P into Eq. (12) will
result in:

T =

(
Wdll1 +Wh

(
EL

2
− ∆EL

2
+ l1

)
cos θh

+

(
Fn +

meg

nG

)
nG∆EL

2θhER
+ FDrag sin θhEL

)
(EL sin θh)

−1.

(13)

Fig. 6: Illustration of attachment points for angular and flat binding of Ebola virus on the
bacterium as its going through a tumbling process. The positions of the flat and angular
binding are dependent on the clockwise rotation of the bacterium.

.

Fig. 7: The force model of an Ebola virus on the bacterium that is going through a
tumbling process. This illustration shows the forces acting on the angular binding for
Ebola virus. The angular binding only happens on locations of turns when the Ebola
virus is being pulled outwards during the tumbling process.

D. Tension Force for Tumbling Motion

When a bacterium tumbles, depending on the position of
the Ebola virus binding point, there will be two different types
of force models, which are angular and flat binding. Figure
6 illustrates these binding points on the bacterium. As the
bacterium rotates at the centre point of the body, the angular
binding will occur when the Ebola virus encounters a pulling
force (e.g., at the front of the bacterium when it tumbles
clockwise), while the flat binding occurs at the tail end of the
body when the virus is pushed through the circular motion.
Figure 7 illustrates the force model for the angular binding,
while the flat binding model is illustrated in Figure 8.

1) Angular Binding: Since the motion is a continuous
rotational spin at a fixed point, the sum of the momentum
is represented as follows:

∑
M = Iα, (14)

where I is the inertial momentum of the bacterium as well
as the Ebola virus, and the angular acceleration during the
tumbling process, which is represented as:

α =
dω

dt

=
2πft

λTumble
,

where ft is the frequency of tumbling. Therefore, the inertial
momentum is represented as:

I =
mBL

2

12
+me

(
Ehl cos θh +

∆EL

2
+ l1

)
, (15)

where Ehl is the length of the virus that is hanging, mB is
the mass and L is the half length of the bacterium. For the
angular binding, considering Eq. (14) and (15), Eq. (11) can
be represented as:
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Fig. 8: The force model of the Ebola virus on the bacterium that is going through a
tumbling process. This illustration shows the forces acting on the flat binding for the
Ebola virus. The flat binding only occurs on locations of turns when the Ebola virus is
being pushed up against the bacterium during the tumbling process.

Iα = Wdll1 +Wh

(
EL

2
− ∆EL

2
+ l1

)
cos θh

+

(
Fn +

meg

nG

)
nG∆EL

2θhER
+ FDrag sin θhEL − TEL sin θh,

and from the perspective of the tension T, this is represented
as:

T =

(
Wdll1 +Wh

(
EL

2
− ∆EL

2
+ l1

)
cos θh

+

(
Fn +

meg

nG

)
nG∆EL

2θhER
+ FDrag sin θhEL

− mBL
2

12
−me

(
Ehl cos θh −

∆EL

2
− l1

)
α

)

∗ (EL sin θh)
−1. (16)

2) Flat Binding: For the flat binding during the tumbling
process, Eq. (16) can be simplified because there is no angle
of attachment between the Ebola virus and the bacterium. This
means that a large part of the virus will lie flat on the bacterium
during rotation. This scenario is presented in Figure 8. In this
case, the tension T is represented as:

T =

(
Wdll1 +Wh

(
EL

2
− ∆EL

2
+ l1

)

+

(
Fn +

meg

nG

)
nG∆EL

2θhER
+ FDragEL

−
(
mBL

2

12
−me

(
Ehl −

∆EL

2
− l1

))
α

)
(EL)

−1.

(17)

V. ANALYSIS AND SIMULATIONS

Firstly, we will present the analysis of the binding forces and
tensions for the virus attachment to an individual bacterium.
This will then be followed by simulations that will evaluate
the microfluidic attenuator performance of the Ebola collection
process. The values for all the parameters used in the binding
force analysis and simulations are presented in Table I.

Binding Area (m
2
) ×10

-14

0 0.5 1 1.5

F
o

rc
e
 (

N
)

×10
-10

0

0.5

1

1.5

2

2.5

3

n=m=1

n=m=2

n=m=3

n=m=4

n=m=5

Fig. 9: Analysis of receptor binding force for five different valency configurations.
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Fig. 10: Analysis of receptor binding force for two different temperatures. The tem-
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force.

A. Binding Force and Tensions Analysis

The aim of the analysis is to evaluate the effect of tension
forces acting on the attachment point between the Ebola virus
and the bacterium, and how this impacts on the protein binding
force. The binding force analysis is presented in Figures 9 and
10, while the opposing forces analysis are presented in Figures
11, 12 and 13.

The binding force relies on the bacterial and viral pro-
teins valency, and its models were presented in Eg. (2)-(6).
Therefore, we considered different fixed values of n and
m to evaluate their impact on the resulting binding force
(see Figure 9). Even if the number of bonds increases, the
ratio n/m will still remain the same. For n = {1, 2} and
m = {1, 2}, the binding force was almost the same with less
than 1% difference, and this was the highest value achieved.
The chosen protein, TIM-1, can bind to two or three proteins
at same time (i. e. 1 ≤ m ≤ 3) and as presented in Figure
9, this resulted in the highest binding force values for all
possible attachment area, which also reflects the most suitable
protein configuration. In Figure 10, we analysed the effect
of temperature on the binding force. We considered three
different temperatures to observe different behaviours that can
arise. Normal human body temperature is 309.65 K and during
fever this is elevated to 313 K. The latter value is also the
average temperature of countries where the disease outbreak
occurred. As we can observe, the temperature does not produce
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TABLE I: Parameters used to evaluate the receptor binding force, tensions and drag force
applied on the bacterium as well as the Ebola virus. * Refers to values chosen by the
authors. ** Refers to standard values.

Variable Value References

ER 47× 10−9 m [22], [23]
EL 970× 10−9 m [22], [23]
BR 0.5× 10−6 m [42]
BL 1× 10−6 m [42]
vb 20× 10−6 m/s [42]
me 5.45× 10−19 kg [22], [23]
mb 1× 10−18 kg [42]
[B0] 6.7× 10−6 proteins/µm2 *
[V0] 2.8× 10−2 proteins/µm2 *
ft 1.37 tumbles/s [43]
φ from π/100 rad to π/10 rad *
Ta 310 K *
kB 0.00831446211 kJ/mol/K **

ρblood 1060 kg.m−33 [38]
g 9.8 m/s2 **
µs 3× 10−3 Pa.s **
Dv 5 cm *

significant changes in the receptor binding force behaviour,
even for high temperatures such as Ta = 336.85 K.

The opposing forces acting on the attachment area can be
increased or lowered depending on variations for a number
of parameters: blood velocity, blood viscosity and angle of
attachment between the Ebola virus and the bacterium. When
the blood enters the microfluidic chamber, it will gain a certain
velocity that could be high enough to increase the tension
on the attachment point that can lead to breakage. In Figure
11 we considered three different velocities (v1f , v2f and v3f )
and evaluated their impact on the binding force when the
bacterium is running in a straight line (worst case). As the
velocity increases, we can observe that the tension increases
as well. However, if the blood velocity is much higher than the
bacteria velocity, this can become an issue. In this case, when
the blood flows into the chamber, it will disrupt the bacterial
movement by pushing them toward the opposite border of
the compartment. To avoid this effect, the bacteria need to
be placed inside the microfluidic chamber when the blood is
at rest and removed before the blood is pumped back into the
body.

The patient’s blood can be more or less viscous depending
on their health condition. Different viscosity values can pro-
duce significant changes on the drag force that could result in
higher tension on the attachment point between the virus and
the bacterium. Figure 12 shows the effect of three different
viscosity values on the tension applied on BArea. Higher
viscous blood will have a larger impact when the bacteria
is moving, and a less viscous blood will affect the tension
when the bacteria is tumbling. For all cases presented in
Figure 12, the changes to the tension on the attachment point
is reasonably low. This result demonstrates that the blood
viscosity will not impact on the proposed attenuator system
performance. The same occurs if we change the attachment
angle, as shown for both the running and angular binding
analysis (Figure 13). For this analysis, we considered three
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different attachment angles between the Ebola virus and the
bacterium. As we can observe from the plots, when the angle
increases, the tension applied to detach the virus from the
bacterium decreases. Furthermore, for θ ≥ 5 rad, the angular
binding tension enhances the attachment rather than oppose to
detach the virus.

B. Microfluidic Attenuator Trapping Simulations

In order to validate the Ebola virus trapping process by the
bacteria, we conducted several simulations for the different
environments that the system could be exposed. We are
interested in evaluating the attenuator model performance for
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the initial stage of the infection, where the number of Ebola is
approximately 104 virus/ml of blood [44]. For all considered
scenarios, the Ebola virus were randomly distributed in a
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Fig. 16: The filter function fb(t) was numerically evaluated for 5000 bacteria. This
function can be used to predict the time needed to reach the desired pick-up ratio.

microfluidic chamber square area with a size of 25 cm2, while
the bacteria are placed in an external compartment.

The bacteria are released from the compartment (x = 0
and along the y-axis) swimming into the chamber to capture
the Ebola virus. In our scenario, the number of Ebola virus
is higher than the number of bacteria. To ensure a constant
blood viscosity value (3× 10−3 Pa.s), the simulation duration
was limited by the amount of time before clotting naturally
occurs, which is between 8 and 15 minutes [45]. We also
considered a static blood flow (vf = 0), small attachment
angle (θ ≤ 0.5 rad) and the binding force was generated by a
trivalent protein interaction (n = m = 3).

Based on the analysis presented in Section V-A, we found
that the attachment area has an important effect on the relia-
bility of the binding process. The area limit defined in Eq. (7)
is used to determine the maximum number of virus that can
attach to each bacterium (this is calculated by considering the
bacteria shape as a cylinder, and determining the area of each
virus that binds to the surface membrane). In our simulations,
for each contact between a bacterium and a virus we evaluate
Eq. (7). If the bacterium’s area is already full of virus, or if the
attachment area is larger than the area available, this means
that there are no remaining space on the bacterium’s surface.
The results presented in Figures 9, 10 and angular binding
tension in Figure 12, showed that an increase of BArea resulted
in larger binding force or opposing tensions. At the same
time, the results presented in Figures 11, 12 (running and flat
binding tensions) and 13 showed an inverse relationship with
BArea. Therefore, in order to simulate a realistic scenario, we
consider various random attachment area between the Ebola
virus and the bacteria.

The pick-up ratio was evaluated for different Ebola den-
sities, simulation times and quantity of bacteria. Figure 14
presents the performance of the attenuator, which is the ratio
of the average number of Ebola virus captured (104, 5× 104

and 105 virus) by 1000, 3000 and 5000 bacteria within 4, 8
and 12 minutes. As we can see from the results, the quantity
of virus is reduced with respect to the number of bacteria and
duration allowed for the collection process.

Since each bacterium will have an attachment limit in terms
of bound Ebola virus, after a certain amount of time the system
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Fig. 17: The placement of bacteria have an impact on the spatial distribution of the virus. (a) At the start of the simulation, the bacteria where placed along the y-axis (x = 0) and
the virus is randomly distributed within the chamber; (b) at 3600 seconds, bacteria could filter a small portion of the area; (c) at 7200 seconds, bacteria mobilized to more than
30% of the chamber’s length.

is expected to became saturated. The next set of experiments is
designed to measure the time required before saturation occurs.
The number of Ebola virus were fixed at 10,000 and three
quantities of bacteria were considered (1000, 3000, 5000),
while the simulation time was fixed at a maximum of 720
seconds, and the simulations were executed for 10 cycles. The
time 720 seconds is selected to avoid blood clotting. Figure 15
presents the average pick-up ratio, where after 720 seconds,
1000 bacteria achieved 37.89± 12.6% of the total number of
virus, 3000 bacteria achieved 47.41± 24.76% and 5000 bac-
teria achieved 61.15±13.56%. We can also observe in Figure
15 that the bacteria do not achieve their saturation point within
the considered period of 720 seconds. The considered number
of Ebola (and their random placement) combined with the
random nature of bacterial swimming process produce the high
variance observed, and limits the bacteria from reaching their
saturation point within 720 seconds. We previously defined the
model for the attenuator in Eq. (1), which also includes the
attenuator function fb(t) that determines the amount of Ebola
virus to be picked up as a function of time. This function can
be estimated from the saturation experiments. As an example,
considering that 5000 bacteria achieved the highest pick-up
ratio, we used this result to evaluate numerically the attenuator
function fb(t) for 10,000 virus, and predict the time required
to reach the desired pick-up ratio (see Figure 16), and this is
represented as:

fb(t) = 2.903t0.4682 (18)

The pick-up process can also be observed spatially. In
Figure 17, 10,000 Ebola virus were spread randomly within
the chamber (with an area of 1 cm2) and 3,000 bacteria were
released along the y-axis (x = 0). Within 720 seconds, the
number of bacteria reached approximately 5,000 µm. This also
demonstates the speed the bacteria takes to move within the
area and perform the Ebola pick-up. It can be also observed
from Figure 17 that the bacteria is able to only cover a
small portion of the area. This result suggest that a proper
chamber design is important to optmise the pick-up process.
The chamber geometry will depend on the concentration of the

virus for the desired blood volume and the number of bacteria
used to collect them. This is still a open problem that should
be addressed during the attenuator design.

VI. CONCLUSION

The emergence of Ebola virus in recent years has motivated
the need for effective treatment solutions to curb the spreading
process. In this paper, we presented an approach where bac-
teria, genetically engineered, are capable of trapping Ebola
virus that binds on its surface. The approach requires blood
to be temporarily transported through an external tube that
is connected through a microfluidic chamber containing the
engineered bacteria. Our approach includes the engineering of
receptors on the surface of the bacteria that are compatible to
the glycoproteins found on the membrane of the Ebola virus.
Our analysis found that the binding process of the Ebola virus
on the bacteria is highly dependent on the valency of both
viral and bacterial proteins as well as the attachment area. The
paper also presented a simulation model of the bacteria hunting
process of the Ebola virus within a confined area. The analysis
includes the saturation time of the Ebola virus collection pro-
cess, as well as the collection and trapping performance when
the number of bacteria and Ebola virus varies. Our results
show that for the considered simulation time, the bacteria
can collect the virus without reaching its attachment limit,
and the performance of the Ebola virus trapping quantity is
highly dependent on the number of bacteria that are deployed.
Although this paper only concentrated on the E.coli bacteria,
the approach can also extend to other attenuated strains of
bacteria such as Salmonella [46] and also to other virus that
can bind to TIM-1. The proposed technique also shows the
potential of using synthetic biology to build a biomedical
machinery to clean human blood from virus.
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Circuits
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Abstract—Synthetic logic circuits have been proposed as poten-
tial solutions for theranostics of biotechnological problems. One
proposed model is the engineering of bacteria cells to create logic
gates, and the communication between the bacteria populations
will enable the circuit operation. In this paper, we analyse the
quality of bacteria-based synthetic logic circuit through molec-
ular communications that represent communication along a bus
between three gates. In the bacteria-based synthetic logic circuit,
the system receives environmental signals as molecular inputs and
will process this information through a cascade of synthetic logic
gates and free diffusion channels. We analyse the performance
of this circuit by evaluating its quality and its relationship to
the channel capacity of the molecular communications links
that interconnect the bacteria populations. Our results show
the effect of the molecular environmental delay and molecular
amplitude differences over both the channel capacity and circuit
quality. Furthermore, based on these metrics we also obtain
an optimum region for the circuit operation resulting in an
accuracy of 80% for specific conditions. These results show that
the performance of synthetic biology circuits can be evaluated
through molecular communications, and lays the groundwork for
combined systems that can contribute to future biomedical and
biotechnology applications.

Index Terms—Synthetic logic circuits, Molecular communica-
tions, Engineered bacteria.

I. INTRODUCTION

RECENT progress in synthetic biology has seen a number
of new technologies developed for engineering biolog-

ical cells utilizing concepts from electrical engineering and
computer science [1]–[5]. Unprecedented applications have
emerged from synthetic engineering of cells, leading to novel
approaches in the fields of biotechnology, medicine, as well
as pharmaceutical science [4], [6]–[8]. Example applications
have enabled researchers to engineer eukaryotic as well as
prokaryotic cells (e.g., animal cells and bacteria, respectively)
that can sense enzymes secreted from cancerous cells or
treatment of systemic diseases such as Inflammatory Bowel
Disease [7]. The multi-disciplinary approach combines princi-
ples from both electronics engineering and molecular biology
to design the building blocks, where their combination can
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Population 1

Population 2
Population 3

Fig. 1. Illustration of bacteria populations engineered to perform logical
operations. For these systems, the input signals are molecules from the
environment that are absorbed by the engineered bacteria.

lead to complex synthetic structures such as logic gates [9]–
[13]. However, complex circuits are still an obstacle as the
current logic structures are often designed using a single logic
gate or simple combinations between them [3].

Bacterial cells have been widely used to develop synthetic
circuits due to the extensive knowledge about the DNA plas-
mids, and in particular in genome editing to design synthetic
circuits that can lead to specialised functions [6]. Simple
logic gates, to toggle switches, as well as oscillators, have
already been developed by engineering both single cell and
bacterial population [10], [14]. An overall representation of
synthetic logic circuits constructed from bacteria is presented
in Figure 1. These circuits are usually associated with control-
ling the bacteria’s communication behaviour. As an example,
researchers were able to engineer Boolean logic gates by
controlling the communications between four Escherichia coli
populations [15]. With the recent advancements in animal
microbiome research, engineered bacteria are being considered
as potential biomedical agents that combine diagnostic and in-
dividualised treatment (i.e., theranostic) for systemic diseases
inside the human microbiome [6], [7], [10]. Specifically, the
communication molecules produced by engineered bacteria are
the effectors for these applications.

Due to the importance of molecular signals that can be used
for the development of biomedical theranostics, researchers
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are devoting their attention to understand also how they
can be engineered. This new emerging subject is known as
molecular communications [16]–[20]. This field concentrates
on the development of artificial communications systems for
biological devices at the nanoscale [16], [17], [21]–[25]. As it
is inspired from natural systems, molecular communications
systems require the engineering of molecular exchange that
can be developed in a biological cell, and this could range
from the engineering of cells for ion transfer to design
networked communications among nanosystems [16], [17],
[19], [20], [25]–[27]. As an example, bacteria-based molecular
communications has been proposed to emit molecular signals
in a networked model in order to produce jamming signals that
interfere with another populations communications [28]–[30].

In this paper, we propose the use of bacteria-based molec-
ular communication systems to evaluate the performance of
synthetic logic circuits inside a multi-compartment capsule
that contains three bacteria populations (each one is represent-
ing a different Boolean logic gate). The logic circuit is then
built using the communications among the engineered bacteria
confined in each compartment of the chamber. The design of
this synthetic logic circuit prevents the engineered bacteria
from spreading into the environment while allowing differ-
ent logic operations to be performed depending on different
molecular inputs. The confined chambers have two roles for
this bacteria-based molecular communications system. First it
limits the bacteria movement, where no organisms will be able
to enter or leave the chamber. Second, the chamber prevents
larger molecules from diffusing between the compartments.
Therefore, these features limit the impact of unwanted effects
in the system (e.g., exogenous bacteria hijacking the system or
high communications noise due to the presence of unwanted
molecules). Based on these assumptions, we focus our investi-
gation on the impact of the noise generated by the engineered
bacteria during their production of quorum sensing molecules.

The design principles considered in this paper follows
similar approaches for other bacteria-based synthetic circuits.
For example, toggle switches, logic gates, biosensors and
programmable full-adder were designed using the bacteria sig-
nalling molecules as the activator and repressor of gene expres-
sion [11], [31]–[34]. Specifically, our bacteria-based synthetic
logic circuit is inspired by a similar work in [15], where three
Escherichia coli populations carried the same NOR gate and
another carried the buffer. These bacterial populations were
combined in different spatial arrangements to create 16 two-
input Boolean logic gates [15]. Their work served as a proof-
of-concept for using quorum sensing signalling as chemical
‘wires’ to interconnect the bacterial populations’ logic gates.
However, the work presented in this paper does not concentrate
on the versatile combination of different synthetic logic gates,
but instead on the analysis of molecular information between
the gates to determine the quality of the circuit’s performance.

Our molecular communications analysis is focused on show-
ing the quality of the proposed bacteria-based synthetic logic
circuit in conjunction with the evaluation of the capacity of
the channels that interconnect the bacteria populations. Similar
to digital circuits that can become faulty due to unreliable
interconnection bus [35], [36], we investigate the effect of the

free diffusion interconnections and the impact on the quality
of the proposed circuit design. The proposed bacteria-based
synthetic circuit is capable of sensing environmental variations
and actuating accordingly in response to the measurements.
This circuit composed of a two-layer synthetic logic circuit
that will process the input molecular signals and output the
required signal. For this paper, we do not intend to provide
further specification on the sensing and actuating functional-
ities, but only on the communication performance. The main
contributions of this paper are
• Development of a bacteria-based molecular communi-

cations end-to-end model that can be used to analyse
the reliability performance of a synthetic logic circuit.
We use three bacteria populations to create a synthetic
logic circuit that will perform a cascade of logical oper-
ations at the molecular level.

• Computation of quality performance metrics for the
synthetic logic circuit operation considering different
scenarios. We analyse the unreliable nature of bacteria-
based molecular communications systems that can disrupt
the operation of the synthetic circuit, affecting its accu-
racy and precision.

• Analysing the channel capacity for the bacteria-based
synthetic logic circuit. Using molecular communications
theory, we show how different combination of parameters
will affect the reliability of a circuit and how they are
associated with the optimum channel capacity for the
system.

The rest of the paper is organised as follows. In Section
II, we describe the bacteria-based synthetic logic circuit, from
both biological and communications engineering perspectives,
and how they will be utilized to perform logic operations based
on a set of molecular input signals. The communication model
that represents the exchange of molecular information between
the bacteria populations is presented in Section III. Section V
presents the application of this model to determine the quality
and the channel capacity for the proposed synthetic circuit.
Lastly, in Section VI we present our conclusions.

II. SYSTEM DESIGN

The proposed circuit is a combination of three synthetic
logic gates (one OR and two AND gates) that use a set of
input molecular signals (see Figure 2). Although this paper
only concentrates on this specific circuit, further analysis can
be established for other logic gate combinations and circuit
size. Each gate, represented in Figure 2(a), is composed of
a bacteria population and is situated in a compartment, and
is interconnected by free diffusion molecular communications
links. These bacteria populations are placed inside a compart-
mented capsule with isolated chambers. For example, com-
partment A (OR gate) and B (AND gate) only communicates
with the third compartment C (AND gate), through a filter
wall (see Figure 2(b)). This thin membrane can be built using
an organic compound such as Polydimethylsiloxane (PDMS),
to only allow the molecules but not the bacteria to flow from
chambers A and B to C [37]. A general representation of this
filtering process is depicted in Figure 3.
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Chamber A

Chamber C

Chamber B

(a) Digital circuit representation of the system.

Chamber A
(OR Gate)

Chamber B
(AND Gate)

Chamber C
(AND Gate)

z1(t) - Chamber A

z2(t) - Chamber B
z3(t) - Chamber C

Molecule flow
direction

Filter wall

(b) Proposed system’s physical design.

Fig. 2. Illustration of the proposed bacteria-based synthetic logic circuit.
Each bacteria population is assigned to a compartment, becoming isolated
from each other. The molecules produced at chambers A or B access chamber
C by passing through a filter wall.

We limit the growth of the bacteria populations to fit the
finite dimensions of each chamber. This population control
can be achieved by applying antibiotics or probiotics, which
will lower or increase their population density, respectively
[38], [39]. Therefore, we consider that the bacteria population
densities are constant. Based on this assumption, our analysis
on the circuit’s quality and the communications capacity is
focused on the maximum bacteria population density.

The circuit operation can be described in two steps. First,
each bacterium senses the molecular environmental signals
wi(t − τi) and starts the quorum sensing process to produce
molecules that will toggle their natural switches (see [30]
for further description of this process). The mathematical
description of the molecular environmental signal wi(t − τi)
can be found in Section III-A. The molecular environmental
delays τ1, τ2, τ3 and τ4 are produced by the different propa-
gation times of each molecular input signal on the chamber’s
external medium. Second, all bacteria inside the chambers start
to behave similarly to perform the desired logic operations.
This process occurs for the first layer of the circuit. From

Filter wall

Molecular signal
Bacterium

z1, z2 << rh << Br

Fig. 3. Representation of the wall that separates the input gates from the
output gate. This wall acts like a filter just allowing the molecular signal
to pass through. For that purpose, the radius of the holes rh, depicted in the
expanded view of this Figure, must be greater than the molecule signal (z1(t)
and z2(t)) sizes and lesser than the bacterium radius Br .

an electronic circuit perspective, this synthetic circuit can be
defined as an arrangement of logic gates and RC circuits [40].
This analogy allows us to investigate the quality of the system
using the same metrics of a typical electronic circuit [41], [42].

A. Quorum Sensing and Molecule Binding Process

Bacteria can sense and respond to molecular signals that
originate from other cells and environment, through a cellular
communication process named quorum sensing [43]. This
cell-to-cell communication process allows bacteria to display
group behaviours through the controlled expression of genes,
regulating many of their activities. Bacteria can survive harsh
environments, produce virulent factors and form biofilms by
using quorum sensing systems [43]. Each bacteria species uses
specific molecules to perform this type of communication, and
examples include autoinducers and N-Acyl homoserine lactone
(AHL’s). They also have specific transmembrane receptors
to detect these signalling molecules, and examples include
LuxN and CqsS [43]. These receptors bind quorum sensing
molecules and trigger the expression of genes related to bacte-
ria collective behaviours. Inside each bacterium cell, an initial
cluster of genes (operon) will process the molecular signal
originated from the transmembrane proteins and promote the
second cluster of genes (effector) to transcribe messenger
RNAs (mRNAs) [2], [44]. These molecules will be responsible
for the translation of the genetic instruction into proteins that
will trigger the group behaviours.

Since the first identification of this signalling mechanism,
researchers have been proposing synthetic biology techniques
that produce different responses for the sensed quorum sensing
molecules [9]–[15]. They engineer new reception circuits in
the bacteria, through genetic editing, in order to activate a
response after sensing a certain concentration level that is
tied to the number of individuals in a bacteria population [7].
The molecule binding process has also been applied for the
design of molecular communications systems [45], [46]. In this
paper, we focus on the use of engineered bacteria to perform
logic operations through the use of quorum sensing molecules
diffused in a closed space.
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Fig. 4. Illustration of the proposed bacteria-based synthetic logic circuit. The four molecular input signals required to operate the system are processed by
a cascade of synthetic logic gates and free diffusion channels. The natural toggle switches, based on the quorum sensing, are represented as On-Off systems
and the free diffusion channels as an RC circuit. (a) Electronic circuit representation. (b) Molecular communications system representation.

TABLE I
TRUTH TABLE OF THE SYNTHETIC CIRCUIT CONSIDERED FOR THIS WORK.
THE HIGH MOLECULAR SIGNAL LEVEL OUTPUT IS HIGHLIGHTED IN GRAY.

Input1 Input2 Input3 Input4 CircuitOutput

0 0 0 0 0
0 0 0 1 0
0 0 1 0 0
0 0 1 1 0
0 1 0 0 0
0 1 0 1 0
0 1 1 0 0
0 1 1 1 1
1 0 0 0 0
1 0 0 1 0
1 0 1 0 0
1 0 1 1 1
1 1 0 0 0
1 1 0 1 0
1 1 1 0 0
1 1 1 1 1

B. Synthetic Logic Gates

A synthetic biology system is often described using rate
reaction equations [45]. These are mathematical formulations
that represent the change in the concentration of chemical sub-
stances during a given period. These equations are expressed
in terms of the rate of production and consumption of those
chemical substances and are described as follows

[R1] + [R2]
kf−−⇀↽−−
kr

[P], (1)

where [R1] and [R2] are the two chemical substances that react
to each other to produce the substance [P]; kf is the forward
reaction rate, in other words, is the speed of [R1] and [R2]
reaction to produce [P]; and kr is the reverse reaction rate, or
the speed of [P] degradation to form [R1] and [R2].

In this paper, we use rate reaction equations to model the
activation of the first layer of the synthetic logic circuit and
the production of the molecular output signals from the three
synthetic logic gates. Therefore, we describe the natural switch
activation (see Figure 4) using the following equations [11]

d[A]

dt
=

β

1 +Kα
B

− γt[A] (2)

and
d[B]

dt
=

β

1 +Kα
A

− γt[B] (3)

where [A] and [B] represents the molecular signal concentra-
tions that trigger and suppresses the operation of the synthetic
logic gate, respectively; α and β are the repression constants,
and the maximum production rates for both molecular signals
[A] and [B]; sA and sB are the toggle switches’ induction
signals, KA = [A]/(1 + (sA/K)nt) and KB = [B]/(1 +
(sB/K)nt) define the rates by which the molecular signals
bind to the synthetic gate receptor, K is a constant that defines
the equilibrium of the chemical reactions involved in the
production of a molecular signal, γt is the decay constant for
both molecular signals, and nt is the cooperativeness degree
of the molecular signal with the synthetic gate receptor (this
is also known as the Hill coefficient).
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After reaching the threshold required to toggle the bac-
terium’s natural switches, the circuit will start to operate. The
first two gates shown in Figure 4 are activated by molecular
input signals wi(t), where i = {1, 2, 3, 4} are the molecular
input’s index, diffused from the environment into the synthetic
logic circuit. The last logic gate is activated by the outputs
(z1(t) and z2(t)) from the gates in the first layer, producing the
molecular signal z3(t). Considering the specific circuit design
(see Figure 4), this last output molecular signal will only have
a high concentration signal for the cases highlighted in Table
I. Similar to (2) and (3), we use rate reaction equations to
describe the production of the molecular signals z1(t), z2(t)
and z3(t) by the synthetic logic gates [47]. Therefore, the OR
gate is evaluated as

d[OR]

dt
=

[C]nC

KnC

C + [C]nC
+

[D]nD

KnD

D + [D]nD

− γOR[OR] +NOR(t),

(4)

where KC and KD define the rates (association constants) by
which [C] and [D] bind to the OR gate receptors; γOR is the
decay constant for [OR]; nC , nD are the Hill coefficients;
and NOR(t) is the noise resulting from the chemical reaction
for this synthetic logic gate. This noise term is modelled as
an Additive White Gaussian Noise – AWGN. The “whitening
effect” of the molecular noise in quorum sensing systems was
investigated by [48]. Quorum sensing production noise can be
modelled as a short noise with a wideband spectrum [49]. Shot
noise is often modelled as a Poisson process, but if its mean
value is large enough (following the central limit theorem), this
noise can be modelled as a Gaussian noise [50]. In this case, if
there is a large forward reaction rate compared to the reverse
reaction rate, see (1), the noise will spread their frequency
spectra and approximate it to an Additive White Gaussian
Noise [48]. Following this assumption, our circuit will produce
the output molecular signals in higher quantity, which will also
prevent reverse reaction in (1) that will lead to the original
input molecules. The reaction in (1) for both forward and
reverse process generates the noise that is represented as an
AWGN noise. Similarly, the AND gate is evaluated as

d[AND]

dt
=

[E]nE

KnE

E + [E]nE
· [F ]nF

KnF

F + [F ]nF

− γAND[AND] +NAND(t),

(5)

where KE , KF are the association constants for the signals
[E] and [F ]; γANDis the decay constants for [AND]; nE
and nF are the Hill coefficients for these molecular signals;
and NAND(t) is the AWGN noise for these molecular output
signals.

III. COMMUNICATIONS MODEL

An overview representation of the proposed bacteria-based
molecular communications model is depicted in Figure 4. This
synthetic logic circuit can be viewed, from a communications
perspective, as a combination of three channels (see Figure
4b), which processes the molecular signals ai(t − τi), z1(t),
z2(t), z′1(t) and z′2(t). In this paper, we do not investigate

the effects of the aqueous medium over the molecular input
signals as they will be generated by sources much larger than
the bacteria-based synthetic logic circuit, allowing them to
retain their characteristics. In the following, we provide a
detailed description of the proposed model for the synthetic
logic circuit.

A. End-to-End Model

We model the bacteria-based synthetic logic circuit as a
finite 2D aqueous environment where the molecular signals
produced in the chambers A and B will freely diffuse towards
the chamber C. The first layer of the synthetic circuit is acti-
vated by four molecular environmental signals, two different
signals for each bacterial population, and is represented as

wi(t− τi) =Wi

exp

(−(t− τi)2
2η2

)

√
2πη

, (6)

where Wi is the pulse amplitude and η is the spread of the
pulse. These four signals will be propagated from the external
environment to the synthetic logic circuit and will bind to
the receptors inside each bacterium to activate the internal
toggle switches (see Figure 4). This internal bacterium system
triggering process will result in the On-Off-Keying (OOK)
modulation of the molecular signals w1(t − τ1), w2(t − τ2),
w3(t− τ3) and w4(t− τ4). Therefore, the resulting molecular
input signal is represented as

ai(t− τi) = wi(t− τi) ∗ hi(t), (7)

where “*” denotes the convolution operator, hi(t) is a binary
sequence that represents the toggle switch activation, modelled
by (2) and (3). This sequence is defined as

hi(t) =




s1
s2
...
sl


 , (8)

where sl are either 0 or 1, for the symbol duration ts, l =
{1, ..., tf} is the number of sequences and tf is the total length
of the system’s operation (continuous values).

After being modulated, these molecular input signals will
be evaluated by the first layer of the bacteria-based synthetic
logic circuit (see Figure 4b). Each logic gate will then produce
a molecular output signal (z1(t) for the OR gate and z2(t) for
the AND gate) using (4) and (5) and is represented as

dz1(t)

dt
=

a1(t− τ1)na1

K
na1
a1 + a1(t− τ1)na1

+
a2(t− τ2)na2

K
na2
a2 + a2(t− τ2)na2

− γ2z2(t) +N2(t),

=
(w1(t− τ1) ∗ h1(t))na1

K
na1
a1 + (w1(t− τ2) ∗ h1(t))na1

+

(w2(t− τ2) ∗ h2(t))na2

K
na2
a2 + (w2(t− τ2) ∗ h2(t))na2

− γ1z1(t) +N1(t),

(9)
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dz2(t)

dt
=

a3(t− τ3)na3

K
na3
a3 + a3(t− τ3)na3

· a4(t− τ4)na4

K
na4
a4 + a4(t− τ4)na4

− γ2z2(t) +N2(t),

=
(w3(t− τ3) ∗ h3(t))na3

K
na3
a3 + (w3(t− τ3) ∗ h3(t))na3

· (w4(t− τ4) ∗ h4(t))na4

K
na4
a4 + (w4(t− τ4) ∗ h4(t))na4

− γ2z2(t) +N2(t).

(10)

The molecular output signals are responsible for activating
the next layer of the synthetic circuit. Thus, they are diffused
from the chambers A and B to reach the chamber C, where
the last layer of the synthetic circuit is located. The molecules
that compose each molecular output signal will travel through
the fluidic medium between the chambers independently from
each other. The thin membrane that separates the chamber C
from chambers A and B is composed of nanopores allowing
only molecular output signals to pass through. This membrane
is designed to limit only the bacterial movement [37]. There-
fore, the Brownian motion for this system is characterised
using the Fick’s law of diffusion resulting in the following
diffusion channels [51]

hz1(tp) =
1√

4πDz1(tp)
e

−||dAC ||2
4Dz1(tp) , (11)

hz2(tp) =
1√

4πDz2(tp)
e

−||dBC ||2
4Dz2(tp) , (12)

where hz1(tp) and hz2(tp) are the diffusion channel between
chambers A and C, and between B and C, respectively; dAC
and dBC are the Euclidean distance between chambers A
and C, and between B and C, respectively; Dz1 and Dz2

are the diffusion coefficients for the molecular signals and tp
is propagation time inside the bacteria-based synthetic logic
circuit. Each bacterium in the population, placed in both
chambers A and B, will produce a molecular output signal
concentration that will travel to chamber C. This spatially
distributed molecular diffusion will generate a wave that will
travel from one chamber to another (from A to C, and B to C).
However, as the bacteria are close to each other, we assume
that the distances dAC and dBC are between the centres of
chambers A and C, and between the centres of chambers
B and C. Therefore, this will represent the average distance
travelled by the total molecular output signal concentration.
Furthermore, this definition also affects the propagation time
that is assumed to be small enough to travel from one
population centre to another and maintain a high molecular
concentration.

After being diffused, only a fraction of the molecular output
signals z1(t) and z2(t) is able to reach the bacteria population
in chamber C. Thus, using the results from (9) and (10) and
operating them with the diffusion channels described in (11)

and (12), we can obtain the fraction of the molecular output
signals z1(t) and z2(t), respectively, as

z′1(t) = z1(t) ∗ hz1(t− τz1), (13)

and
z′2(t) = z2(t) ∗ hz2(t− τz2). (14)

By substituting (13) and (14) in (5), we are able to finally
obtain the molecular output signal z3(t) as

dz3(t)

dt
=

z′1(t)
nz′1

K
nz′1
z′1

+ z′1(t)
nz′1
· z′2(t)

nz′2

K
nz′2
z′2

+ z′2(t)
nz′2

− γ3z3(t) +N3(t),

=
(z1(t) ∗ hz1(t− τz1))

nz′1

K
nz′1
z′1

+ (z1(t) ∗ hz1(t− τz1))
nz′1

· (z2(t) ∗ hz2(t− τz2))
nz′2

K
nz′2
z′2

+ (z2(t) ∗ hz2(t− τz2))
nz′2
− γ3z3(t) +N3(t),

(15)

IV. CIRCUIT PERFORMANCE

We analyse the performance of this end-to-end molecular
communications system using two distinct metrics: circuit
quality and channel capacity. All the parameters considered
for the performance analyses are presented in Table II. We
would like to point out that the degradation rates γ1, γ2
and γ3 values are chosen to be small enough, as well as,
the association rates Ka1 , Ka2 , Ka3 , Ka4 , Kz′1 and Kz′2 are
chosen to be high enough so the noise become AWGN and our
analysis can be generalised for a wider range of molecular sig-
nal frequencies. The engineered bacteria population densities
k1, k2 and k3, as well as, the distances between the chamber
compartments centres, dAC and dBC , are constrained by the
chambers dimensions (0.1 × 0.6 cm), which is equivalent to
the size of a drug pill.

The total length of the system’s operation tf , the pulse
spread η, the pulse period td and the Hill coefficients na1 ,
na2 , na3 , na4 , nz′1 , nz′2 are chosen to allow the production
of a high molecular signal concentration due to the narrow
and well-defined molecular input signal pulses (with proper
rise and decay times). The molecular input signals arrays ρa1 ,
ρa2 , ρa3 and ρa4 have 160 samples each. They are processed
by the first layer of the circuit within 25 hours, resulting in a
new molecular signal arrays ρz1 , ρz2 of 4, 000 samples, which
are propagated for tp = 0.5 hours. This will result in higher
molecular signal concentration at the centre of the engineered
bacteria population placed in compartment C of the chamber,
which will subsequently be processed in the following 25
hours by the last synthetic logic gate, resulting in a molecular
output signal of 100, 000 samples.

The quality of a system will depend on how it will perform
the designed task under certain circumstances [52]. Therefore,
to assess the quality of the proposed bacteria-based synthetic
circuit, we describe this metric in terms of the accuracy,
precision, recall, false positives (FP) and false negatives (FN)
rates, for the molecular output signal z3(t). The channel
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TABLE II
PARAMETERS CONSIDERED FOR THIS ANALYSIS

Variable Value Unit Reference
k1, k2, k3 10, 000 CFU *

Br 0.5 µm [53]
dAC , dBC 500 µm *

tf 50.5 hours *

td 10 hours *

tp 0.5 hour *

Dz1 , Dz2 4.9 cm2/h [54]
γ1, γ2, γ3 0.1 – *

Ka1 , Ka2 , Ka3 , Ka4 , Kz′1
, Kz′2

10 – *

na1 , na2 , na3 , na4 , nz′1
, nz′2

2 – *

η 0.5 – *

ρa1 , ρa2 , ρa3 , ρa4 160 samples *

ρz1 , ρz2 4,000 samples *

ρz3 100,000 samples *

* Values chosen by the authors.

capacity represents the maximum throughput that the system
can achieve under specific conditions.

A. Circuit Quality

For the first metric, we investigate the impact of the noise
and the molecular environmental delay on the production of
reliable molecular output signal z3(t). To evaluate the quality
of the proposed synthetic circuit, we first define the minimum
molecular concentration levels required for the activation of
each bacteria-based synthetic logic gate (for a molecular
input signal total length of the system’s operation tf ). These
thresholds are represented as follows.

Tai =
max(ai(t))

2
, (16)

Tzm =
max(zm(t))

2
, (17)

where ai represents each i = {1, 2, 3, 4} molecular input
signal, and zm represents each m = {1, 2, 3} molecular output
signal (see Figure 4).

For all of the analyses presented in this paper, we considered
each molecular input signal as an array with ρai samples and
each molecular output signal as an array with ρzm samples.
These samples can be defined as positive (high level) when
it is above the considered threshold and negative (low level)
when it is the opposite. The overall quality of the proposed
synthetic circuit will depend on the correct identification of the
positive and negative molecular output signal samples. In this
case, we first define the accuracy_ratio, which is the number
of samples that are correctly detected as positive or negative
over the total number of samples. This is represented as [52]

accuracy_ratio =
TP + TN

TP + TN + FP + FN
× 100, (18)

where TP and TN are the number of molecular output
signal samples that are correctly detected above and below the
defined thresholds, respectively; FP and FN are the number
of molecular output signal samples that are not correctly

detected above and below the defined thresholds, respectively.
The precision_ratio is defined as the number of true positive
identification over the total positive identifications detected,
independent of being either true or false. This is represented
as [52],

precision_ratio =
TP

TP + FP
× 100. (19)

The recall_ratio or system sensitivity is defined as the number
of true positives over the sum of samples that are detected as
positive and the ones that should be detected as high level as
well. Therefore [52],

recall_ratio =
TP

TP + FN
× 100. (20)

Using the detected number of false negatives and false pos-
itives, we can define the false positive_ratio (FP_ratio) and
false negative_ratio (FP_ratio) as [52]

FN_ratio =
FN

FN + TP
× 100, (21)

FP_ratio =
FP

FP + TN
× 100. (22)

Using (21), we can also express the recall_ratio as

recall_ratio = 1− FN_ratio. (23)

B. Channel Capacity

Using the thresholds defined in (16)–(17), we evaluate the
channel capacity based on the probabilities of each sample of
for the molecular input signals as well as output signal z3(t),
and this can be for both high or low levels. Therefore, we
define p0(k) and p1(k) as the probabilities of obtaining a low
or high (which are represented as 0 or 1) molecular output
signals z3(t), respectively. These probabilities are agnostic
with respect to the definition of true positives and negatives
(including their counterparts). For the channel capacity eval-
uation, we do not focus on classifying the molecular output
signal, but in quantifying the received quantity of low and
high molecular output signals from the last gate output. We
also define p0(k|j1, j2, j3, j4) and p1(k|j1, j2, j3, j4) as the
conditional probabilities of obtaining a high or low level
molecular output signal sample k depending on the molecular
input signal samples j1, j2, j3, and j4, where ji ∈ {0, 1}.

Next, we define the information entropy for the molecular
output signal z3(t) as

H(z3(t)) = −
ρz3∑

k=0

p0,1(k) log2 p0,1(k). (24)

Similarly, the conditional entropy of the molecular output
signal z3(t) for molecular input signals a1(t), a2(t), a3(t)
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Fig. 5. Representation of the synthetic circuit and the molecular signals
considered for this bacteria-based molecular communications system. When
the system is not subjected to molecular environmental delays (τ1 = τ2 =
τ3 = τ4 = 0) the molecular output signal is defined as ideal. For the delayed
case, we defined τ1 = τ3 = 0 and varied the τ2 and τ4 values.

and a4(t) is defined as

H(z3|a1(t), a2(t), a3(t), a4(t))) =

−
ρa1∑

j1=0

ρa2∑

j2=0

ρa3∑

j3=0

ρa4∑

j4=0

p0,1(j1, j2, j3, j4)

·
ρz3∑

k=0

p0,1(k|(j1, j2, j3, j4)) · log2 p0,1(k|(j1, j2, j3, j4)).

(25)

However, as p0,1(k|(j1, j2, j3, j4)) = p0,1(k), (25) can be
rewritten as

H(z3|a1(t), a2(t), a3(t), a4(t))) = −
ρz3∑

k=0

[p0,1(k) log2 p0,1(k)]

·
ρa1∑

j1=0

ρa2∑

j2=0

ρa3∑

j3=0

ρa4∑

j4=0

p0,1(j1, j2, j3, j4).

(26)

The channel capacity for this system is defined by the
maximum mutual information between the molecular output
signal z3(t) and the molecular input signals a1(t), a2(t), a3(t)
and a4(t), and is represented as,

Csys = max
pz3(t)

[I(z3(t); a1(t), a2(t), a3(t), a4(t))],

= max
pz3(t)

[H(z3(t))−H(z3(t)|a1(t), a2(t), a3(t), a4(t))].
(27)

We use the entropy and conditional entropy values H(z3(t))
and H(z3(t)|a1(t), a2(t), a3(t), a4(t)) obtained from (24) and

(26) to rewrite (27) as

Csys = max
pz3(t)

[
−

sz3∑

k=0

[p0,1(k) log2 p0,1(k)]+

ρz3∑

k=0

[p0,1(k) log2 p0,1(k)]

·
ρa1∑

j1=0

ρa2∑

j2=0

ρa3∑

j3=0

ρa4∑

j4=0

p0,1(j1, j2, j3, j4)
]
.

(28)

V. ANALYTICAL RESULTS

In this section, we analyse the operation of the bacteria-
based synthetic logic circuit by evaluating its quality and
channel capacity. The aim of this analysis is to study the
performance of the proposed bacteria-based molecular com-
munications system and define the design parameters required
for an accurate operation of the synthetic logic circuit.

Consider a scenario where the system operates under ideal
conditions, and this means that the molecular output signal will
not suffer from any deterioration in concentration and at the
same time the synthetic logic gates of all layers will operate as
expected. Figure 5 illustrate the synthetic logic circuit and the
molecular signals considered for the proposed system. For our
analyses, we considered a synchronised transmission where
no molecular environmental delay is present (τ1 = τ2 =
τ3 = τ4 = 0), and delayed scenarios where we considered
two molecular environmental delays as τ1 = τ3 = 0 and
varied the other two (τ2 and τ4). Figure 6 presents four
plots to illustrate the synchronized and the delayed operation
of the proposed bacteria-based synthetic circuit. Figure 6(a)
shows the molecular output signals z1(t) and z2(t) when the
molecular environmental signals are synchronised with each
other (they do not suffer with the molecular environmental
delays, τ1 = τ2 = τ3 = τ4 = 0). Figure 6(b) shows the
molecular output signals z1(t) and z2(t) when w2(t − τ2)
and w4(t − τ4) are delayed by 5 hours (half of the pulse
period, τ2 = τ4 = tp/2). As we can see there are high z1(t)
and low z2(t) signals produced when compared to the case
depicted in Figure 6(a). IIn general, situations where different
molecules are produced from the environment, the molecular
environmental signals can arrive delayed into the first layer
of the synthetic circuit, and aggregated random system effects
can also occur, leading to inaccurate outputs from the circuit.
This scenario can be observed by comparing the Figures 6(c)
and 6(d). The molecular output signal z3(t) obtained from the
ideal operation of the circuit, shown in Figure 6(c), is higher
than the one produced in a delayed scenario, shown in Figure
6(d). Furthermore, when subjected to molecular environmental
delays, the synthetic logic circuit also produced the wrong
molecular output signals. Our interest is to investigate further
this phenomenon. We analyse different cases in order to define
the most appropriate trade-off between the unwanted effects
occurring in the first layer of the circuit and the system
performance.

In addition to the delayed molecular environmental signals,
we also considered the output bit-1 ratio and the gates inputs
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(c) Ideal signal - second layer of the circuit
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(d) Signals delayed by the half of the pulse period - second layer of the circuit

Fig. 6. Representation of the molecular output signals z1(t), z2(t) and z3(t). For all cases, we considered hi(t) as deterministic sequence of symbols. (a)
Representation of the ideal molecular output signals z1(t) and z2(t) from the bacteria-based synthetic logic circuit. (b) When the molecular input signals
w2(t − τ2) and w4(t − τ4) are delayed τ2 = τ4 = td/2, the molecular output signals z1(t) and z2(t) do not have the same concentration levels of the
previous case. (c) As z1(t) and z2(t) are ideal, the molecular output signal z3(t) also will be ideal. (d) Due the molecular environmental delays, the molecular
output signal have lower concentration levels than when the system works on an ideal conditions and it produces wrong molecular output signals.

concentration difference as possible unwanted effects for the
bacteria-based synthetic logic circuit. If the molecular input
signal is composed of a large sequence of bit-1, this excess
molecular signals can increase the noise that the bacteria
populations are being subjected to, and consequently, can
degrade the performance of the communications. A similar
effect can occur if a large concentration of molecular input
signal arrives at the bacteria population in chambers A and
B. Therefore, we focus on these three issues to analyse the
performance of the molecular communications of the proposed
bacteria-based synthetic logic circuit.

A. Circuit Quality Analysis

As discussed in the previous sections, conventional digital
circuits can have their quality affected if delays are introduced
in the system. Therefore, we first investigate the impact caused
by a delayed molecular environmental signal on the accuracy,
precision, recall, false negative and false positive rates of the
circuit.

For this analysis, we define a pulse period td = 10 hours,
total length of the system’s operation tf = 50.5 hours for
the molecular input signals a1(t), a2(t), a3(t) and a4(t); an

Output Bit-1 Ratio (%)

100

R
at

io
 (

%
)

Accuracy Precision Recall False Negative False Positive

80
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40

20

0
12.5 25.0 37.5 50.0 62.5

Fig. 7. Quality metrics results for different output bit-1 ratio. For the
considered scenario, the circuit worked with 100% of precision, and no false
positive was detected.

AWGN noise NA,B(t) with average µN = 0 and standard
deviation of σA,BN = 2 · 10−4 nM for the bacteria populations
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located in chambers A and B; a second AWGN noise NC(t)
with average µN = 0 and standard deviation of σCN = 2·10−13
nM for the bacteria population located in chamber C; and we
considered the molecular input channels hi(t) as pseudoran-
dom sequences. These noise values were chosen to represent
the small fluctuations that can occur during the molecular
output signal production [55]. We also considered that two of
the molecular environmental signals are delayed by 5 hours
(half of the pulse period), and varied the output bit-1 ratio
from 12.5% to 62.5% of the total number of bits present in
the pseudorandom sequences h1(t), h2(t), h3(t) and h4(t). We
considered a fixed amplitude for the molecular environmental
signals W1 = W2 = 5 nM and W3 = W4 = 15 nM. No gate
input concentration difference was considered for this case.

We can observe in Figure 7 that the accuracy_ratio de-
creases proportionally with the increase in the output bit-1
ratio. Therefore, higher output bit-1 ratios result in a worse
synthetic logic circuit performance. On the other hand, the
precision_ratio remained 100% for all of the considered output
bit-1 ratio values, meaning that there is no false positive
detected. In the case considered, the recall_ratio remained
below 10%, which means that the number of samples wrongly
identified as negative is high, and this is based on (20).
The FN_ratio value observed from Figure 7 validate this
observation, and this is based on (23). Specifically, the circuit
misses most of the positive samples, therefore classifying them
as negative. This issue is directly related to the threshold
definition, and its solution is tied to the selection of a better
detection technique. It can be deduced from these results
that the output bit-1 ratio is an important unwanted effect
for this circuit as it can severely affect the accuracy of the
results. In the case of the high false negative ratio, this can be
addressed by improving the system reception e.g., this could
mean engineering bacteria to be more sensitive to molecules in
the last chamber C. Furthermore, the timing that the molecular
input signals reach the bacteria populations should be well
defined to improve the accuracy of the bacteria-based synthetic
logic gates.

B. Communications Analysis

Channel capacity is an important metric to describe the
performance of any communications system. From this per-
spective, we investigate the effect of the delayed molecular
environmental signals as well as the output bit-1 ratio and the
gate input concentration difference on the channel capacity
for this bacteria-based molecular communications system. For
this analysis, we considered the same AWGN noises from
the quality analysis, and the amplitude of the molecular
environmental signals as W1 = 5 nM, a variable amplitude of
W2 ranging from 5 to 9 nM, W3 = 15, a variable amplitude
of W4 ranging from 15 to 19 nM. The signal amplitudes were
selected to enable the investigation of the impact caused on the
channel capacity by the gate inputs concentration difference
for the two gates placed in the chambers A and B.

We compared the circuit accuracy with the channel capacity
to evaluate their relationship. We considered that the molec-
ular input signals are synchronised, and the molecular input
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Fig. 8. Evaluation of the channel capacity and circuit accuracy, for a gate
inputs concentration difference ranging from 0 to 4 nM.

channels hi(t) as random sequences, producing two different
output bit-1 ratios (18% and 50%). It can be observed from
Figure 8 that the accuracy_ratio, for both molecular input
channels, slightly varies with respect to the gate input con-
centration difference. On the other hand, the channel capacity
shows a noticeable variation when the gate input concentration
difference and the output bit-1 ratio are increased. For the
18% output bit-1 ratio (dotted line, see Figure 8), the channel
capacity start with a higher value than the 50% case (solid line,
see Figure 8), but stays below 0.02 bits/h after increasing the
gate input concentration difference to 1 nM. In contrast, the
50% output bit-1 ratio reaches this channel capacity value after
4 nM. This result suggests the existence of a trade-off between
a highly accurate system and a high channel capacity, which is
related to the output bit-1 ratio. Therefore, this system design
imposes a limitation on the amount of molecular signal that
can be accurately processed on the circuit’s last gate.

Based on the results presented in Figure 8, we decide to
investigate the effect of the molecular environmental delay
and the gate inputs concentration difference on the channel
capacity when the circuit has an accuracy above 80%. Using
(27) and considering a molecular input channel hi(t) that
produces a 50% output bit-1 ratio, we evaluate the system’s
channel capacity when there is no delay associated with
the molecular environmental signals arriving at the bacteria
populations located in chambers A and B, and when they are
delayed by 2 hours (τ2 = τ4 = tp/5) and 5 hours (τ2 = τ4 =
tp/2). Figure 9 shows that the channel capacity is inversely
proportional to the gate input concentration difference. It also
can be noted that for both the synchronised and the 2 hours
delay cases, there is a small decrease in the channel capacity
when compared to the 5 hours delay case. This result shows
that the system can tolerate moderate molecular environmental
delays and converge to a steady-state value for the channel
capacity. If the proposed bacteria-based synthetic circuit is
subjected to a high molecular environmental delay, a buffer or
other techniques that will adjust the timing of the molecular
input signal might be placed in the chambers A and B to
counter this unwanted effect.

For our final analysis, we varied the molecular environ-
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mental delay, and considered the molecular input channels
hi(t) that produces a 50% output bit-1 ratio, which results
in a circuit accuracy of more than 80%. Therefore, Figure
10 shows that the molecular environmental delay can severely
affect the channel capacity. On the other hand, greater gate
inputs concentration difference result in slightly higher channel
capacity. This result corroborates with the result presented
in Figure 9 and demonstrates the impact of the gate input
concentration difference and the delay on the bacteria-based
synthetic logic circuit.

VI. CONCLUSION

In recent years, new applications have emerged for molecu-
lar communications, and in particular through the application
of synthetic biology. In this paper, we present the use of
molecular communications between bacteria populations that
can be used to create synthetic logic circuits. Each popula-
tion represents a gate, and the communication bus between
the gates is established through molecular communications.
Given the stochastic property of molecular communications,

the paper investigates the quality of the synthetic circuit to
determine its accuracy that is dependent on variations of
molecular signal input delays, as well as the amplitude of
the molecular environmental signals. We also utilized com-
munications theory in terms of channel capacity between the
gates and its impact on the quality of the circuit. We found
that the molecular concentration difference between the inputs
of the circuit can disrupt the operation of the synthetic logic
gate, and this can also be affected by the reception thresholds.
The molecular concentration difference between the circuit’s
inputs can impact on the wrong definition in the high and
low molecular concentration levels, which can degrade both
the quality and channel capacity. Our results suggest that the
system can operate with an accuracy above 80%, and the
output bit-1 ratio plays a major role in the evaluation of
the quality and system performance. These metrics could be
further improved by optimising the molecular signal reception
on the circuit’s last gate. From the obtained results, we can
infer that the combination of synthetic biology and molecular
communications is an important tool for the design, perfor-
mance and quality evaluation of bacteria-based synthetic logic
circuits.
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Abstract—Synthetic biology has facilitated the engineer-
ing of biological cells to mimic electrical components, and
systems targeting a diverse range of applications. One
example is the design of logic gates that can sense and
compute molecular signals. However, the capabilities and
performance of these logic gates deployed in a natural
environment remain unclear due to the challenge of
understanding the impact of molecular signal flows. In
this paper, we investigate the performance of engineered
bacterial logic gates that act as biosensors by computing
incoming molecular signals through an AND operation.
Our frequency domain analysis incorporates concepts from
molecular communications to investigate the channel’s
effect on the operation of a bacteria-based biosensor. Fur-
thermore, our analysis includes an electronic circuit equiv-
alent model to map the sensing, processing and emission
of molecular signals by the bacteria-based biosensors, and
wet lab experiments to evaluate the required concentration
of molecular input signals for the biosensor operation.
Based on our wet lab experiment setup, we found that
the biosensor requires input signals to be produced for
three hours to achieve sufficient concentration to trigger
the logic operation. Moreover, our results show that a low
molecular signal frequency has a positive impact on the
logic computation performance.
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I. INTRODUCTION

BACTERIA commonly exchange molecular sig-
nals to trigger population-level functions, and

one example process is known as Quorum Sensing
[1]–[3]. This signalling process contributes towards
their survival strategy and is based on the exchange
of different molecule types, where examples include
N-Acyl Homoserine Lactone (AHL) and processed
Oligo-peptides [2], [3]. A number of synthetic biol-
ogy models are based on the engineering of bacterial
Quorum Sensing [1]–[4]. For example, logic gates
can be engineered into a bacterial population by
controlling their detection thresholds and inducing
them to collectively respond to specific molecules.
This customised design is needed to enable the
bacterial population to recognize the complex com-
bination of signals found in nature. For example,
AND gates can be engineered into cells to detect
the presence of environmental pollutants, such as
arsenic and xylene [5]. Other potential applications
can result from engineering bacterial logic gates
for various molecular levels, such as the targeted
production of therapeutic molecules [1], [4].

Molecular communications is a new com-
munication paradigm devoted to creating artifi-
cial communication systems that are engineered
from nanoscale biological systems [6]–[10]. Bacte-
ria have been used in developing molecular com-
munications systems, which includes engineering
molecular diffusion to modulate information as well
as transporting small DNA plasmid molecules [6],
[7], [11]–[17]. This has resulted in applications
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that includes modulation of molecular signals for
multi-hop network of bacterial populations [18],
and emission of molecules for jamming biofilm
communication to prevent the production of proteins
that lead to biofilm formation [19]. While experi-
mental validations have demonstrated the operations
of logic computation using bacterial populations,
the analysis of molecular communication flow of
signals to the gates, and its reliability, has not been
fully investigated.

In this paper, we introduce an electronic equiva-
lent circuit model to investigate the molecular com-
munication performance of a biosensor composed of
a synthetic AND bacteria-based logic gate. We pro-
pose the use of an engineered bacterial population to
sense and process molecules secreted from a target
system, which we term as a molecular generator.
The bacteria-based biosensor will detect the input
molecules produced from the molecular generator
and, depending on the computation, produce sec-
ondary molecular signals that can be applied to
the sensing of, for example, a disease or any other
type of indicators. Other example applications for
our proposed system can include sensing enzymes
from the environment that represent indicators for
a particular contaminant [20]. Both the bacterial
population and the molecular generator are intercon-
nected through diffusion channels, which are further
elaborated in Section II. We focus our analysis on
three aspects. First, we investigate the production
of molecular signal by the generator and its impact
on the computation by the bacteria-based biosensor.
Second, we provide a frequency domain analysis of
the proposed electronic equivalent circuit, including
a impedance and power spectrum density analysis.
Finally, we compute the communications capacities
of the diffusion channel and the bacteria-based
biosensor. Our main contributions are as follows:

• Electronic equivalent circuit model to map
molecular communication system to a
bacteria-based biosensor: We propose an
electronic equivalent circuit representation for
the reception of incoming molecules into the
logic gate, for the synthetic bacteria-based
biosensor operation and to enable the transmis-
sion of the molecular output signal.

• Frequency domain analysis of the bacteria-
based biosensor: We study how the generated
molecular signal is affected by the fluid diffu-
sion channel and its impact on the operation

of the bacteria-based biosensor through a fre-
quency domain analysis.

• Communications performance evaluation
for the end-to-end bacteria-based biosensor:
We compute the channel capacity for the end-
to-end system starting from the molecular gen-
erator (source that produce molecules to be
computed), as well as the computation process,
and the output of molecular signal from the
biosensor.

The rest of the paper is organised as follows.
In Section II, we describe the electronic equiva-
lent circuit model, followed by the communications
model in Section III. Then, we present our analysis
methods for this bacteria-based molecular commu-
nications system. In Section IV, we present the
numerical results for the frequency domain analysis
of the bacteria-based biosensor and communications
channels in Section V. Our wet lab experiment is
described in Section VI. Lastly, in Section VII we
present our conclusions.

II. SYSTEM MODEL

Our bacteria-based biosensor molecular commu-
nications system, illustrated in Figure 1, represents
an interaction between two biological entities: a
molecular generator and the bacteria-based biosen-
sor, which is represented by a synthetic AND gate,
and will act as a biosensor that detects the molecular
signal concentration diffused by the generator [12],
[20]. The molecules produced by each biological
entity considered in this paper will travel through
the channel independently of each other. Moreover,
we opt to restrict the engineered bacterial population
size, and, in a living host, this can be achieved
through the use of probiotics, prebiotics, phage,
bacteriocins, antibiotics and/or another factor [21],
[22]. This will enable us to investigate the molecular
communication system for this specific scenario,
which can also limit the level of unwanted effects
in the system.

As shown in Figure 1, this bacteria-based biosen-
sor molecular communications system is composed
of two devices, which is the molecular generator and
the bacteria-based biosensor engineered from bacte-
ria, with a diffusion channel connecting them. This
system is investigated through three steps, where
two involves the propagation of molecules. First,
the generator produces a molecular signal x1(t)
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R3 vout
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Q2
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Fig. 1. Representation of the bacteria-based biosensor molecular
communications system proposed in this paper. The considerd appli-
cation scenario is based on a molecular generator that produces and
diffuses molecules through a fluidic channel towards an engineered
bacteria biosensor. (a) The bacteria-based biosensor represents an
AND gate operation that computes the molecular signals from the
generator, and this could be used to sense specific types of molecules.
(b) Analog circuit equivalent of a digital AND gate.

that diffuses into a fluid environment (which can
suffer a molecular input delay of τ1 hours). Next,
the bacteria-based biosensor detects the transmitted
signal y1(t+ tp + τ + τ1) after a propagation period
tp, and computes the molecules through the AND
logic operation.

The second signal s2(tf ) required for the logic
operation is from the surrounding environment.
Resulting from this operation, a molecular sig-
nal x2(tf ) is then emitted from the bacteria-based
biosensor, which may be an indicator (e.g., fluores-
cent proteins and dyes) that represents a computa-
tion by the synthetic logic gate, where tf = t+tp+τ .

A. Mapping of Electronic Circuit Models to Biolog-
ical Processes

Synthetic logic gates can be built using biological
entities, such as bacteria, archaea and mammalian
cells [23]. For this purpose, signalling molecules are
used to activate cellular internal pathways, which
will lead to the production of specific molecular
concentration output as a response to the input sig-
nalling molecules [24]–[26]. To model this dynamic
process, biologists often use rate reaction equations
that describes the chemical concentrations changes
with respect to time [24]–[26].

In this paper, the synthetic AND gate is modelled
using an analog circuit that is able to perform the
Boolean operation, as illustrated in Figure 1b. For

that end, we considered that engineered bacterial
population is immotile and the system is placed in
a location that the fluid is not flowing. The analog
circuit model of the bacteria-based biosensor (see
Figure 2) is further extended to include the reception
and the transmission of molecular signals that is
communicated to the bacteria-based biosensor (see
Figure 2). The equivalent analog circuit model will
be composed of diodes, capacitors, transistors and
resistors, which are represented as biological pro-
cesses. This approach is inspired by the seminal
work in [27] where the diffusion of molecular
signals is represented with electronic engineering
analysis [27]. However, in this paper, an equivalent
circuit is proposed to represent the chemical reac-
tions (in the population level) related to the bacteria-
based computing of molecules, which is a different
approach from [27].

We model the molecular input signal s1(tf + τ1),
the molecular environmental signal s2(tf ), and the
molecular output signal x2(tf ) as the equivalent
voltages of the proposed analogue circuit model
(tf = t+ tp + τ ). Therefore,

s1(tf + τ1) ≡ sin1(tf + τ1), (1)

s2(tf ) ≡ sin2(tf ), (2)

x2(tf ) ≡ sout(tf ), (3)

where sin1(tf + τ1) and sin2(tf ) are the voltages
applied to the base of the transistors Q1 and Q2, re-
spectively (see Figure 2); and sout(tf ) is the molec-
ular output signal produced by the bacteria-based
biosensor. If the engineered bacterial population
density is time-dependent, the absorption and pro-
duction rates will vary accordingly with the bacterial
population density (see Figure 2a). However, if there
is any form of control to the engineered bacterial
population density, their growth will become time-
independent, and the absorption and production rate
will assume fixed values (see Figure 2b). In this
paper, we assume that the engineered bacteria pop-
ulation will have a fixed density. Therefore, from an
electronics perspective, this assumption transforms
the variable resistors shown in Figure 2a into fixed
value resistors illustrated in Figure 2b, simplifying
the model. Consequently, for the proposed circuit,
all resistors will be modelled using fixed binding,
absorption, production and transportation or degra-
dation rate values for the molecules [27].
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Fig. 2. The bacteria-based biosensor represented using an electronic circuit (please observe that tf = t+ tp + τ ). (a) When the bacterial
population size varies with respect to time, the absorption and production rates can be represented as variable resistors (in this paper we
only investigate a fixed bacterial population size). (b) When the bacterial population size is time-independent, the absorption and production
rates can be represented as static resistors.

To activate the bacteria-based biosensor, the dif-
fused molecular signal concentration will first bind
to the bacterial surface membrane receptors and
activates the internal signalling pathways that is
responsible for the production of a secondary molec-
ular signal (sensing indicator). This process is equiv-
alent to the activation of an electronic trigger that
enables the signal to flow through an analog circuit.
This biological reception process is equivalent to
an association of two resistors and two diodes
(see Figure 2). The resistors Rch1, Rch2, Rdis1 and
Rdis2 are the resistance values for the charging
and discharging phase of the capacitor C1 and C2,
respectively. These resistors and their equivalence
to the molecular binding process are represented as
follows [27]

Rch1 = Rdis1 ≡ kb1, (4)

Rch2 = Rdis2 ≡ kb2, (5)

where kb1 and kb2 are the binding rates for the
input molecular signals s1(tf + τ1) and s2(tf ) that
will bind onto the bacterial membrane, respectively.
The binding rate is chosen to be the same as the
unbinding rate, represented by (4) and (5), to model
a scenario where there is a continuous renewal
of molecular reception by the engineered bacterial
population. Additionally, due to the small frequency
analysis, the diodes will be considered as short
circuits, and therefore, will not be mapped to any
biological process [27].

The capacitors C1 and C2 placed after the diode-
resistor association are modelled as equivalent to

the number of bacterial receptors responsible for ab-
sorbing the input molecular signal [27]. Therefore,

C1 ≡ nr1, (6)

C2 ≡ nr2, (7)

where nr1 and nr2 are the number of bacterial
receptors for the molecular signals s1(tf + τ1) and
s2(tf ), respectively. A fraction of the input volt-
ages, after passing the diode-resistor association,
is absorbed by the resistors R1 and R2 placed at
the transistors’ bases. These resistors are defined as
being equivalent to the molecular absorption rates,
kt1 and kt2, for the engineered bacterial population
[27]. Therefore,

R1 ≡
1

kt1
, (8)

R2 ≡
1

kt2
. (9)

Each NPN transistor has an internal resistance
which draws some of the voltage that passes from
the base to its emitter (see Figure 1b). From a
molecular biological perspective, these internal re-
sistance are equivalent as the degradation rates for
each molecular input signal. Therefore,

RQ1 ≡
1

γ1
, (10)

RQ2 ≡
1

γ2
, (11)

where γ1 and γ2 are the degradation rates of the
molecular input signals for the proposed analog
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circuit. The resistor R3 connected to the emitter of
the transistor Q1 draw a certain voltage that feeds to
the output portion of the electronic circuit. For the
proposed synthetic circuit modelling, the resistor R3

uses a fraction of the molecular signal concentration
emitted by the transistor Q1 to produce the required
molecular output signal sout(tf ). This resistor is
represented as [27],

R3 ≡
1

ko
, (12)

where ko is the molecular production rate of the
engineered bacterial population.

For the circuit shown in Figure 2, the capacitor
C3 stores the voltage that reaches the output section,
and the resistor R4 controls the discharge rate of
the stored voltage in this capacitor. The equivalent
biological process for capacitor C3 is the ratio
between the molecular output signal concentration
outside and inside the bacterial cells, and the resistor
R4 is the resistance value generated by the diffusion
channel [27]. Therefore,

C3 ≡
pout
pin

, (13)

and
R4 ≡

1

D
, (14)

where pin and pout are the transportation rates of
molecules secreted from the cytoplasm out to the
membrane of the bacterial cells, respectively, and
D is the diffusion coefficient in aqueous media.

The collector end of the transistor Q2 is applied
a minimum voltage level scc that is required for
the circuit’s operation. This can be represented
in the biological process as the molecular basal
level sbasal that is the minimum concentration of a
specific chemical substance inside a cell [24]. This
equivalence is defined as

scc ≡ sbasal. (15)

III. COMMUNICATIONS MODEL

An overall representation of the end-to-end
bacteria-based biosensor molecular communications
system is presented in Figure 3. We considered the
molecular generator as a transmitter that diffuses
a molecular signal x1(t) into the communications
channel hc(tp + τ). This molecular signal is mod-
elled as [28],

x1(t) =
X

1 + e−2k(t−0.5)
+ n1(t), (16)

Molecular
Generator

Fluid Diffusion
Channel (Chc

)
Bacteria-based
Biosensor (ChB

)

x1(t) y1(tp)

hc(tp+   )

hB(t)

x2(tf)   sout(tf) 

s2(tf)

Input Communications Channels Output

Fig. 3. End-to-end channel model for the bacteria-based biosensor
molecular communications system proposed in this paper. This model
is used to characterize the flows of molecules between the entities,
and to determine how their variations can impact the operation of the
system.

where X is the molecular signal amplitude, n1(t)
is the molecular production fluctuation; where k is
a parameter that approximates this output pattern
to the Heaviside function, and t is the transmission
period. By defining k ≥ 10, we are able to find
a good approximation to compute this continuous
pulse molecular signal [28]. The communications
channel hc(tp + τ) interconnect the molecular gen-
erator to the bacteria-based biosensor, and τ is
the propagation delay. Using the solution for the
Fick’s diffusion equation [29], we characterize this
communications channel as follows

hc(tp + τ) =
1√

4πD(tp + τ)
e

−d2
4D(tp + τ) , (17)

where hc(tp + τ) is the fluidic channel between the
molecular generator and the bacteria-based biosen-
sor; and d is the Euclidean distance.

The molecular signal y1(t + tp + τ + τ1) shown
in Figure 3, results from the interaction between
the molecular signal x1(t) and the communications
channel hc(tp + τ), and is received by the bacteria-
based biosensor. Therefore,

y1(t+tp+τ+τ1) = x1(t)∗hc(tp+τ)+nc(t), (18)

where nc(t) is the molecular noise present in the
environment from different molecules. Depending
on the medium type, different molecular signals
concentration reaches the bacteria-based biosensor
composed of engineered bacterial population den-
sity nbac, and invoke each individual cell to produce
a response molecular signal s1(tf ), which is repre-
sented as follows

s1(tf + τ1) = nbac.y1(t+ tp + τ + τ1). (19)

The signals s1(tf ) and the second molecular signal
s2(tf ) that exists in the environment will be pro-
cessed by the bacteria-based biosensor to produce
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the molecular signal sout(tf ). We consider that the
molecular concentration level of s1(tf ) and s2(tf )
are higher than the required threshold to activate
the bacteria-based biosensor operation. However,
asynchronous signals for each of the inputs can
arrive at the gate with a lag. We define this time
difference as the molecular input delay τ1, and its
impact on the reliability of the computation has
been investigated in [31]. In this paper we consider
that there is no propagation delay (τ ) affecting the
communications process, τ = τ1 = 0.

IV. SYSTEM ANALYSIS

A. Channel Capacity Analysis
The proposed bacteria-based biosensor molecular

communications system is composed of two in-
dependent communications channels as shown in
Figure 3. The capacity of the fluid channel Chc and
of the bacteria-based biosensor operation ChB are
modelled as follows [32]

Chc = Bf log2


1 +

Py1
Pn1


, (20)

ChB = Bf log2


1 +

Psout
Pn2


, (21)

where Bf is the molecular signal frequency band;
Py1 , and Psout are the molecular signal power for
y1(t + tp + τ + τ1), and sout(tf ), respectively; and
Pn1 , Pn2 are the power of the noise generated during
the production of the molecular signals y1(t+ tp +
τ + τ1), and sout(tf ), respectively. The power of the
molecular signal y1(t+ tp + τ + τ1) and sout(tf ) are
described as follows

Py1 =
1

2T

∫ T=tf+τ1

T=0
|y1(t+ tp + τ + τ1)|2dtp, (22)

and
Psout =

Sout(fs)
2

ZOUT
, (23)

where T = tf is the molecular signal duration. The
noise power can be represented as follows

Pn1 = σ2
1, (24)

and
Pn2 = σ2

2, (25)

where σ1 and σ2 are the standard deviation of the
molecular noise generated during the production

of the molecular signals y1(t + tp + τ + τ1) and
sout(tf ). The biological noise model for bacteria-
based computation is still unknown (this can be fur-
ther improved with the help of wet lab experiments).
Therefore, in this work we opted to represent the
computation noise as the small fluctuations resulting
from the production of the molecular output signal
sout(tf ) and can be modelled as an AWGN noise
[31].

B. Frequency Domain Analysis
We also analyze the operation of the logic biosen-

sor and evaluate the engineered bacterial commu-
nications channel hB(t) in the frequency domain,
which is required for expressing the molecular out-
put signal sout(tf ). Therefore,

sout(tf ) = s(t) ∗ hB(t) + n2(t), (26)

where st = sin1(tf ).sin2(tf ). By applying the
Fourier transform to (26), this equation can be
rewritten as

Sout(fs)

S(fs)
= HB(fs) +

N2(fs)

S(fs)
, (27)

where HB(fs) is the frequency domain repre-
sentation of the communications channel hB(t);
Sout(fs)/S(fs) is the ratio between the frequency
domain representation of the molecular signal out-
put, Sout(fs), and input, S(fs), concentration; and
N2(fs)/S(fs) represents the random fluctuations
associated with the production of the molecular
signals. Using the proposed equivalent electronic
circuit, the communications channel HB(fs) is eval-
uated as follows

HB(fs) = ZIN1 + ZIN2. (28)

where ZIN1 and ZIN2 are the equivalent impedances
for the lower and upper sections of the proposed
circuit illustrated in Figure 4, respectively. Figure 4
shows the two parts of the equivalent circuit for the
evaluation of (28). First, we evaluate the circuit’s
output section equivalent impedance (Figure 4c),
and then, the lower section of the circuit which is
associated with the reception of the molecular signal
transmitted by the molecular generator (Figure 4b).
Lastly, we evaluate the equivalent impedance of
the upper part of the circuit which receives the
molecular signal that lies around the bacteria-based
biosensor (Figure 4a).
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Fig. 4. Frequency domain representation of the bacteria-based biosensor circuit for the evaluation of its impedance equivalence. (a)
Representation of the full bacteria-based biosensor circuit. (b) Equivalent impedance of the upper and lower sections of the circuit (the lower
and upper sections represent inputs 1 and 2 into the gate, respectively). (c) Equivalent impedance of the output section of the gate.

The equivalent output impedance for the circuit
shown in Figure 4c is represented as

ZOUT =
R4 + 2πfsR3R4C3

R3 +R4 + 2πfsR3R4C3

, (29)

where ZR3 and ZR4 are the impedance of resistors
R3 and R4, respectively; fs is the molecular signal
frequency; and ZC3 is the impedance of capacitor
C3. As the diodes were assumed to be short circuits
then, ZRD1 = ZRD2 = ZRD3 = ZRD4 = 0 [27]. The
equivalent impedance for the lower section of the
circuit, shown in Figure 4, is represented as

Z1 =
Rch1

Rdis1 +Rch1

, (30)

where Z1 is the impedance for the lower section
of the proposed circuit; ZRch1 and ZRdis1 are the
impedance for the resistors, Rch1 and Rdis1, re-
spectively. For this representation, the diodes are
modelled as resistors because we consider that the
system will operate with a low molecular signal
frequency [33]. By knowing the impedance value
Z1, the equivalent impedance for the lower section
of the circuit can be represented as

ZIN1 =
2πfsC1(R1 +RQ1 + ZOUT )

1 + 2πfsC1(R1 +RQ1 + ZOUT )
, (31)

where ZRQ1 is the impedance of the transistor’s
internal resistor RQ1, and ZR1 is the impedance of

TABLE I
PARAMETERS CONSIDERED FOR THIS ANALYSIS

Variable Value Unit Reference
kb1, kb2 0.1 – *

kt1, kt2, pout, pin 10 – *

ko 0.002 – *

D 4.9 cm2/h *

γ1, γ2 0.5× 103 – *

nr1, nr2 100 receptors *

Pn1 10−2 mM *

Pn2 10−22 mM *

* Obtained through the analysis of the wet lab experimental
data.

resistor R1. The upper section of the circuit can be
described in a similar manner as the lower section.
Therefore,

Z2 =
Rch2

Rdis2 +Rch2

, (32)

and

ZIN2 =
2πfsC2(R2 +RQ2)

1 + 2πfsC2(R2 +RQ2)
(33)

where ZRQ2 is the impedance of the transistor’s
internal resistor RQ2; Z2 is the input impedance for
the upper section of the proposed circuit; ZRch2 and
ZRdis2 are the impedance for the resistors, Rch2 and
Rdis2, respectively; and ZC2 is the impedance for
the capacitor C2.
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V. NUMERICAL ANALYSIS

In this section, we analyse the bacteria-based
biosensor operation by evaluating the molecular
output signal concentration sout(tf ) for different
scenarios and utilize it to also evaluate its channel
capacity and the diffusion channel capacity. The
aim of these analyses is to investigate the com-
munications that enable the logic computation of
two molecular input signals for the bacteria-based
biosensor. The results described in this section were
obtained through simulation and analytical evalua-
tion of the proposed electronic equivalent model.
The parameters and their values are presented in
Table I.

A. Molecular Generator Signal Production

The production of the molecular signal by the
generator is the first step of the communications sys-
tem’s operation. Depending on the molecular signal
concentration y1(t+ tp+τ+τ1) that is able to reach
the bacteria-based biosensor after diffusing through
the channel hc(tp + τ), the engineered bacteria will
be required to produce a molecular output signal
sout(tf ). Therefore, we use (16) to generate an unit
step signal that will diffuse through the channel
to determine the molecular signal concentration
that sufficient enough to activate the bacteria-based
biosensor.

We considered two scenarios for this analysis.
First, we defined five amplitude values (X =
{3, 5, 7, 9, 11}M) for the molecular signal produced
by the generator and measured the cumulative
molecular signal concentration y1(t+tp+τ+τ1) for
the propagation period of t + tp = 14, 400 seconds
(time required to produce sufficient the molecular
signal that can be detected based on our wet lab
experiment, described in Appendix A). We also
defined a fixed distance between the molecular
generator and the bacteria-based biosensor (d =
0.5 cm). Figure 5a presents the results for this
scenario. Despite the high amplitude value of the
molecular generated signal x1(t), the system takes
several hours to receive a high molecular signal
concentration y1(t + tp + τ + τ1). In the second
scenario, we chose a fixed value for the amplitude
of the molecular generated signal and varied the
distance between the generator and the proposed
equivalent circuit. Figure 5b presents the results and
shows that takes several hours to receive a high
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Fig. 5. Cumulative molecular signal concentration received at the
lower section of the circuit shown in Figure 2. (a) We first consider
a fixed distance d = 0.5 cm and different molecular input signals
concentration amplitudes X to evaluate the cumulative molecular
signal concentration. (b) Second, we fixed the molecular input signal
amplitude X = 11 M and vary the distance d between the generator
and the bacteria-based biosensor.

molecular signal concentration y1(t + tp + τ + τ1).
Nonetheless, the second scenario will result in a
higher quantity of molecular signal concentration
y1(t+ tp + τ + τ1) that will be received at the lower
section of the circuit compared to the first scenario,
which can result in higher probability of activating
the bacteria-based biosensor.

The results presented in Figures 5a and 5b shows
that the engineered bacteria of the bacteria-based
biosensor requires high molecular signal concentra-
tion to accumulate in order to activate the signalling
pathway, then the molecular generator should ide-
ally have a distance d ≤ 0.1 cm. At the same time,
the generator is also required to produce molecules
at the highest quantity possible, X ≥ 11 M, and
these values are used in our biosensor operation

JOURNAL PAPER: FREQUENCY ANALYSIS OF LOGIC COMPUTATION FOR
BACTERIA-BASED BIOSENSOR MOLECULAR COMMUNICATION SYSTEM

127



SUBMITTED PAPER 9

analyses. Nevertheless, we define a low range for the
cumulative molecular signal concentration (between
0 mM and 0.1 mM) to investigate the communica-
tions performance of the system as this is the same
range that is used in our wet lab experiments (a
further description can be found in Appendix A).

B. Circuit Operation

The logic operation starts when the molecular
signals sin1(tf + τ1) and sin2(tf ) binds to the
receptors of the bacterial membrane. When the
molecular concentration is above a certain threshold,
the circuit will be triggered and perform a Boolean
AND operation. In our first analysis, we investigate
the impact of the molecular signal frequency on
the production of a high level of molecular output
signal concentration sout(tf ). Our objective is to
produce a sufficient quantity of molecular output
signal concentration that will improve the posterior
detection by the bacteria-based biosensor. For this
scenario, we considered different molecular signal
frequency values (ranging from 1µHz to 1 Hz) and
the results are shown in Figure 6. In this analysis,
we simulated the circuit considering that the ampli-
tude of the molecular signal sin2(tf ) was equal to
0.5 mM (value defined by our wet lab experiment
restrictions) and the amplitude is varied for the
molecular signal sin1(tf+τ1) from 0 mM to 0.1 mM.
In this scenario, there was no molecular input delay
considered (τ1 = 0). It can be noted from Figure 6
that for the frequencies ranging from 1 × 10−6 Hz
to 1 × 10−5 Hz the bacteria-based biosensor pro-
duces higher molecular output signal concentrations
sout(tf ). This result is due to the direct relationship
between the molecular signal frequency and the
circuit’s components and their biological properties
described earlier. Therefore, using molecular signals
with a frequency that is higher than this range will
result in a different circuit design, and require the
specification of different components. Additionally,
it is important to note that the low magnitude on
the molecular output signal concentration shown in
Figure 6 (and in the other results presented in this
paper) is due to the small size of the engineered
bacterial population considered in this paper.

For the next analyses, we define a specific molec-
ular signal frequency that will take several hours to
be consumed by the engineered bacterial population.
The molecular signal frequency can be defined as
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Fig. 6. Molecular output signal concentrations with respect to
varying signal frequency fs of lower section (input 1 to the gate) and
fixed upper section input concentration amplitude Sin2 = 0.5mM.

the inverse of this signal period. Therefore, for a
long pulse period (20 hours), the molecular signal
frequency can be evaluated as

fs =
1

20 h
=

1

72000 s
= 1.39× 10−5 Hz. (34)

This long pulse period assumption is based on the
standard duration that exists in natural biological
processes and the result obtained in our first analysis
[34].

We use the molecular signal frequency value in
(34) to generate the molecular signals sin1(tf + τ1)
and sin2(tf ) and analyse their impact on the pro-
duction of the molecular output signal concentration
sout(tf ). Moreover, we create a linear relationship
between the amplitudes of the molecular signals
concentration sin1(tf + τ1) and sin2(tf ) to simulate
the bacteria-based biosensor. For the first scenario
of this analysis, we defined five fixed molecular
signal sin1(tf + τ1) amplitudes, and varied the am-
plitudes of the molecular signal sin2(t) from 0 mM
to 0.5 mM. Figure 7a shows the result of this simu-
lation. Despite the linear relationship, the resulting
molecular output signal concentration sout(tf ) is
nonlinear (sigmoid curve). We obtained a differ-
ent result in our second scenario of this analysis
when we varied the molecular signal concentration
sin1(tf + τ1) amplitude from 0 mM to 0.1 mM, and
considered five fixed values for the molecular signal
concentration sin2(tf ) amplitudes. In this scenario,
the molecular output signal concentration sout(tf )
slightly increases (almost linear) with respect to the
sin1(tf+τ1), as illustrated in Figure 7b. We can infer
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Fig. 7. Evaluation of the molecular output signal concentration for
two different scenarios. (a) Different lower section input molecular
concentration amplitude Sin1 with a fixed upper section input
concentration amplitude Sin2. (b) Different upper section input
molecular concentration amplitude Sin2 with a fixed lower section
input concentration amplitude Sin1.

from these results that the molecular signal concen-
tration sin1(tf+τ1) biases the circuit transistor Q1 in
the linear region, while the bias presented in Figure
7a is for the nonlinear region of the transistor Q2.
Despite the different circuit behaviour displayed in
Figures 7a and 7b, high molecular output signal con-
centration sout(tf ) is obtained when the amplitude
of the molecular signals concentration sin1(tf + τ1)
and sin2(tf ) are 0.1 nM and 0.5 nM, respectively.

Following the results obtained in the previous
scenario, we now simulate the proposed equivalent
circuit for 14, 400 seconds (5 hours) to investigate
the behaviour of molecular signals sin1(tf + τ1),
sin2(tf ) and sout(tf ) in the time and frequency do-
mains. These analyses will ensure that the bacteria-
based biosensor will operate as expected in the
long term, and to understand how the different

channels that compose the bacteria-based molecular
communications system would affect its operation.
We also considered the molecular signals concentra-
tion sin1(tf + τ1) and sin2(tf ) as cosine molecular
signals with amplitude equal to Sin1 = 0.1 mM
and Sin2 = 0.5 mM, respectively; and molecular
signal frequency equal to (34). The molecular signal
concentration are shown in Figure 8. Due to the
selected frequency value, the pulse period of both
molecular signals sin1(tf + τ1) and sin2(tf ) are too
large, and consequently, their oscillatory behaviour
is not shown in Figure 8a. The molecular output
signal sout(tf ) resulting from this scenario is shown
in Figure 8b and its behaviour is similar to the
molecular output signal of a synthetic logic gate op-
eration modelled using a set of ordinary differential
equations (which is the standard model for synthetic
systems) [19], [31]. For the frequency domain that
is shown in Figure 8c, we evaluated the power
spectrum density of the molecular signals Sin1(fs)
and Sin2(fs) which shows two distinct behaviours
dependent on the molecular signal frequency value.
Both molecular signals Sin1(fs) and Sin2(fs) have
a linear decrease as the frequency value increases
from 1 × 10−5 Hz to 1 × 10−4 Hz. Nonetheless,
around the frequency value of 1 × 10−4 Hz, both
curves present their second behaviour and start to
decrease exponentially towards the zero concentra-
tion value. A different behaviour is observed in the
power spectrum density plot of the molecular output
signal Sout(fs). It can be noted from Figure 8d
that only one behaviour is displayed by the molec-
ular output signal Sout(fs), which exponentially
decreases as the molecular signal frequency value is
increased from 1× 10−5 Hz to 1× 10−3 Hz towards
the zero molecular signal concentration value. This
behaviour results from the long molecular signal
period that is considered in our study.

C. Channel Capacity

Next we evaluate the capacity for the molecular
channel hc(tp+τ) and the circuit hB(t). In this anal-
ysis, we aim to evaluate the communication limits
for this bacteria-based system. We first investigate
the diffusion channel hc(tp+ τ) capacity by consid-
ering the same scenarios in Section V-A. Moreover,
as required by (20), we evaluate the power spec-
trum density of the molecular signal concentration
y1(t+ tp+τ +τ1) using (22). Figure 9a presents the
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Fig. 8. Time and frequency representation of the molecular input and output signals simulated on the proposed circuit. (a) Circuit molecular
input signals concentration sin1(tf + τ1) and sin2(tf ) generated by a oscillatory source with frequency fs = 1.39× 10−5 Hz. (b) Circuit
molecular output signal concentration sout(tf ) obtained using the oscillatory sources with frequency fs = 1.39 × 10−5 Hz. (c) Power
spectrum density of the circuit molecular input signals concentration Sin1(fs) and Sin2(fs). (d) Power spectrum density of the circuit
molecular output signal concentration Sout(fs).

fluid medium channel capacity for five molecular
generated signal amplitudes at a fixed distance of
d = 0.5 cm between the molecular generator and the
bacteria-based biosensor. In this case, the channel
capacity reduces with respect to the increase in the
molecular signal frequency. It also can be noted that
the channel capacity is severely reduced for higher
molecular generated signal amplitudes. For our next
analysis, we fixed the molecular generated signal
amplitude X = 11 M and evaluated the channel
capacity for five distances between the molecular
generator and the proposed equivalent circuit. As
shown in Figure 9b the distance d produces a
linear channel capacity that is lower than the result
shown in Figure 9a. Moreover, there is also an
inverse relationship between the distance d and the
channel capacity due to the lower molecular signal
concentration reaching the bacteria-based biosensor.

For the evaluation of the channel hB(t) capacity,

we first need to obtain the circuit’s emitted power.
Therefore, we simulate the circuit (see Figure 2)
using the oscillatory molecular signals concentra-
tion sin1(tf ) and sin2(tf ) with amplitude equal to
Sin1 = 0 mM and Sin2 = 0.5 mM, respectively, to
evaluate the power spectrum density of the molec-
ular output signal Sout(fs)2. We also consider a
second scenario where we modify the amplitude of
the molecular signal concentration to 0.1 mM and
use the same amplitude of the molecular signal con-
centration sin2(tf ) from the previous scenario. Next,
we evaluate the bacteria-based biosensor impedance
using (31), (33), (34) as well as the parameter
values displayed in Table I, and resulted in the
value of 0.99 Ω. Using these results and (21), we
numerically evaluate the bacteria-based biosensor
channel capacity. This analysis is depicted in Figure
10. We can observe that for both amplitudes of the
molecular signal concentration, the sin1(tf ) results
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Fig. 9. Evaluation of the diffusion channel capacity for two different
scenarios. (a) First, we fixed the distance d = 0.5 cm between
the molecular generator and bacteria-based biosensor and varied
the molecular input signals amplitude X . (b) Second, we fixed the
molecular input signal amplitude X = 11M and varied the distance
d between the molecular generator and the bacteria-based biosensor.

in a linear decreasing channel capacity. This result
is similar to the linear region of the fluid medium
channel capacity depicted in Figure 9a. This means
that the operation of the bacteria-based biosensor
is impacted from the channel effects from the fluid
channel. Therefore, we infer that the bacteria-based
biosensor channel capacity could be improved by
modifying certain parameters such as the molecular
generated signal amplitude and the distance between
the generator and the engineered bacterial popula-
tion.

From the results presented in this section, we
infer that the main parameter affecting the bacteria-
based biosensor operation is the molecular signal
frequency. We also observed that lower frequencies
of signals generated approximates the simulation
and theoretical models to the natural systems. On
the other hand, higher frequencies will require a
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Fig. 10. Channel capacity of the bacteria-based biosensor for
different molecular signal concentrations amplitudes Sin1 and Sin2.

more robust bacterial population engineering to in-
crease the reaction rates, but they are expected to
result in higher molecular output signal concentra-
tions, which eases its integration with other systems.
Furthermore, the results suggest that fine tuning of
the molecular frequency value will result in better
communications performance for the bacteria-based
biosensor. Lower molecular signal frequencies pro-
duces large pulse periods, resulting in a molecular
signal similar at a constant value (a DC source,
instead of an AC source). This constant value acts
longer for the bacteria-based biosensor computation,
and have a narrow molecular signal frequency band
as shown in Figure 8c.

VI. WET LAB EXPERIMENT

We performed wet-lab experiments to validate
our analytical model, where the full description
of the experiment is described in Appendix A. In
the experiment that is illustrated in Figure 11a, we
directly applied the molecular signal concentration
amplitude Sin1 = 0.1 mM and molecular envi-
ronmental signal concentration amplitude Sin2 =
0.5 mM into an engineered bacterial population that
represents the biosensor and measured the molec-
ular output signal (to obtain a better control of
the bacteria-based biosensor operation experimental
observations). The output from the successful AND
operation of two high inputs result in yellow stains
as illustrated in the Figure 11b.

We measured the experimental cumulative molec-
ular output signal concentration during 14, 400 sec-
onds (5 hours) and compared with the cumulative
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Insertion of the molecular
input signals concentration

5 hours

Absorbance
measurement

(a)

(b)

Fig. 11. A 96-well plate assay for the synchronized production of the
molecular signal sout(tf ). The molecular signal sin1(tf ) was inducer
IPTG, which activates the genes to produce the required proteins.
The molecular signal sin2(tf + τ) was the substrate nitrile that is
converted by the enzyme to acid and ammonia. (a) Illustration of the
wet lab experiment demonstrating the operation of a synthetic AND
gate (this process is fully discussed in [35]). Regular readings of the
absorbance levels were taken for a period of 5 hours. (b) The yellow
color indicates two 1 input into the AND gate, resulting in a 1 output.
In the case of clear color, this means that either the inputs were 1
and 0 (or vice versa), or two 0’s.
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Fig. 12. Comparison between the molecular output signal concen-
tration obtained from the simulation and the wet lab experiment. This
is for an AND operation that resulted in a 1 output signal.

molecular output signal obtained from the simu-
lations using the data from Figure 8b. For both
the simulations as well as wet lab experiments, the
molecular output signals are obtained through the
use of quasi-continuous molecular input signals by
considering longer periods for the pulse of molec-

ular transmission. Therefore it is expected that the
cumulative molecular output signal sout(tf ) will be
represented as a linear function [36]. Additionally,
we considered that each engineered bacterium of
the population has the same characteristics and
behaviour, where there is no social impact such
as competition for shared goods. These conditions
allow us to fit the simulation to the experimental
results by a multiplying factor (related to the dif-
ference between the population sizes on the wet
lab experiment and the simulation scenario), which
in this case was equal to 800, 000, 000. Figure 12
shows the comparison between these two molecu-
lar output signals and the simulated curve, which
has close correlation to the experimental result.
In this case, we obtained a mean square error of
7.33 × 10−3 M. Therefore, the proposed electronic
equivalent circuit (see Figure 2) is a valid model to
describe a synthetic Boolean AND gate computation
and can be used to design more complex synthetic
circuits.

VII. CONCLUSION

Synthetic biology research has facilitated the en-
gineering of biological cells to function in a sim-
ilar manner to electronic components and systems
(e.g., logic gates, oscillators). Nevertheless, one of
the main drawbacks for this approach is how to
address the impact that environmental factors can
have on the operation of the engineered cells, and
in particular on the signals that flow towards the
cells to be computed. In this paper, we introduce
an electronic equivalent circuit model of a bacteria-
based biosensor that operates as a synthetic AND
gate, and investigate the performance of the system
when computing external molecular signals con-
centration. To evaluate our proposed model, we
abstracted the incoming molecular signal concen-
tration as being artificially produced by a generator,
which can represent any source, such as a diseased
cells. Based on these abstractions, we proposed two
analyses to investigate its operation performance,
and this includes analysing the signals in the fre-
quency domain and channel capacity. Our analyses
suggests that the molecular signal frequency is an
important parameter for the system’s design as it
severely affects both the molecular output signal
concentration amplitude and the channel capacities
(diffusion channel and circuit operation). Numerical
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analysis concluded that low frequency molecular
signals is ideal, in order for the bacteria-based
biosensor to produce sufficient molecular output
concentration. This study also shows the validation
of the electronic equivalent model through a wet
lab experiment of an AND gate developed from
engineered bacteria. The comparison between the
simulation and experimental data resulted in a mean
square error of 7.33× 10−3 M.

The joint analysis between the numerical analysis
and the wet lab experiments indicates the feasibility
of using an electronic equivalent circuit model for
the design of molecular communications systems
that incorporates synthetic logic gates for computa-
tion. Additionally, a variety of different fluorescent
proteins (green, yellow, red) that are often used
for molecular biology analysis, could be employed
into our proposed system as the final outputs to be
read and linked to a variety of different promotors,
each responding to different molecular input signals.
Some of these signals can be designed to be read
by IVIS imaging (in vivo in situ imaging) using
a camera [37] that detects, in real time, a signal
transmitted by microbes located inside of a sedated
animal (e.g., mouse). Therefore, the proposed ap-
proach in this paper can support the development of
robust biosensors that specifically react to a related
molecular signal for precise use of herbicides and
theranostics applications in humans, animals and
plants, as well as for quality tests of food samples.

APPENDIX A
WET LAB EXPERIMENT

A nitrilase gene from a Burkholderia bacte-
ria was PCR amplified and cloned to an expres-
sion vector. Each 15µL PCR reaction mixture
contained 7.5µL PlatinumTMSuperFiTMGreen PCR
Master Mix (ThermoFisher Scientific, Cat. No.
12359010), 15µM of each primer and 1µL cell
suspension with a final cell O.D. @600 nm = 0.04.
The following PCR conditions were used: 1 cycle
of 95 ◦C for 5 min, 30 cycles of 95 ◦C for 1 min,
56 ◦C for 1 min, 72 ◦C for 2 min, followed by 1 cycle
of 72 ◦C for 5 min. The PCR product was cleaned
using the Zymo Research clean and concentratorTM-
5 (Zymo Research, Cat. No. D4013) as per the
manufacturer instructions with elution in water. The
pRSF-2 Ek/LIC vector (Novagen, Cat. No. 71364)
was used for expression of the nitrilase. Cloning

procedures were followed as per manufacturer’s
instructions, with ligations transformed to E. coli
BL21 (DE3) as per manufacturer’s guidelines for
heat shock transformations.

The detection of the molecular output signal
(ammonia) was carried out using the Nessler’s mi-
croscale ammonia assay [35]. Assays were carried
out in 150µL format containing potassium phos-
phate buffer pH 7, a final cell O.D. @600 nm
of 0.5 and a final substrate (molecular input sig-
nal sin2(tf + τ)) concentration of 0 mM, 5 mM
or 10mM (no, low or high molecular signal am-
plitude Sin2, respectively). The amounts of en-
zyme expression inducer, IPTG (Isopropyl-β-D-
thiogalactopyranoside, Zymo Research, L1001-5),
(molecular input signal sin1(tf )) was either 0 mM,
0.1 mM or 0.5 mM (no, low or high molecular signal
amplitude Sin1, respectively). The biotransforma-
tion was carried out over 5 hours with regular
readings taken throughout. To quench the contin-
ued generation of signal, 37.5µL of 250 mM HCl
(Sigma-Aldrich, Cat. No. 435570) was added to stop
the reaction. Cell biomass was removed at 500 x
g for 10 minutes at 4 ◦C. We transferred 20µL of
the quenched reaction supernatant to a microtiter
plate and to this 181µL of the Nessler’s master
mix was added (151µL deionised H2O, 1.0µL 10N
NaOH (Sigma-Aldrich, Cat. No. 765429) and 25µL
Nessler’s reagent (Sigma-Aldrich, 72190). Reaction
was incubated at room temperature (22 ◦C) for 10
minutes and the absorbance was read at 425 nm. The
appropriate controls were used at all stages of ex-
periments, with no sin1(tf )−, no sin2(tf+τ)− or no
cell-controls used. All experiments were replicated
and performed three times.
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A Reliability Analysis for Bacterial Molecular
Computing on a Chip

Daniel P. Martins, Student Member, IEEE, Michael Taynnan Barros, Member, IEEE, Thitipol Sinkruasuan,
Benjamin O’Sullivan, Alan O’Riordan, and Sasitharan Balasubramaniam, Senior Member, IEEE

Abstract—Synthetic oscillators and logic gates have been designed in the past years to perform computing function that can lead to
new applications for monitoring the environment or even treat metabolic diseases. In this paper, we analyse the reliability of a logic
AND gate by an engineered bacterial population that is sensed by an electrochemical sensor on a chip. Our analysis incorporates
concepts from molecular communications between the entities to determine how unwanted effects (e.g., delays and noises) impact on
the reliability of the logic computation, as well as conditions of pH limits and current ranges that need to be passed through the
nanowire for sensing. Our numerical analysis found that a small variation in the production delay of molecules by the bacteria can have
a major impact on the reliability of the computation. Our results show that the electrochemical sensors can detect small pH changes
created by the acidification of the fluid medium due to the emission of the molecules produced from the engineered bacteria. The
integration of molecular communications with synthetic logic gates and sensing systems can provide a new breed of bio-electronic
chips that enables computing to be performed by both biological cells as well as silicon technology.

Index Terms—Synthetic logic gate, Bacterial molecular computing, Internetof Bio-Nano Things.

F

1 INTRODUCTION

BACTERIA communicate to coordinate, or interfere, on
individual and population level tasks through quorum

sensing signalling [1]. For example, bacteria can protect
themselves from environmental changes through their sig-
nalling pathways related to energy consumption [1]. At the
same time, they can promote the synthesis of antibiotic
molecules that interfere with other bacterial populations [2].
In the past years, researchers have been investigating this
signalling process to synthetically induce bacterial popula-
tions to display behaviours that mimic their natural traits
[1], [3]. These molecular computing systems are often based
on synthetic logic gates and have been applied towards the
production of therapeutic molecules [4].

Bacteria signalling processes can also be applied to the
design of engineered nanoscale biological systems that ex-
change molecular information [5], [6]. This recent commu-
nications paradigm is named Molecular Communications,
and it is devoted to modeling the exchange of molecular
information in a similar manner as conventional commu-
nications systems [6]. Through the investigation of these
systems, a number of applications have been proposed,
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Electrochemical sensors

Molecular
generator

Analog
Front-end

Fig. 1. Illustration of the integration of a bacteria-based molecular com-
munications system with an electrochemical sensing device proposed
in this paper. The electrochemical sensor detects the pH level change
due to the molecular signal produced from the computing operation, and
process this signal using an analog front-end.

such as the jamming of the communications processes in-
volved with the biofilm formation, and the construction of
a bacteria-based synthetic logic circuits [7], [8]. A particular
application that has resulted in a number of biotechnology
applications is logic circuit computing, and a number of
works have developed such molecular computing systems
from bacterial cells. This in turn can enable new forms
of bio-electronic chips where computing are performed by
both biological cells as well as silicon technology. In our
case, we term our particular application as Bacterial Molecu-
lar Computing on a Chip. Nevertheless, the reliability analysis
of the computing of molecular signals combined with the
constraints of electro-chemical sensing for such a chip has
not been fully investigated.

We analyse the reliability of the molecular computing
output signal that is detected by electrochemical sensors
that is part of the chip (see Figure 1). Example applications
for chips that incorporate logic computing may include the
remote monitoring of contaminant levels on a particular
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environment and precision healthcare monitoring [9], [10].
Specifically, the real-time telemetry of clinical analytes such
as pH level can provide non-invasive methods for health
condition surveillance of chronic disease patients. In this
paper, we use a similar electrochemical sensing system
design as in [10]. However, our focus is to measure the pH
level change due to the emission of molecular signals from
the engineered bacterial population that represents a logic
gate.

In this paper, we propose a simple biosensor design that
can be applied on the future development of a Internet
of Bio-Nano Things framework [11], [12]. In this case, a
bacterial population is engineered to detect two molecular
signals secreted from a nanoscale system, which we term as
a molecular generator, and depending on its computation
process it will produce secondary molecular signals that will
be emitted and further detected by electrochemical sensors.
In this particular case, the computation is performed by
an AND logic gate engineered bacteria. The secondary
molecular signal when propagating into the environment,
changes the pH level of the media around the engineered
bacterial population, allowing it to be indirectly measured
by the electrochemical sensors. Therefore, we focus our
analysis on the probability of correct detection of molecular
concentration values at the electrochemical sensors based
on the molecular propagation through a fluid media. The
evaluation includes analysing the impact of the molecular
pulse amplitude on the integrity of the received signal con-
centration at the molecular generator. We also consider other
unwanted effects such as molecular input delays and signal
production fluctuations that can affect the performance of
the system.

Our main contributions are as follows:

• Analysing the reliability of molecular environmen-
tal signals computation: We analyse two factors that
includes the delay and signal amplitude, that can
affect the reliable processing of molecular generated
signals and, consequently, the signal to be analyzed
by the chip.

• Bacterial molecular computing and electrochemical
sensing reliability analysis: We analyse and com-
bine the reliability of the generated molecular signals
in conjunction with the constraints of the pH levels
as well as current signals through the nanowires of
the chip.

The rest of the paper is organised as follows. In Section 2,
we describe the system model. Then, in Section 3 we present
the analytical results for the reliability evaluation of the
logical computation by the engineered bacterial population.
Lastly, in Section 4 we present our conclusions.

2 SYSTEM MODEL

The molecular communications system for the chip, illus-
trated in Figure 2, represents an interaction between a
molecular generator and an engineered bacterial popula-
tion, and its interface to an electro-chemical sensor. This
source is an abstract representation of the different artificial
or biological systems that can be used to produce and emit

Molecular
Generator

hc1(tc+ )

Transceiver

Electrochemical
Sensors

x1(t), x2(t)

y1(t), y2(t)

y3(t)hc2(tc+ )

Fig. 2. Communications model of the bacteria-based system investi-
gated in this paper. The two signals produced and transmitted by the
molecular generator can reach the engineered bacterial population and
be processed into a molecular output signal that will affect the pH level
of the fluid media, which is detected by the electrochemical sensors
embeded into a chip.

molecular signals. For example, this bacteria-based molec-
ular communications system can be composed of a plant
root that represents a molecular generator, and engineered
soil bacteria that represents a logic gate, or two engineered
bacterial populations in an agar plate that interacts and
produces molecular output signals that will affect the pH
level of the media around these entities.

As introduced in the previous section, pH level changes
can be detected by electrochemical sensors, and this could
enable molecular signals to be transmitted to the Inter-
net. These devices transduce chemical signals into elec-
trical currents or potential that is measured in amperes
or volts, respectively. Figure 2 shows the communication
model representation for this process. The pH level change
is transduced into an electrical signals by a readout circuit
that is composed of a potentiostat and an instrumental
amplifier [10]. These analog signals are multiplexed and
converted into digital signals before being processed by the
microcontroller on the chip.

Due to the sensitivity of the electrochemical sensors,
the molecular output signal concentration produced by the
engineered bacterial population need to be as accurate as
possible to not generate the inaccurate pH variations. There-
fore, we focus our analysis on the accuracy of the detection
of the molecular output signal by the electrochemical sensor.
We also consider that the three entities (molecular gener-
ator, engineered bacterial population and electrochemical
sensors) are immersed in a fluid media. Furthermore, the
engineered bacterial population, represented by an AND
gate, will act as a concentration sensor for the molecular
signal diffused by the generator and produce the secondary
signal that will be detected by the electrochemical sensors
[5], [9].

The molecules produced by each biological entity con-
sidered in this paper will travel through the channel inde-
pendently of each other. Therefore, the channel hc(tc + τ)
can be characterised by using the solutions for fluid media
which is the Fick’s diffusion equation [13], and represented
as follows
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hc1(tc + τ) =
1√

4πDc(tc + τ)
e

−d2TS1

4Dc(tc + τ) , (1)

where, hc1(tc + τ) is the fluid channel that interconnect
the three entities; Dc is the diffusion coefficient for the
molecular signals propagation in the fluid channel; τ is the
propagation delay; and dTS1 is the Euclidean distance be-
tween the molecular generator and the bacteria-based AND
gate population centre. The distance assumption is to ensure
that all the bacteria-based AND gate will equally contribute
to the molecular signal sensing, as well as production of the
feedback molecular signals to the generator.

The molecular generator produces the signals x1(t) and
x2(t) as train of pulses with amplitude X1 and X2, re-
spectively. These signals will propagate through the chan-
nel hc1(Tc + τ), resulting in the molecular signals y1(tc)
and y2(tc) (shown in Figure 1), that are received by the
engineered bacterial population. Therefore, the molecular
signals y1(t) and y2(t) can be evaluated as follows

{
y1(t) = x1(t) ∗ hc(tc + τ) + n1(t),

y2(t) = x2(t) ∗ hc(tc + τ) + n2(t),
(2)

where n1(t) and n2(t) are the propagation noises, which are
modelled as a Poisson distributions with λ1 and λ2 equal to
the number of molecules emitted through the channel [14].
As both the molecular generator and the engineered bacte-
rial population output a signal concentration, the number of
molecules can be determined as follows{

λ1 = y1(t)N0,

λ2 = y2(t)N0,
(3)

where N0 = 6.022× 1023 is the Avogadro’s constant [15].
Depending on the propagation behaviour through the

fluid, either high or low molecular signals concentration will
reach the engineered bacterial population and are logically
computed to produce the response molecular signal x3(t).
We consider that the molecular concentration level of y1(t)
and y2(t) are higher than the required threshold to activate
the engineered bacterial population molecular computing
process. The molecular signal x3(t) produced by the molec-
ular computing is, therefore, evaluated as

dx3(t)

dt
=

y1(t)
n

kny1 + y1(t)n
· y2(t)

n

kny2 + y2(t)n
− γx3(t)

+Nx(t),

(4)

where, Nx(t) is the signal production fluctuation, which
is modeled as an AWGN noise (average µc and standard
deviation σc) for the molecular signal x2(t).

The molecular signal x2(t) that is output from the
bacteria-based AND gate is emitted towards the electro-
chemical sensors in a process similar to (2). Therefore, the
diffusion channel is represented as

hc2(tc + τ) =
1√

4πDc(tc + τ)
e

−d2TS2

4Dc(tc + τ) , (5)

where dTS2 is the Euclidean distance between the bacteria-
based AND gate population centre and the electrochemical

TABLE 1
Parameters considered for this analysis

Variable Value Unit Reference

ky1, ky2 10 – [8]

dTS 50 µm *

Dc 1.37× 10−7 m2/s [8]

γ 0.01 – [8]

n 2 – [8]

N0 6.022× 1023 – [15]

tc 30 minutes *

t 6 hours *

* Value chosen by the authors.

sensors. Then, the molecular output signal can be evaluated
as

y3(t) = x3(t) ∗ hc2(tc + τ) + n3(t), (6)

where n3(t) is the propagation noise, which is modelled
as a Poisson distribution (similarly to n1(t) and n2(t)), with
λ3 = y3(t)N0.

When emitted by the engineered bacterial population,
the molecular output signal y3(t) will produce protons
decreasing the pH of the surrounding fluid media. This
pH level change will be detected by the electrochemical
sensors measuring the oxidation/reduction potentials of a
signalling mediator molecule. This measurement will be
continuous to enable the system to be applied for the
fast biosensing of harmful chemical agents spread in the
environment. To simulate this detection process, we use a
finite element software, COMSOL Multiphysics R©(version
5.3). A similar process was applied by Wahl et. al to simulate
the electric current on a gold nanowire electrode [16]. Fur-
thermore, we use ferrocene monocarboxylic acid (FcCOOH),
a signalling molecule, to detect the production of protons
(in this case, H+) and the consequent decrease in pH [16],
[17]. The redox potential E0 of FcOOH has a pH depen-
dence of +30mV/pH at a polypyrrole modified reference
electrode [16]. By varying this molecular signalling media-
tor molecules redox potential (tendency in acquire or lose
electrons), we can investigate the impact of the molecular
output signal y3(t) on the pH level change over the range
of pH 7 to 9.

3 SYSTEM ANALYSIS

Our analysis considers the molecular generator pro-
duces two trains of molecular signal concentration
pulses with different amplitudes (X1 = X2 =
{1.0, 1.2, 1.4, 1.6, 1.8, 2.0}mM). These molecular signals
will propagate through the fluid channel (it can suffer a
propagation delay τ ), and are detected by the bacteria-based
logic gate population. We evaluate the logic operation relia-
bility when the gate processing is instantaneous or delayed
by 1 hour (hereinafter defined as production delay). Finally,
the molecular output signal x2(t), computed by the gate,
will be propagated to the electrochemical sensors, through
the same channel.

For our analysis, we use the parameter values presented
in Table 1 and consider an AWGN noise to model the
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Fig. 3. Representation of molecular signal y2(t) that is received by the
system when transmitted through a fluid channel. (a) Depiction of a syn-
chronised and a delayed (30 minutes) molecular signals transmission.
(b) Normalised version of the molecular received signal y2(t). Some
detection errors are found due to the noise and channel effects on the
transmitted molecular signal.

fluctuation on the production of molecular signals (see
[8] for a further explanation about this assumption). This
molecular production noise will have an average of µc = 0
and variance of σc = 0.3 nM. Due to the molecular diffusion
through a fluid medium, this system will suffer from prop-
agation noise that was modelled as a Poisson distribution
dependent on the number of molecules emitted through the
diffusion channel [14]. We consider the diffusion coefficient
for the fluid channel as Dc = 1.37 × 10−7 m2 / s. The
molecular output signal x2(t) is produced for 6 hours, the
propagation through the diffusion channels are expected
to last for tc = 30minutes, and the molecular generator
outputs signals during 1 hour and rests for another 1 hour
before producing the next molecular pulse. The bacteria-
based logic gate and the molecular generator have a distance
of dTS = 50µm between each other.

We can observe the impact from the production and
propagation delays and both noises considered in this paper
in Figure 3. Due to these unwanted effects, the obtained
molecular output signal y2(t) become slightly different from
the expected well-defined train of pulses (see Figure 3a). The
effects due to both delays and noise (production and prop-
agation) can be easily noted when the obtained molecular
output signal y2(t) is normalised. Therefore, certain errors
distorting the signal reception at the electrochemical sensors
can be detected (see Figure 3b). This issue is present for both
synchronised and delayed molecular output signals y2(t).

T
ot

al
 C

u
rr

en
t 

(n
A

)

1.1

1.0

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

0.1

0.0

Electric Potential (V)
- 0.1- 0.05 0.0 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.45 0.50 0.55 0.60

E0 = 310 mV, pH 9

E0 = 280 mV, pH 8

E0 = 250 mV, pH 7

Fig. 4. Cyclic voltammograms over the pH range of 7 to 9. As the pH
decreases (as more molecules are generated), a lower redox potential
E0 of ferrocene is needed.

However, the delayed signals will produce larger numbers
of detection errors due to the difficulty in identifying the
positive and negative samples in the molecular output sig-
nal y2(t).

We further investigate the impact of the delays and
noises (production and propagation) on this bacteria-based
molecular communications system by evaluating the reli-
ability of the logic computation probability for different
scenarios. First, we investigate the electrochemical sensor
detection threshold in order to study the probability of the
correct detection of positive and negative values. When the
molecular signal concentration is above the electrochemical
sensor threshold, we define it as a positive value, and
as negative when it is below the same limit. Therefore,
to define this threshold, we used the sensitivity of the
electrochemical sensors. Due to the small concentration of
protons 3.2 nM (or pH 8.5) produced by the engineered
bacterial population (see Figure 3), the acidification of the
fluid medium will be more sensitive in the pH range of 9 to 7
(from 1 nM to 100 nM). Therefore, we set the electrochemical
sensors to detect a variation of [H+]added = 3.2 nM protons.
Assuming a 1:1 molecular concentration relationship, this
proton addition would reduce the pHf of a fluid as follows

pHf = − log10([H
+]initial + [H+]added)

= − log10(1× 10−9 + 3.2× 10−9) = 8.38.
(7)

In the case of [H+]initial = 100nM, the pHf of a fluid would
change as follows

pHf = − log10([H
+]initial + [H+]added)

= − log10(100× 10−9 + 3.2× 10−9) = 6.99.
(8)

From (7) and (8), it can be noted that the defined
molecular signal concentration 3.2 nM can produce a greater
pH level change if the fluid has a pH 9 than if it had
a pH 7. These pH level changes result in the production
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Fig. 5. Plot of the electrical current values for different pH levels when
the electric potential is fixed at 0.28V. The decrease rate was measured
as −32.97mV/pH. The sensitivity of the nanowire sensors [18] means
the current value at 0.28V can be used as a probe for the pH change in
a solution.

of different electrical currents when measured at a given
electric potential, as shown in Figure 4. A small increase
on the pH level result in a significantly different electric
current value when measured at a fixed potential of 0.28V,
facilitating, the detection of small molecular output signal
concentrations.

FcCOOH at a polypyrrole reference electrode has a
higher redox potential for high pH levels, meaning that
when more protons are present, a smaller electric potential
is required for oxidisation). Based on our previous analysis,
we defined an electric potential of 0.28V to simulate the
detection of the molecular output signal by the electrochem-
ical sensors and define the electric current value required
to oxidate the signalling molecule (FcCOOH). The result
obtained from this analysis is depicted on Figure 5. . It can
be noted that when the fluid channel has a pH of 7, a higher
electrical current passes through the electrochemical sensors
at the fixed potential than when it has a pH of 9. Therefore,
a small ion concentration change, such as 3.2 nM, is harder
to be detected for a fluid with a lower pH level. From this
result, we also can propose a linear equation to fit the data
and predict the electric current level for other pH levels,
which is described as

Ic = −0.3219pHc + 3.1867, (9)

where pHc is the pH level of the considered fluid media.
Using (9), we found that for the defined threshold value
(3.2 nM, or pH 8.5), the electrical current produced by the
electrochemical sensors was equal to Ic = 0.45 nA.

We apply the threshold value of 3.2 nM to investigate the
system’s reliability logic computation probability when it is
not affected and not affected by the production delay and
noise for different molecular generated signals amplitudes
X1 = X2 = {1.0, 1.2, 1.4, 1.6, 1.8, 2.0}mM. The results
presented in Figure 6 shows that the reliability increases
between 1mM and 1.2mM and decreases from 1.2mM to
2mM when the molecular output signal does not suffer
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tion and propagation noise, as well as production delay.

from production delays. A symmetric result is obtained
when this bacteria-based molecular communications system
is affected by the production delay. It can also be observed
from Figure 6 that the production delay is the main factor to
reduce the reliability of this logic computation system.

Lastly, we evaluate the reliability logic computation
probability for different propagation delay values τ =
{100, 200, 300, 400, 500, 600} seconds. For this scenario, we
used the same threshold value (3.2 nM, or pH 8.5) from the
previous analyses, and fixed the amplitude of the molecular
generated signal at 1.2mM. When the molecular signals
are not subjected to production delay, the reliability logic
computation probability is slightly increased, for a specific
range of propagation delay (between 100 and 300 seconds)
as illustrated in Figure 7. In this case, the maximum reli-
ability logic computation probability achieved was 73%. It
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can also be noted from Figure 7 that when the molecular
signals are affected by the production delay, the reliability
logic computation probability improves exponentially with
the increase of the propagation delay, but it is much lower
than the case of no production delay (maximum value of
33%). This means that the propagation delay counters the
effects of the production delay, improving the reliability
logic computation probability of this bacteria-based molec-
ular communications system.

The results presented in this section showed that even
small molecular signal concentrations can be detected by
the electrochemical sensors. Furthermore, this molecular
signal detection has a high accuracy (73% for the best case
scenario) depending of the channel conditions and syn-
chronisation in the production of molecules. The reliability
analysis showed that both the molecular generated signal
concentration and the propagation delay can worsen the
reliability of the logic computation when no production
delay is affecting the system. On the other hand, these
same parameters can improve the obtained reliability logic
computation probability when the molecular signals are
generated asynchronously.

4 CONCLUSION

While synthetic biology research have enabled biological
cells to be engineered into electrical components and sys-
tems (e.g., logic gates, oscillators), little attention has been
dedicated to understanding how variations in the molecular
inputs can affect the computation performance. This is a
challenge when we consider future bio-electronic chips that
require biological specimens to output signals to electronic
devices for analysis. This challenge is further amplified
when we consider that these biological specimens are re-
quired to perform computing functions to create output
signals for analysis. In this paper, we investigated the re-
liability for logic gate computing from engineered bacterial
population on a chip, which we term as Bacterial Molecular
Computing on a Chip. The output of this logic gate com-
puting is a molecular output signal that is measured by an
electrochemical sensors that will detect the acidification of
the medium. The reliability analysis investigates the impact
of unwanted effects (e.g., production and propagation delay
and noise) for both the molecular generated and output
signals and its impact on variations of pH that can affect
the reliability of the sensor.

Our analyses found that the propagation delay is an
important parameter that can counter the effect of the pro-
duction delay and improve the reliability of the system. Fur-
thermore, the best results were obtained when the bacteria-
based molecular communications system that represents an
AND gate is not affected by the production delays (73%).
We also found that considering a detection threshold of
3.2 nM (or pH 8.5), the electrochemical sensors can operate
better if the fluid medium has a pH 9 instead of a pH 7.
This threshold was also translated into a minimal electrical
current level (Ic = 0.45 nA) for the detection of molecular
output signal concentration.

This study shows that molecular communications can
be used to enable logic computing performed by biological

cells and sensed by electrochemical sensors for future bacte-
ria on a chip application. This system can be the basis for the
development of a Internet of Bio-Nano Thigns framework,
where new types of devices have their sensing capababilities
further extended by integrating low-power wireless circuits
to allow remote control by other devices within a local
access network or even through the Internet.
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CHAPTER 12

DISCUSSION

This PhD research work has investigated bacteria-based molecular communications systems

by using conventional communications engineering metrics, such as end-to-end delay of

molecular signals, channel noise from the environment, path loss of molecular signals, chan-

nel capacity, and attenuation of the molecular signal. Due to the uniqueness of this type

of communications system, the mapping of the conventional communications theory onto

bacteria-based systems faces numerous challenges. Moreover, beyond the mapping of the

different systems, specific biological parameters such as different bacterial population strains

and sizes, chemical rates, molecular signal production noise and diffusion coefficient, can

affect the performance of the bacteria-based molecular communications systems and create

challenges in their analysis. This chapter summarises the lessons learnt as well as under-

standings from designing and analysing different bacteria-based molecular communications

systems.

12.1 DISASSEMBLING AND PREVENTING BIOFILMS

Biofilm formation has been associated to a number of harmful effects within the human

body as well as the environments, and examples includes chronic diseases and biofouling.
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Therefore, this PhD research aims to solve this issue by both disassembling as well as

preventing biofilms formation using bacteria-based molecular communications systems. First,

the thesis proposed the disassembling of biofilms by starving the bacteria from nutrients

that will sustain the biofilm structure. The bacteria that are used to hijack the nutrients

was engineered to detect the biofilm and position itself at a close location to deplete the

nutrients around the biofilm. For the investigated scenario, the media where both bacterial

populations are located does not affect their placement, the molecular diffusion, or the supply

of external nutrients for the biofilm surroundings (in other words, there is no flow). This

research focussed on the population growth and nutrient consumption dynamics for both

free-moving bacteria and bacteria within the biofilm to show the impact of this induced

nutrient competition on the disassembling process, when the free-moving bacteria forms

the wall to absorb the nutrients. Therefore, this analysis did not investigated the impact of

the proposed solution on the EPS production. Instead, this research considered any change

in EPS production as an after effect based on the amount of nutrients consumed by the

biofilm-forming bacteria. The analysis depicted in Figure 12.1a shows that when the bacteria

cooperates (i.e. forming the wall), the free-moving bacteria is able to deplete the nutrients

faster and consequently accelerate the biofilm decay, forcing its disassembling. Furthermore,

the ability of the free-moving bacteria to attract other bacteria to form the wall was also

investigated. Figure 12.1b shows that for the scenario studied, a small number of bacteria

is more effective in attracting others microbes to the same location, which can enable us to

determine that this parameter can be applied towards customisation of the system depending

on the target scenario.

To prevent biofilm formation, a bacteria-based molecular communications system was

devised to target the bacteria pathways (here modelled as communications channels) related

to this process. Through wet lab experiments, the biofilm-related communications channels

were identified for the S. aureus bacteria and the main proteins related to these channels were
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Fig. 12.2 A highlight of the most significant 19 proteins extracted from more than 1500
different types that were detected in the wet lab experiment. These concentration were
considered for characterising the communications channels and the main proteins that are
essential towards biofilm formation and maintenance. [51].

used as targets for molecular interference signals. These proteins (see Figure 12.2) showed

a greater variation in their concentration levels and are directly related to the bacteria’s

ability to respond to the environmental changes [154–159]. It is important to note that there

is no need to disrupt all the communications channels to prevent the biofilm formation.

This process can be effective by influencing any of the identified channels [154–159]. The

proposed model assumes that there is enough resources to sustain prolonged production of

the molecular jamming signal by the engineered bacteria population to focus the analysis
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on the communications performance of a bacteria-based molecular communications system

subjected to this continuous molecular interference. Using conventional communications

theory (see Figure 12.3a), the impact of the molecular interference signal on the biofilm-

related communications channel was evaluated as path loss. This representation enabled us

to identify specific molecular channels of corresponding proteins that can be disrupted from

molecular interference signals (in other words jamming the signals to disrupt the legitimate

molecular signals). Figure 12.3b shows the channel attenuation for different scenarios, and it

can be noted that the greater attenuation for this bacteria-based molecular communications

system occurs for a synchronised pulse-based jamming signal. Synchronisation in this case

means that the interference is synchronised with the normal communication signals used by

the bacteria to form the biofilm. This scenario not only attenuates the transmission required

for the biofilm formation, but also quickly activates their communications channels in order

to facilitate the interference on the target proteins (see Chapter 7). This was achieved when

we jammed corresponding molecular proteins that will reverse the toggle-switch within the

bacterium that will prevent signalling for channels that lead to formation of the biofilm.

The systems discussed in this section are biocompatible alternative solutions for prevent-

ing and disassembling biofilms. These approaches were based on bacterial natural behaviour

and showed to be feasible, under the right conditions. To further investigate these scenarios,

the computational modelling of the bacteria movement and population dynamics for the

disassembling approach (Chapter 6), as well as for the signalling reception and signalling

pathways used for preventing the biofilm (Chapter 7) were fundamental. Moreover, it also

provided a mechanism in determining the systems’ performance. It also could be observed

that most of the complexity in design these bacteria-based approaches resides in the precise

definition of the systems’ parameters to be engineered as well as their values.
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Fig. 12.3 (a) Molecular communications system model to disrupt the biofilm formation [144].
(b) Analysis of the channel attenuation when the production of the molecular pulse-based
jamming signal suffers from single and multiple delays for a variable number of engineered
bacteria at a fixed distance to the receiver bacterial population, which are the bacteria used to
create the biofilm.

12.2 DESIGN OF BACTERIA-BASED MOLECULAR COMMU-

NICATIONS DEVICES

The obtained results from the biofilm studies supported the development of more complex

bacteria-based molecular communications systems. Devices ranging from an attenuator for

virus filtration to a wireless bacteria-based biosensor were proposed in this PhD research.

These devices also aimed to provide biocompatible alternatives to current issues that includes

Ebola disease treatment (Chapter 8), and biotechnological applications that can utilize logic

computing for biosensing chemical substances within the environment (Chapters 9 and 10,

respectively).

The first bacteria-based device proposed in this PhD research was applied for the attenu-

ation of Ebola virus concentration in the patient’s blood. To avoid worsening the patient’s

condition, the engineered bacteria (the main component of this system) is placed inside an
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Fig. 12.4 (a) Analysis of the binding force for five different binding arrangements between
the viral and bacterial proteins [146]. (b) Binding area tension analysis for different blood
velocities (v f 1 = 0µm/s, v f 2 = 10µm/s and v f 3 = 20µm/s) [146].

external microfluidic chamber that cycles the blood in a dialysis-like medical procedure. In

this solution, the bacteria membrane is engineered to create a strong binding process to the

viral membrane proteins upon contact. This strong adhesion is several magnitudes higher

than any other tension exerted in the binding area (see Figures 12.4a and 12.4b). These

results indicates that the focus for the future implementation of such a device will require

the engineered bacteria to find as much Ebola virus as possible to bind with them in a short

time period. As shown in Figure 12.5a, the placement of the engineered bacteria in the

microfludic chamber affects the efficiency of the virus attenuation. Furthermore, the chamber

design can also affect the virus pick-up process as it allow the engineered bacteria to freely

move (as shown in Figure 12.5a) or provide a specific direction for them to move. This

pick-up process was simulated for 720 seconds (to avoid blood clotting) for a fixed number

of virus (10,000) and three engineered bacterial population sizes (1000, 3000 and 5000). It

can be noted from Figure 12.5b that the pick-up ratio increases logistically with respect to

the simulation time. Additionally, as more engineered bacteria is placed in the microfluidic

chamber, more virus can be collected (reaching 60% when using 5000 engineered bacteria).

These results shows the feasibility of the proposed bacteria-based device for supporting the
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Fig. 12.5 (a) The placement of bacteria have an impact on the spatial distribution of the
virus. At 720 seconds, bacteria is able to cover more than 30 percent of the chamber’s area.
Adapted from [146]. (b) The virus pick-up ratio is dependent on the number of engineered
bacteria and the time that they are allowed to swim and collect the Ebola virus [146].

treatment of this particular disease, and can pave the way for similar system design for other

deadly virus-related diseases.

This PhD research also investigated the performance of a logic circuit composed by

three bacteria-based logic gates interconnected by two fluid diffusion channels. Specifically,

this bacteria-based molecular communications systems was designed to study the possible

trade-off between an accurate molecular generation and the end-to-end channel capacity

of this system. Therefore, communications parameters like, input delay, noise and input

amplitude mismatch were applied as variables for this study. It is important to note that the

noise considered in this work is the fluctuation in the molecular concentration output by

each synthetic logic gate. Therefore, this assumption focuses on the system performance

analysis of an ideal scenario that can be used as a benchmark for this specific device. Two

of this analysis’ results are shown in Figure 12.6. First, the results in Figure 12.6a shows

that the channel capacity decreases as the gate input concentration difference (i.e., input

amplitude mismatch) increases, which is a similar result for the accuracy_ratio. However,

Figure 12.6a also shows that there is an inverse relationship between the channel capacity and
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Fig. 12.6 (a) Evaluation of the channel capacity and circuit accuracy, for a gate inputs
concentration difference ranging from 0 to 4 nM [147]. (b) Channel capacity for different
molecular environmental delays for three gate input concentration difference values [147].

the accuracy_ratio, which are also dependent on the output bit-1 ratio (number of bit-1 over

the total number of bits output from the system). This means that the system performance can

be adjusted if necessary, by modifying the thresholds used to define what is a bit ‘0’ or ‘1’.

These adjustments might be made in cases where a more accurate system is needed (noisy

environments) or when more information needs to be transmitted (fast detection of disease

biomarkers). The channel capacity was also investigated when the system is subjected to

molecular environmental delays (i.e., input delays). Figure 12.6b shows the result of this

analysis for three gate input concentration difference values, and it can be noted that the

channel capacity exponentially decreases with respect to the molecular environmental delays.

Additionally, it shows that a higher gate input concentration difference can counter the effect

of the delay and improve the end-to-end channel capacity.

An electronic equivalent model for a bacterial population that performs logic gate com-

puting using molecular signals was proposed in this PhD research. This system acts as a

wireless bacteria-based biosensor that senses a molecular signal concentration, in this case

nitrile (R−C−−−N), produced by a distant generator and outputs ammonia (NH3) and acid

(H+) in response (see Chapter 10). Three distinct processes of the wireless bacteria-based
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Fig. 12.7 Evaluation of the diffusion channel capacity. (a) In this case, a fixed distance
d = 0.5cm and different molecular input signals amplitude X were considered [148]. (b) In
this scenario, a fixed molecular input signals X = 11M and different distances d between the
molecular generator and the wireless bacteria-based biosensor were considered [148].

biosensor were described using electronic components (resistors, capacitors and transistors)

and grouped into a single circuit that is equivalent to the bacterial natural processes of

receiving, computing and emitting a molecular signal. A frequency domain analysis was

used to study this system’s performance (see Figure 12.7). Therefore, the capacity of the

diffusive channel that interconnects the molecular generator and the bacterial population

was evaluated with respect to the frequency of the nitrile molecular signal. The distance

between the molecular generator and the bacterial population, as well as the amplitude of

the molecular signal produced by the generator were considered for the evaluation of the

diffusive channel capacity. It can be noted from Figure 12.7a that the channel capacity sharply

decreases with respect to the molecular signal frequency and that higher molecular signal

amplitudes results in higher channel capacity values. Figure 12.7b shows the evaluation of

the diffusive channel capacity for different distances d. It can be inferred from this result

that the distance barely affects the diffusive channel capacity. These results allowed the

identification of the main parameters needed to build the wireless bacteria-based biosensor.

Integration between bacteria-based molecular communications systems and electrochem-

ical sensors was proposed to reliably compute molecular signals based on the acidification
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of the fluid media, where engineered bacteria were placed. The indirect measurement of

the molecular output signal was possible due to the high sensitivity of the pH level change

by the electrochemical sensors. Therefore, the electrical signal (current or voltage) was

investigated to ensure that these electrochemical sensors reliably detect the pH level change.

Figure 12.8a show the different electrical current and potential produced due to different pH

levels of the fluid. It can be noted from this result that small variations on pH level result in

noticeable electrical signals. To further this investigation, the electrical potential was fixed

at 0.28V and the electrical current was measured for different pH levels. The result of this

scenario is shown in Figure 12.8b and it can be noted that the electrical current has an inverse

relationship with the pH level. Furthermore, these results were fitted to a mathematical

equation to evaluate the electrical current for any pH level from 7 to 9. From these results,

the detection threshold of 3.2nM for the electrochemical sensors was defined, which can be

translated as a pH 8.5 and consequently produce an electrical current of 0.45nA.

In Chapter 10 and 11, similar bacteria-based systems were proposed to detect environmen-

tal harmful chemical agents. However, in Chapter 10, the analysis focused on the propagation

of the signals emitted by a molecular source and its effect on the operation of the synthetic

logic gate. Furthermore, the molecular output of the AND gate can be measured by an optical

imaging system. In comparison with the work described in Chapter 10, this device was

proposed to investigate the reliable and quicker detection of molecular signals output by

the engineered bacteria using electrical signals, instead of optical imaging. On all the four

devices investigated in this PhD research work, bacteria-based molecular communications

systems was built to allow the wireless exchange of molecular signals. Thus, communication

metrics can be applied on the numerical and simulation analyses of their performances

and presents fine details of the nature of these devices. For example, the amplitude of the

input signals have a greater impact on the channel capacity of simple systems, like the

wireless bacteria-based biosensor, than in the complex cases (e.g. capsular bacteria-based
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Fig. 12.8 Evaluation of the electrical signal produced by the detection of the pH level change.
(a) As the pH increases (as more molecules are generated), the total current value increases
for the same electric potential. [160]. (b) Plot of the electrical current values for different pH
levels when the electric potential is fixed at 0.28 V. [160].

logic circuit). Therefore, these results demonstrates the importance of accurate definitions

of the target scenarios and the parameter values for designing bacteria-based molecular

communications devices.

12.3 RELIABILITY ANALYSIS OF WIRELESS BACTERIA

-BASED SYNTHETIC LOGIC GATES

Biological systems can be affected by several factors that would impact on the predictability

and control required by conventional communications systems. Therefore, it becomes critical

to specify accurate and precise bacteria-based molecular communications system parameters

to have reliable outputs and support the implementation of long-term operating devices.

In this PhD research work, three bacteria-based molecular communications systems were

devised to study the reliability of synthetic logic gates. Firstly, a study was conducted on the

capsular bacteria-based logic circuit and its reliability in terms of the produced molecular
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Fig. 12.9 Circuit quality evaluated for different output bit-1 ratio. The circuit produced a
100% precise molecular output signal and no false positive was detected [147].

output signal. A nitrile wireless bacteria-based biosensor’s accuracy was investigated through

a comparison between simulation and experimental results. Lastly, two different diffusive

channels have their impact evaluated based on the reliable operation of a synthetic AND gate.

Four molecular input signals with different amplitudes were considered for the logic

operation of a bacteria-based synthetic logic circuit, which is placed inside a compartmented

capsule. Each gate of the synthetic logic circuit is composed of a bacterial population, which

are interconnected by diffusion channels. The reliable logic computation of these molecular

signals, by the synthetic logic gates, is assessed in terms of the accuracy, precision, recall,

false positive and false negative ratio for the molecular output signal. Figure 12.9 shows that

no false positive_ratio were measured for all considered output bit-1 ratio (number of bit 1

over the total of output bits), which resulted in a 100% precise system. On the other hand, the

accuracy_ratio reduced with respect to the increase of the output bit-1 ratio, showing that the

correct reception of the signal becomes more complex and less reliable as the number of bit

1 in the molecular output signal increases. Another important result from this analysis is the

high false negative_ratio that is due to the definition of a high detection threshold. Therefore,

fine tuning of the threshold value may improve the computation of these molecular signals.
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Fig. 12.10 Comparison of the cumulative molecular output signal concentration obtained
from the simulation and wet lab experiment (adapted from [148]).

A molecular communications system, where a wireless bacteria-based biosensor (com-

posed of a synthetic logic gate) designed to detect nitrile (R−C−−−N) and output ammonia

(NH3) and acid (H+) was developed as part of the wet lab experiments in this PhD research.

This system had its reliability studied through a comparison between wireless bacteria-based

biosensor circuit simulation and a wet lab experiment. Two molecular input signal ampli-

tudes were applied directly on the plates containing the engineered bacteria for the wet lab

experiment. For the simulation, these same molecular signals were emitted from a distance

d = 0.5cm to activate the proposed circuit. Additionally, the simulated molecular signals

were modelled as a quasi-constant function (see Chapter 10) and evaluated through the cumu-

lative molecular output signal of this system. This modelling simplified the validation process

and this is because in the wet lab experiment, the pipetting process often produces a constant

molecular signal concentration. Due to the unknown number of engineered bacteria used in

the experiment, we considered for the circuit simulation that each engineered bacterium of

the population has the same characteristics, and they cooperate towards the production of the

molecular output signal. These conditions allowed to fit the simulation to the experimental

results by using a multiplying factor equal to 800,000,000. Figure 12.10 shows the obtained

result from this comparison, and it can be noted that both approach produces similar cumula-
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tive molecular output signal concentrations (the mean squared error for this comparison was

equal to 7.33×10−3). Therefore, the proposed molecular communications systems could be

validated and showed to be an accurate representation of this sensing and actuation scenario.

The performance and the reliability of a simple synthetic logic gate will depend on the

environment where it is placed, among other factors. For example, it is expected that a

molecular communications system applied to a fluid scenario will have a higher channel

capacity and reliability if no noise and delay is applied to the system. Therefore, a bacteria-

based molecular communications system was proposed for studying its reliability when

subjected to different unwanted effects. This investigation, presented in Chapter 11, analysed

the impacts of the reliable operation of a synthetic logic gate based on the transmission of

molecular signals over a fluid media and can acidify it (step required for the detection of

a molecular signal using electrochemical sensors). Figure 12.11 shows that the maximum

reliable logic computing probability achieved was 73%. It can also be observed that the

increase in propagation delay can reduce reliable logic computing probability for the system’s

operation without production delay. On the other hand, the propagation delay counter the
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effect of the production delay, see Figure 12.11. For the scenarios analysed, the delay is

shown as the parameter that most affects the reliability of this proposed bacteria-based

molecular communications system.

The reliability of the three wireless bacteria-based synthetic logic circuits studied in

this PhD research was shown to be mostly dependent on the scenario considered for their

analyses. Thus, a proper definition of the restrictions and associated parameter values will

result in more reliable logic computation of the molecular signals. In addition, it could be

inferred that the molecular communications systems can be used as a supporting tool to

design reliable wireless bacteria-based synthetic logic circuits.
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CHAPTER 13

CONCLUSION

A number of bacteria-based molecular communications systems have been studied in the

past ten years (e.g., bacteria-based nanosensors) [14, 43, 161]. Nonetheless, just a few of

these works focus on the design of devices that utilize engineered bacteria to do specialised

functions at the hardware level that are able to exchange molecular signals to improve it’s

reliability[52, 91]. These studies mostly focus on the analysis of using molecular signals taken

from conventional communications techniques. A similar situation occurred for the biology

facets of this PhD thesis. Bacteria-based synthetic biology systems (hardware level) have

been extensively investigated in the past twenty years [4, 45–50, 96, 104, 108, 109, 111–114,

118–124, 133–137]. For example, synthetic transmitters and receivers have been designed to

emit and receive molecular signals, respectively. Despite this, limited research works have

focused on the communications analysis at the software level for synthetic systems. Therefore,

the union of these two complementary subjects that includes molecular communications

and synthetic biology, will enable the development of biocompatible applications that will

improve life quality and expectancy of animals, plants and humans.

This PhD thesis follows this union premise and is focused on the design of computational

bacteria-based synthetic biology systems that communicate using molecular signals. Notably,

this thesis investigated the operation using spatio-temporal and frequency domain analysis,
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performance analysis in terms of channel capacity and path loss, and reliability analysis using

metrics such as accuracy and precision. The contributions of this PhD research were grouped

into three main topics: disassembling and preventing biofilms, design of bacteria-based

molecular communications devices that utilized engineered bacteria, and reliability analysis

of wireless bacteria-based synthetic logic gates.

Biofilms have been related to chronic infections and industrial biofouling, hence the

necessity of controlling its formation and inducing its dispersal is an important issue facing

the biotechnology industry today. Two molecular communications systems were devised to

apply natural bacteria signalling to affect a formed biofilm that will induce its dispersion, or

interfering with the biofilm formation to prevent its formation. For the first case, the popula-

tion dynamics and bacteria communications capabilities were simulated to evaluate how fast

an induced biofilm disassembling can occur, and how effective the bacteria signalling can be

utilized to induce this process. In the second case, a pulse-based jamming system produced

the attenuation required to affect the internal bacterial communications channels, which con-

sequently will prevent the biofilm formation. The molecular environmental delay, the power

of the jamming signal and the distance between the engineered jamming bacteria and the

biofilm were considered for the evaluation of the channel attenuation. These results showed

that a bacteria-based molecular communications system can be established to negatively

interact with a biofilm towards its disassembling and prevention.

More complex bacteria-based molecular communications systems were also proposed to

attenuate the amount of Ebola virus in the patient’s blood, to logically compute molecular

signals and to biosense nitrile in the environment. These devices were analysed in the spatial,

temporal and frequency domains in addition to communications performance analysis. Other

metrics that includes pick-up ratio for the virus attenuator, gate input concentration difference

in the synthetic logic circuit, and the power spectrum density for there wireless bacteria-based

biosensor were also considered. For the virus attenuator, it was found that due to the number
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of bacteria placed inside the microfluidic chamber, this device could be fitted to a particular

level of infection, enabling it to become a customisable system. In the synthetic logic circuit

analysis, the research found a trade-off between the circuit accuracy and its channel capacity

that should be optimised during the implementation of the proposed device. The analysis of

the wireless bacteria-based biosensor showed the dependence of the sensing operation on the

frequency of the molecular signal inputs to the system. These bacteria-based devices allowed

the exchange of molecular signals and the investigation of their performance contributes for

future implementation of such bacteria-based molecular communications systems.

Lastly, this PhD thesis further studied the reliability of bacteria-based synthetic circuits

to identify the main parameters and factors that could preclude the correct operation of these

systems. Therefore, quality metrics were evaluated for the proposed synthetic logic device, a

wet lab experiment was used to validate the wireless bacteria-based biosensor, and different

diffusive communications channel were considered for the computing of the reliable logic

operation probability for a synthetic AND gate. In the case of the synthetic logic device, the

results showed that reliable computation depends on the accurate definition of the detection

threshold for the system to be sensitive to minimal variations. For the wireless bacteria-based

biosensor, the cumulative molecular output signal simulated using an electronic equivalent

circuit model is similar to the case obtained through the wet lab experiment and only requiring

the definition of a multiplying factor. In conclusion, the fluid channel produced reliable

operations overall, despite the porous channel having a better performance when a lower

bacterial population size was considered.

The results obtained from the study of the aforementioned topics demonstrated the

operation of synthetic systems when considered as the hardware physical layer of a bacteria-

based molecular communications systems. They can be used for the future development

of more complex systems, and also be applied to further investigation of other bacteria

behaviours such as population control, and exploration of other aspects of the molecular
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communications and synthetic biology integration. In the following section, the future works

that will address some of the topics not covered by this PhD thesis are outlined.

13.1 FUTURE WORKS

The synergistic effect when molecular communications and synthetic biology systems are

put together have a number of ramifications, in addition to the challenges that were presented

in this PhD thesis. Thus, other investigations based on the results obtained through this

PhD research can be further investigated to understand these ramifications. In the following

subsections, some works that can be further investigated from this PhD thesis are introduced.

13.1.1 INVESTIGATION OF OTHER BACTERIA BEHAVIOURS

This PhD thesis focused on some of the common bacterial behaviours. However, other

behaviours can also be investigated towards the development of novel bacteria-based molec-

ular communications systems. For example, the bacteria signalling pathways that produce

virulence factors can be modelled using a similar approach to the pulse-based jamming

system that was presented in Chapter 7 to create alternative treatments for bacterial infections.

Similarly, population control and other ecological relationships of the microbes (i.e., com-

mensalism, mutualism and parasitism) can also be applied to the design of bacteria-based

molecular communications systems.

13.1.2 REAL IMPLEMENTATION OF BACTERIA-BASED DEVICES

The numerical and simulation analyses performed in this PhD thesis were based and adapted

from other synthetic biology works that often had other goals compared to the cases inves-

tigated in this PhD research. Thus, the next step would be the design of proof-of-concept

systems to validate the theoretical models, and to develop prototypes for novel future devices.
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To take this synergistic approach for the implementation of real bacteria-based devices will

require collaborations with professionals from other fields. For example, to build such

devices, molecular microbiologists and electrochemists are needed. Then, at a later stage,

pharmacists, physicians and veterinarians will be necessary to test the bacteria-based devices

in humans and animals.

13.1.3 FURTHER INTEGRATION BETWEEN MOLECULAR COMMUNICA-

TIONS AND SYNTHETIC BIOLOGY

The synergy demonstrated for bacteria-based molecular communications systems and syn-

thetic biology can be also seen in Ca2+-signalling-based, neuronal-based and virus-based

systems [13, 162, 163]. However, there are several other biological processes that have

not been modelled using molecular communications systems (e.g., inter-kingdom commu-

nications). Bacteria can communicate with protozoans, insects, plants and animal cells

[164–166]. These processes could be modelled as a heterogenous communications systems

and it will help to understand the effects of other cells on the design of bacteria-based system.

Biocompatible devices and procedures can result from this approach as an alternative to

the conventional methods that have been related to the emergence of antibiotic resistant

microbes.

13.1.4 INTERNET OF BIO-NANO THINGS

Wireless bacteria-based biosensors can be interconnected in a conventional network manner

to monitor more complex scenarios. Furthermore, the molecular outputs of these systems

can be transformed into electrical signals that can connect to the Internet. This scenario was

introduced by Akyildiz et. al and describe the potential use of a biological nanonetworks

to exchange molecular signals towards the development of healthcare applications, among

others [43]. Bacteria-based devices were showed in this PhD research to be feasible options
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for the development of the Internet of Bio-Nano Things, leading to improved monitoring and

controling of biological systems.
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